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Abstract—One of the physics learning difficulties is the low learning moti-
vation. It is to learn because physics materials are considered to be complex, bor-
ing, and abstract for students. Therefore, this research developed an Augmented 
Reality (AR)-integrated game application "Adventuring Physics" based on an-
droid to create more fun physics learning and provide concept visualization on 
abstract materials so that the students become easier to understand. This study 
aims to develop a valid and practical application of Adventuring Physics games 
on physics learning. This research used Research and Development (R&D) de-
sign to develop the application. It has two main features: 'play games' and 'aug-
mented reality'. Furthermore, the game's concept in this application is adapted to 
the physics materials. The AR feature can create visualizations in the form of 3D 
image projections of the material. The results of the validity assessment show 
that this application is declared valid, feasible, and reliable. In addition, the re-
sults of the practicality assessment showed that it is very practical to be used and 
worth to be implemented in physics learning. This research has implications as 
an application of Adventuring Physics that can motivate students to learn physics, 
and apply digital technology in education, and physics learning. 

Keywords—adventuring physics, adventure game, augmented reality 

1 Introduction 

Physics is a branch of science that examines ideas, rules, concrete, and hypothetical 
phenomena. Understanding material concepts and using them in practical situations is 
the essence of physics learning [1]. However, there are many difficulties for students 
in learning physics. One of these difficulties is the low motivation to learn because the 
materials are considered as difficult and boring for students. This is supported by [2–5] 
research which states about the low motivation of students' learning physics subjects. 
In addition, the results of preliminary studies at SMAN 1 Taman and SMAN 3 Sidoarjo 
from March-August 2022 in 115 showed that 67.82% or 78 students admitted that they 
have lack motivation to learn physics. Also, 63.47% or 73 students admitted that learn-
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ing physics was boring. Another problem is that there are misconceptions in some phys-
ics materials due to the difficulty of visualization, abstract thinking, and complexity, 
such as in magnetic field subject [6–8]. Supported by preliminary study data, 78.26% 
or 90 students admitted that it was difficult to understand abstract and microscopic ma-
terials because they could not be seen and difficult to visualize.  

Responding to this problem, the rapid development of information technology in the 
world of education is inevitably influenced on educational aspects [9,10]. Educational 
innovation by utilizing information technology, such as smartphone games will provide 
a different atmosphere for student appreciation during learning process. Smartphones 
have been used in schools for various educational purposes, including physics learning 
[11,12]. Android-based smartphone is a learning tool that can support students in their 
understanding of learning physics. It is an appropriate learning resources, particularly 
for current technological advancements [13]. Android-based application is expected to 
simplify the students receiving and understanding of learning material. On the other 
hand, it also simplifies the teachers' delivery of learning material.  

The android platform can be a physics learning medium that integrates adventure 
games and Augmented Reality (AR) [14–16]. This is because the concept of an adven-
ture game has a continuous storyline to give its users a high and sustained curiosity 
[17,18]. Moreover, this game includes game missions and physics problems that must 
be solved by applying physics concepts. This activity can increase student learning mo-
tivation. Meanwhile, AR can visualize into abstract and microscopic objects and also 
concepts in physics materials well so students can easily understand this game [19–22]. 
The integration between games and AR is a potential medium to increase students' mo-
tivation and enthusiasm for learning physics. Preliminary data also support that 85.21% 
or 98 students agreed to apply some adventure game to physics learning, and 100 out 
of 115 (86.96%) students agreed if the game added AR. 

Therefore, this research developed an AR-integrated game application, "Adventur-
ing Physics" based on android. It can create more fun physics learning and provide 
concept visualization on abstract materials so that the students become more accessible 
to understand the material. This research contributes to innovate an interactive mobile 
technology in physics learning which leads to positive student learning outcomes. In 
addition, this research can also help to realize the acceleration of the digitalization on 
educational field in the "Merdeka Belajar" era which is relevant to the Indonesian cur-
riculum and the current development of Information and Communication Technology. 
This study aims to produce a valid and practical application of Adventuring Physics 
games. 

2 Literature review 

2.1 Android-based mobile learning 

Android has recently become the operating system of choice for most Indonesian 
students' smartphones [23]. It is affordable because they can be purchased as a means 
of communication by almost anyone [24]. Various platforms, such as mobile learning 
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application, can be installed on the Android system. It is a learning method that provides 
the opportunities for the students to learn regardless of time or location [25]. Mobile 
learning has become an applied innovation. Implementation of mobile learning can uti-
lize educational games to facilitate material understanding, increase student thinking 
power, and increase student interest in learning. Many studies have developed various 
educational games based on Android, such as for learning English [26], chemistry [27], 
mathematics [28], computer science [29], coding skills [30], and pharmacy [31], even 
for inclusive students with visual impairments [32]. More specifically, the use of an-
droid-based games is very considerable in learning physics because most students per-
ceive that learning physics is boring and not fun [2], which will be developed in this 
study. 

2.2 Adventure game 

According to Culley et al. [33], a program that simulates a small universe and places 
the player inside of it is called an adventure game. This type of game that emphasizes 
on the storyline and the player's thinking skills in analyzing places visually or summa-
rizing various events. Integrating adventure games into routine classroom activities is 
the most common way to be used in education [34]. But until now, there are few studies 
that still use adventure games in learning. For example, Mulyati et al. [35] who has 
developed an adventure game on fluid physics material and is declared valid by media 
and material experts. Lin & Shih [36] have designed and evaluated the effectiveness of 
a digital game-based adventure education course and got the results that participants 
have a positive attitude towards this course. An interesting thing related to the use of 
this type of adventure game is that it can increase the curiosity of players because of 
the levels that must be completed gradually. Thus, this type of game can attract users 
to continue playing and has a positive influence if applied in learning. 

2.3 Augmented reality  

A technology known as augmented reality (AR) combines virtual objects that are 
either two-dimensional or three-dimensional into a true three-dimensional environment 
[37]. Then, it instantaneously projects these virtual objects. So, augmented reality can 
be a useful tool to help users to interact with and perceive the real world. Virtual objects 
display information that aids users in performing tasks in the real world. AR can be 
utilized in various functions, one of which is in education and learning that can attract, 
motivate, and provide real visuals for someone to understand a material concept that 
requires a high level of reasoning and imagination [38]. Several studies have developed 
and implemented AR-based media in learning [39–42]. For example, Suprapto et al. 
[43] conducted an AR-based pocketbook trial on the study of planetary motion physics 
subject. The results showed the improvement of pretest-posttest scores in students' 
learning achievement. Based on this study, the researcher recommends to use AR-based 
media on other abstract physics concepts. Current research will focus on developing 
AR for physics learning on abstract materials, namely magnetic fields. 
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2.4 Related works 

Research by Dinis et al. [44] developed Virtual Reality (VR) and Augmented Reality 
game-based applications for Civil Engineering Education. The study discussed various 
interfaces for using gaming environments in engineering education, along with the 
learning process results. As a preliminary study, it can be said that incorporating VR 
and AR game-based interfaces made it easier for participants in learning activities to 
transfer knowledge to one another. Additionally, incorporating VR and AR into games 
can help promote civil engineering and inspire students while learning. 

Research by Trista [45] conducted the interactive and augmented reality games for 
Indonesian history lessons. The results of this study showed the potential of using aug-
mented reality and game-based learning to support and improve educational experi-
ences nationwide in institutions of higher learning. Furthermore, users of the applica-
tion will not experience any confusion because it is simple to use and understand. 

Research by Boletsis et al. [46] developed the gaming project, namely "The Table 
Mystery", which emphasizes creating a stimulating, enjoyable, and educational envi-
ronment with a secondary goal of small-scale knowledge transfer. The Table Mystery 
game study aims to lay the foundation for a more comprehensive investigation into 
augmented reality educational games. So far, it shows promising potential and has re-
ceived positive feedback from groups of experts and students who have reviewed and 
played it. 

Research by Hao [47] developed four AR games and investigated their influence on 
learning in a Grade 5 English course by integrating theories of digital game-based learn-
ing, the attention relevance confidence–satisfaction (ARCS) model, and different types 
of digital games. In this study, students who received instruction using AR games per-
formed better on the post-test than students in the control group, but there was no ap-
preciable difference in learning effectiveness between the two groups. However, there 
was a significant difference in the four dimensions of ARCS learning motivation be-
tween the experimental and control groups. 

Another research by Sarifah [48] developed an android-based educational game to 
increase elementary school students' interest in learning mathematics. The results of 
this study show that the developed applications can effectively increase students' inter-
est in learning. However, this study still does not explain what type of game to use and 
not use in AR. 

Overall, the review results on related works can be seen in Table 1, which shows the 
novelty of this study. Based on the table, the differences between this study and previ-
ous research are: student-level target is senior high school, physics subjects, android-
based digital game media, types of adventure games, and integrated with AR. 
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Table 1.  The difference between current research and related works 

Reference Grade Subject Game Media Game Type AR 

Dinis et al. [44] University Civil Engineer-
ing Digital - Yes 

Trista [45] Senior High 
School  History Digital - Yes 

Boletsis et al. [46] Junior High 
School  Chemistry Conventional Adventure Yes 

Hao [47] Elementary English Digital 
Role Playing, Quiz, 
Puzzle, and Match-

ing Games 
Yes 

Sarifah et al. [48] Elementary Math Digital - No 
Rizki et al. (This 
Work) 

Senior High 
School Physics Digital Adventure Yes 

3 Method 

3.1 General background 

This research used Research and Development (R&D) design to present a develop-
ment model used as the basis for developing a product to be produced [49]. The basis 
of this development research is a procedural model that refers to the 4D (Define, De-
sign, Develop, Dissemination) development model which aims to develop and perfect 
existing products in terms of form and function. The flow of this research stages can be 
seen in Figure 1. 

 
Fig. 1. Research flow and procedures 

Define 

Design 

Develop 

Dissemination 

Analysis of problems and needs 

Preliminary design of features and ap-
pearance 

Creation, validity test, practicality test, 
and revision of media product 

Product dissemination and bug treat-
ment 
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3.2 Instrument and data collection 

This research instrument employed a questionnaire for experts, practitioners, and 
students using the Likert scale adopted from Nieveen [50]. The questionnaires for ex-
perts consists of two parts: a questionnaire to measure the validity of the content and 
the construct validity. Meanwhile, questionnaires for practitioners and students were 
used to measure the practicality of the application with indicators: Effective, Interac-
tive, Efficient, and Creativity [51]. Data collection for validity aspects used a question-
naire given to three experts in learning physics, learning media, and educational tech-
nology. The goal of the validity test is the content and construct of the application prod-
uct that has been created. After the product was revised and declared valid, data collec-
tion proceeds on the practicality aspect of the application. Data collection was carried 
out through a questionnaire which was assessed by three practitioners or teachers of 
physics subjects. In addition, the practicality test also involved 11 students who were 
selected by simple random sampling. 

3.3 Data analysis 

Data from the validity assessment results were carried out with descriptive analysis 
(mean) to determine the criteria for the validity of products and devices that have been 
developed. In addition, validity result data was used to determine the reliability of prod-
ucts and devices through the Cronbach Alpha (α) value. Products and devices are said 
to be reliable if the value of α > 0.6 [52]. Data from the practicality assessment by 
teachers and students are also carried out descriptively (mean) to determine the practi-
cality of the Adventuring Physics application product that has been developed. The 
criteria for determining validity and practicality can be seen in Table 2. 

Table 2.  Determination of validity and practicality criteria [53] 

Validity Criteria Practicality Criteria 
3.25 - 4.00 Very Valid > 4.00 Very Practical 
2.50 - 3.24 Valid 3.00 – 3.99 Practical 
1.75 - 2.49 Less Valid 2.00 – 2.99 Quite Practical 

1.00 - 1.74 Not Valid 
1.00 – 1.99 Not Practical 
< 1.00 Very Not Practical 

4 Results and discussion 

4.1 Rational development of the Adventuring Physics 

The application development of Adventuring Physics is based on several theories, 
namely the theories of structural gamification, the experience of the cone edgar dale, 
multi-representation, and constructivism. The theory of structural gamification by Kapp 
[54] applies the game element to encourage learners without any change in the content 
of the magnetic field. The content is not transformed into a game but only the structure. 

iJIM ‒ Vol. 17, No. 01, 2023 9



Paper—Adventuring Physics: Integration of Adventure Game and Augmented Reality Based on Android… 

It will be modelled into missions that the player must complete. The main focus of 
gamifying structure types in Adventuring Physics is to motivate players through content 
and involve them in the learning process using the 'reward' system. 

Edgar Dale's theory related to the cone of experience states that a person's learning 
outcomes are obtained through direct (concrete) experience, the reality that exists in 
one's living environment through artificial objects to verbal (abstract) symbols [55,56]. 
Based on these experiences, the highest level of memory and comprehension (80-90%) 
will be obtained if students do the role-play, simulate, and work on the real thing [57]. 
This theory is very supportive in developing the Adventuring Physics application media 
because it directly involves students in physics learning so that they will better remem-
ber the physics concepts included in the game. 

The theory of multi representation, according to Izsak and Saherin, states that teach-
ing by involving multi representation provides a rich context for students to understand 
a concept [58]. This view implies that multi-representation is a way of expressing a 
concept through various means and forms. In Adventuring Physics applications, multi 
representations are presented in the form of graphics, visual, verbal, and images, espe-
cially in AR which provide the students to learn in various ways depending on the type 
of intelligence. Multi-representation serves three main purposes in learning: a compli-
ment, limiting interpretation, and building understanding [59]. 

According to the theory of learning constructivism by Piaget and Vygotsky, the most 
important principle in educational psychology is that the teacher does not simply give 
knowledge to students [60]. However, the student must also establish his own 
knowledge in his mind. Therefore, teachers can provide preliminary information re-
garding material relevant to Adventuring Physics, after which it can allow students to 
discover, apply, or develop their own ideas based on that initial information through 
missions contained in the game application [61].  

4.2 Adventuring physics performance 

Adventuring Physics app provides several specifications: app size of 125 MB, no 
internet access required, android version minimum of 7.0 (API 24), making it easy to 
access by users and compatible or user friendly. To download this application, it can be 
accessed through the following link: https://play.google.com/store/apps/de–
tails?id=com.Asics.AdventuringPhysics. Figure 2 shows the app's home page. This 
page contains two main features, namely Play Game (for playing games) and Aug-
mented Reality, as well as two other options, namely leaderboard and setting. The lead-
erboard aims to provide information on the extent of a player's success rate with each 
other and be able to compare their abilities with others. This is also an encouragement 
to players so who are trying to improve their performance so that they are not left behind 
by other players. Meanwhile, the settings serve to regulate the audio components and 
about the application. 
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Fig. 2. App home view 

When the user selects the play game feature, then the user will enter the game arena 
with the concept of strategy that the player must find a way out as soon as possible. 
Players will be required to create magnetic field-based weapons to fight existing ene-
mies. There are three stages for players to create weapons: designing tools and materials 
on the item rack, selecting the batteries on the battery rack, and looking for handles. 
The display of selecting material tools and batteries can be seen in Figure 3. Students' 
critical thinking skills will be trained when choosing the relevant types of tools, mate-
rials, and batteries, accompanied by structured and valid reasons or arguments [62,63]. 
This is because when the player mistakenly takes an item or battery, the player will 
lose. The relevant physics concepts in the case of proper battery selection are Ohm's 
Law and Biot-Savart's Law, as in Equations 1 & 2 [64]. Based on the equations, it can 
be known that the voltage value is directly proportional to the currents strength, then 
the it is directly proportional to the magnetic field. So that if the player chooses a rela-
tively small battery voltage, then the magnetic field generated will be small and it can-
not attract enemy weapons. 

 V = I . R → V ~ I (1) 

 dB= μ0 I dl sin θ
4πr2  → B ~ I and B ~ 1/r2 (2) 
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Fig. 3. Display of (a) Item shelf and (b) Battery racks 

After the players finish making weapons, they must defeat each enemy by pulling 
the weapon and knocking it out. When attracting enemy weapons, the concept of Biot-
Savart's law still applies to the distance variable. Based on Equation 2, it can be known 
that the value of the magnetic field is inversely proportional to the square of the distance 
so that the longer the player's distance from the enemy, the magnetic field weapon can-
not attract the enemy's weapon. After the player successfully completes the mission, 
the time record will be known during the completion of the mission. The group of stu-
dents who fastest complete the mission, they will be the winners and get rewards from 
the teacher. 

The performance of this application is very suitable to be applied today due to the 
rapid increase in the use of information and digital technologies in learning, especially 
in physics [65]. High school students typically use digital games to teach physics [66]. 
Designing game-based learning media that can organize condition learning situations 
to create more interesting, challenging, and fun situations can increase student involve-
ment in concept exploration activities. Learning concepts that cannot be practiced in 
class, providing interactive experiences, strengthening concepts, and evaluating con-
cepts are the important thing for success to teach physics concepts for the students [67]. 
Supported by an attractive game appearance and easy to use, the theme taken is also 
interesting so that it can provide a fun learning process for students.  

A range of media and teaching methods will increase the enjoyment of learning 
physics. It will no longer be novel that make boring to students. Students' aptitudes 
advance with their curiosity, and they are more driven than ever to learn physics [68]. 
Although the improvement in students' abilities is not immediately apparent, it is ex-
pected that the more laid-back learning atmosphere for physics, it will discourage stu-
dents from procrastinating during class. If it can create enjoyable and comfortable 

a) 

b) 
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learning for students, all of the materials taught by complicated and straightforward 
teachers is much easier to comprehend [69]. 

Besides the game features, students can access AR features to aid their understanding 
of complex materials that require visualization assistance, such as the concept of strong 
current and magnetic fields on a straight wire with electricity (Figure 4). The AR media 
application works simply; after opening its application, it will appear on the smartphone 
camera, which can be pointed directly at the supported (pocket)book. The pocketbook 
can be accessed at the link: https://drive.google.com/file/d/1p5scnaM 
EHJ0xsXBaRzFvZd6hNqatTss/view?usp=sharing. A marker is then available and the 
application will detect, causing 3D animated objects to show on the smartphone screen. 

This application media is consistent with the 'Merdeka Belajar' curriculum concept 
which declares that students need to have skills which are appropriate for the 21st cen-
tury [70]. This research is supported and in line with the research conducted by [43] 
that the integration of virtual objects (text, images, and animations) into the real world 
is made possible by AR. This study results align with the research conducted by [71] 
which states that the skills in utilizing the internet and computer media both for students 
and teachers in the learning process are the factors that can affect the level of physics 
understanding. The literature review looked at the use of AR in education, followed by 
an overview of some previous studies which used AR applications [72,73]. 

 

 
Fig. 4. AR features in the Adventuring Physics app 
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4.3 Validity assessment 

Three experts: physicist learning experts, learning media experts, and educational 
technology experts, have assessed the application of Adventuring Physics. The assess-
ment focuses on the content and constructs of the application. Content assessment, in 
general, includes: (1) the suitability of the game's storyline with the achievement of 
learning, (2) the representation of the application to the students’ understanding, (3) the 
media provides a pleasant learning experience, (4) the suitability of the game's charac-
ters and storyline, and (5) the suitability of the application content to basic competen-
cies and competency indicators. Meanwhile, the general construct assessments includes 
(1) consistency of button layout, (2) ease of starting and ending applications, (3) attrac-
tiveness of background colors and designs, (4) level of interactivity, (5) clarity of AR 
objects and (6) ease of application operations. The results of the validity assessment 
can be seen in Table 3. 

Table 3.  Assessment of the Adventuring Physics application validity 

Content Construct 
Validity Reliability Validity Reliability 

3,48 Very Valid 0,72 Reliable 3,51 Very Valid 0,94 Reliable 

 
The data from the validity assessment results show that the Adventuring Physics 

application is declared very valid and reliable, both for content and constructs. This 
latest application has: (1) integrating adventure games and augmented reality in one 
application, (2) its application in physics subjects. According to expert validators, this 
application is declared suitable for use after minor revisions [74]. After corrections 
were made based on their recommendations, the application of Adventuring Physics 
was continued with practicality assessment. 

4.4 Practicality assessment 

The practicality test focuses on Adventuring Physics application products with sev-
eral indicators: effective, interactive, efficient, and creativity. Three teachers and eleven 
students carried out the assessment. The results of the assessment of the application's 
practicality can be seen in Table 4. 

Table 4.  Results of the Adventuring Physics application practicality test  

Practicality  
Aspects 

Teacher Assessment Student Assessment 
Average Criteria Average Criteria 

Effective 4,58 Very Practical 4,04 Very Practical 
Interactive 4,66 Very Practical 3,93 Practical 
Efficient 4,83 Very Practical 4,36 Very Practical 
Creativity 4,16 Very Practical 4,22 Very Practical 
Average 4,55 Very Practical 4,13 Very Practical 
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Based on the results of the practicality test, the Adventuring Physics application has 
an average score of 4.55 or is very practical according to the teacher's assessment. 
While according to the student's assessment, the app has an average score of 4.13 or is 
very practical. The results of the practicality assessment show that 1) this medium can 
be used to explain the material; 2) AR projection can appear easily; 3) interactive ap-
plication which all buttons can be used well and user friendly; 4) flexible and easy to 
play anywhere; 5) application design can make students interested in learning; 6) can 
help students actively in learning. In line with research by [75], practical and interactive 
multimedia-based physics learning can positively influence students' interest in learn-
ing and learning outcomes. Games have a positive impact on the education world and 
have been researched much [76,77]. 

5 Conclusion 

Adventuring Physics is an android-based integrated game application with AR in 
physics learning. This application has two main features: 'play games' and 'augmented 
reality'. The game's storyline and concept in this application is adapted to the physics 
materials. The AR feature in this application can create visualizations in the form of 3D 
image projections of the material. The results of the validity assessment show that this 
application is declared valid, feasible, and reliable. In addition, the results of the prac-
ticality assessment show that this application is very practical both according to teach-
ers and students. Thus, the app is worth applying in physics learning. This research has 
implications as an application of Adventuring Physics that can motivate students in 
learning physics, applying digital technology in education, and applied in physics learn-
ing. Future research is to be able to apply this application to test its effectiveness in 
physics learning. 
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Abstract—Robots and hypermedia have been used as effective technological 
tools in the educational field. Despite their educational benefits, there are no stud-
ies investigating their impact on primary students’ intrinsic motivation in the field 
of science. For these reasons, the study aims to recognize the impact of employ-
ing LEGO WeDo 2.0 robotic and hypermedia on intrinsic motivation to learn 
science among primary students. The study implemented the quasi-experimental 
approach with a dual group design. The experimental group (n=25) was in-
structed on the force and motion topic using instruction-based LEGO WeDo 2.0 
robotic and hypermedia, while the control group (n=25) was instructed using tra-
ditional instruction. The study conducted in Jordan involved fifty primary stu-
dents. The data was gathered by administering the developed Intrinsic Motivation 
Towards Learning Science Scale to both groups at pre and post-points; 
ANCOVA analysis revealed a significant effect in favor of the experimental 
group in increasing intrinsic motivation to learn science at α = 0.05. These results 
recommend science instructors employ robots and hypermedia to foster students’ 
intrinsic motivation. It also encourages decision-makers in educational institu-
tions to make decisions related to the science curriculum and its instructional 
methods.  

Keywords—robot, hypermedia, intrinsic motivation, science, instruction 

1 Introduction 

The rapid growth of technology in the twenty-first century imposed on educational 
institutions the need to integrate learning environments and instructional methods with 
digital tools to enhance the learning and teaching processes. Therefore, researchers 
have been conducting studies that employ several technological tools in several disci-
plines at K-12 and higher education levels, such as robots and hypermedia. The use of 
technological tools in education was not limited to enhancing the cognitive and skill 
aspects but also included the psychological ones such as motivation, which is one of 
the learning conditions and the most prominent factor affecting human behavior and 
the learning process. It is the force that motivates behaviors and directs them toward 
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achieving the goal [1]. It helps in acquiring knowledge and skills [2-3]. Due to the im-
portant role of motivation in the learning process, researchers have conducted many 
studies that involved motivation among students across all subjects.  

The importance of motivation for learning sciences comes from the importance of 
science education, which is considered the most integral part of today’s education [4]. 
It constructs the scientific culture and prepares productive individuals for society. Con-
sequently, there has been an excessive concentration on technological tools that foster 
motivation toward learning science. Interest in introducing robotics into science educa-
tion has rapidly grown over the past few years. It has several advantages such as devel-
oping a conceptual understanding of scientific concepts; fostering student collabora-
tion; motivation; interest in learning science and problem-solving [5-12]. Also, Hyper-
media was integrated into learning science, which is a combination of hypertext and 
multimedia elements [8]. Teachers employ it in science curricula regarding its benefits 
in improving students' learning, self-regulated learning, scientific processing skills, ac-
quisition of scientific concepts, problem-solving skills, and students’ motivation [12–
15]. Consequently, integrated robotics with hypermedia could improve learning science 
and students’ motivation towards it among all students. 

Despite the several global reform movements that appeared in science curricula there 
are notable worldwide weakening in enrollment, academic results, attitude, and moti-
vation in the science learning context [16-18]. More precisely, in Jordan, the outcomes 
of the Trend in International Mathematics and Science Study (TIMSS) test discovered 
weaknesses in science among Jordanian students [19]. As well, fifth-grade are within 
the stage of concrete operations stage according to Piaget’s classification; they, as they 
face difficulty in verbal reasoning and cannot form abstract concepts. They are unable 
to think logically unless it is linked to sensory experiences [20-21]. Therefore, they 
need higher motivation to learn science and its concepts; Further, no conducted study 
in the literature examines the impact of employing robots and hypermedia on students’ 
intrinsic motivation to learn science. These shed light on the need to conduct new re-
searches that examine the effect of employing robot with hypermedia in boosting the 
motivation to learn science among primary students. Therefore, this study could bridge 
the gap in motivation to learn science literature related to robots and hypermedia and it 
could encourage science instructors to employ good practices to enhance students’ in-
trinsic motivation.  

This study aims to reveal the impact of using robots and hypermedia instruction in 
developing intrinsic motivation toward learning science among fifth-grade students in 
Jordan. This study specifically attempts to answer the following question:Are there sig-
nificant differences in the development of intrinsic motivation to learn science attribut-
able to the instructional method (instruction-based LEGO WeDo 2.0 robotic and hy-
permedia vs. traditional) at the significance level (α < 0.05)? 

The following section reviews the theoretical frameworks of the research and the 
state-of-the-art literature that have investigated students’ intrinsic motivation to learn 
science, the next section introduces our methodology, then the findings of the research 
were presented and discussed, finally the research ends with a conclusion, limitations 
of the study and some recommendations for future researches.  
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2 Literature review and theoretical framework 

2.1 Motivation and learning in a science context 

Motivation has a vital role in an effective learning and teaching process. It has at-
tracted the attention of several researchers and psychologists across numerous contexts. 
There is no single definition of motivation. It is conceptualized as an internal construct 
that initiates, changes, or sustains goals, actions, and preferences. It is the power that 
stimulates the learner to handle all learning complications, difficulties, and challenges. 
It enables learners to realize their goals by engaging them in learning tasks [22-25]. 
Motivation is considered the underlying reason for an individual’s behavior [26] and is 
associated with learning outcomes and academic activities [27-29]. It reflects students’ 
engagement and learning involvement. Low-motivated students should be encouraged 
to participate and engage in learning activities [30], but how students' motivation can 
be provoked still preoccupies researchers, educators, and psychologists till now [31].  

Many theories explain motivation, such as the Self-determination Theory (STD), 
according to it there are two types of motivation; a) intrinsic motivation where an inner 
force that motivates individuals such as interest and enjoyment, b) extrinsic motivation, 
where the individual's motivated by external contingencies such as rewards or punish-
ments. Intrinsic motivation to learn involves engaging in learning tasks for the reason 
that they are seen as enjoyable, interesting, or related to achieving individuals’ essential 
psychological needs [32]. In light of STD fulfillment of basic psychological needs (ie. 
autonomy, relatedness, and competence) in the educational environment works to de-
velop the intrinsic motivation of students toward their learning, then they become more 
self-determined so they accept educational tasks with more comfort, In turn, intrinsic 
motivation encourages high-quality learning [32- 37]. This shows how important it is 
for the teacher and the instructional designer to meet students' needs and boost their 
intrinsic motivation to learn in all subjects.  

The researchers began employing many strategies, models, and technological tools 
in an attempt to improve motivation quality among students at all levels of education 
using several tools. On the other hand, several factors impact students' motivation, such 
as teaching methods, administrative practices, and the school environment [20]. The 
teacher should be raising students' interest in the subject of learning and encourage stu-
dents' participation. 

Study findings have confirmed that students struggle and face difficulty understand-
ing science, especially the basic physical concepts because some of them are connected 
to other concepts that make it more difficult to understand and conceive by students 
[37-38]. Besides, according to Piaget’s cognitive development theory, abstract concepts 
are difficult to comprehend in primary students because they are in the concrete opera-
tional stage, they can resolve problems related to concrete concepts [39]. As a result, 
primary students require increased effort and motivation to conceptualize abstract con-
cepts and learn science. Difficulties in learning science can be overcome using appro-
priate practice and instructional strategies by instructors [37]. Therefore, researchers 
should integrate technology to motivate students and simulate abstract concepts to en-
hance science learning. Consequently, Kommers [40] recommends using metaphors. 
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Ajlouni and Jaradat recommended using hypermedia to offer simulation for abstract 
concepts [12], while Badeleh and others used robots to motivate and engage students 
in learning science [41-42]. 

2.2 Robots and learning science subjects 

The robot attracted the consideration of educators and researchers in educational set-
tings across the world. Some countries focused on employing robots to support learning 
STEM curricula; in other countries, robot-based curricula were limited to school robot 
camps, after-school activities, and enrichment classes [43]. In general, the Robot Olym-
piad appeared in most countries, and its national and international competitions were 
spread to encourage students to learn STEM subjects [44]. A robot is defined as a device 
that has sensors and can be programmed [45]. It is a computer-controlled machine that 
can sense, hold, and move objects [46]. The term "educational robot" (ER) refers to a 
specialized field in which three different experiences intersect; robotics, pedagogy, and 
psychology. 

Several types of educational robots have emerged, which vary in their form, equip-
ment, software systems, and behavioral products [47]. Educational robots are classified 
into two main categories: use bots such as turtles and build bots such as LEGO robots 
[48]. However, they are used in the educational context based on the research of Papert, 
Vygotsky, and Jean Piaget to build meaningful learning experiences [49]. Catlin and 
Balmires also made guidelines for Educational Robotic Applications (ERA) that tell 
designers and teachers how to use robots in the classroom [50]. 

Literature on Educational Robots points out numerous benefits to employing them 
in the learning and teaching processes. They provide an active environment that facili-
tates learning by doing, provides a fun and engaging learning environment, opportuni-
ties to employ scientific skills and knowledge in a meaningful way, and enhances mo-
tivation to learn, imagination, achievements, and the acquisition of scientific concepts; 
develops digital competencies and an understanding of STEM topics [51-60].  

Previous studies indicated the possibility of employing the robot and mastering its 
programming skills in different age groups, starting with pre-kindergarten children [61-
64]. Therefore, educators and researchers integrate robots into teaching and learning in 
several disciplines across several age groups [65]. Despite this, the conducted studies 
that investigated the impact of employing robots on motivation in science subjects at 
the primary school stage were characterized by scarcity. There is also no study in the 
Arabian context. Therefore, this study relied on conducted studies that employed it 
among different age groups of students across different countries, for example, in Italy 
[66] they conducted a study that integrated robots to teach physics concepts to high-
school students. The result showed a significant enhancement in the student’s under-
standing of physics concepts and principles. Also, Elaz [67] conducted an experimental 
study among fifth-grade students, the study’s findings revealed a positive impact of 
employing LEGO WeDo 2.0 robotics on students’ attitudes and science achievements. 
As well, in the United States [68] conducted a study that employed robots in teaching 
undergraduate general physics, the findings of the study found that the activities of 
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robot-building and programming enhance group learning skills to learn physics con-
cepts and foster students’ motivation. Similarly, [69] conducted a study in Spain that 
found robots enhanced interest, scientific curiosity, and social skills among secondary 
school students. Further, [70] conducted a quantitative and qualitative study method 
among high school students that revealed participation in a robotics workshop increases 
student motivation to learn physics. In Turkey, [71] found that robotic education can 
help high school students with their science performance and enhance students’ rela-
tionships. In Jordan, [72] found that integrating hypermedia with robots enhances the 
acquisition of physical concepts among primary students. 

2.3 Hypermedia and learning science subjects 

Researchers recognized hypermedia in the educational field as an effective techno-
logical tool and considered it an extension of multimedia. Hypermedia is a combination 
of hypertext and multimedia elements [8]. It is also defined as storing and organizing 
elements that include text, images, sound, and animation in a complex way that allows 
nonlinear navigation [73]. Hypermedia is an effective technique for recognizing learn-
ers' differences such as learning styles and abilities [74]. 

The literature on hypermedia reports several benefits of using it in education, such 
as supports: Individual, constructivist, and Collaborative learning [75]. Hypermedia 
could take into account individual differences and stimulate students' motivation to-
ward learning [76]. Further, it supports various skills such as metacognition, planning 
and control skills, self-regulated learning, students' independence, and problem-solving 
skills [1], [77-79]. Besides this, it has all the educational advantages of multimedia [75]. 
Theng [80] indicated that designing successful learning experiences in a hypermedia 
environment requires the designer of hypermedia to achieve the principles of desire to 
learn, learning by doing, providing feedback, and easing content comprehension [11]. 
Furthermore, [10] stated that hypermedia designers should consider the cognitive pat-
tern because independent students require higher levels of control while browsing the 
hypermedia environment, whereas students who are dependent on their learning require 
support, such as more guidance while browsing. Other researchers proposed principles 
for designing instructional hypermedia to help designers simulate students' learning 
patterns [11]. Thus, to take advantage of the capabilities of hypermedia in the educa-
tional process, the designer of educational hypermedia must take advantage of the tech-
nical capabilities and take into account the challenges facing the hypermedia learning 
environment. As a result, educators should use well-designed hypermedia that adheres 
to instructional hypermedia principles because hypermedia design is the foundation of 
being an effective learning tool or causing students to lose focus and attention, distract-
ing them from learning and increasing their cognitive load. 

Researchers conducted studies that investigated the impact of integrating hyperme-
dia in several disciplines [81. For example, [82] conducted pre-experimental research 
using one group design to study the impact of using hypermedia on students' attitudes 
toward learning physics and problem-solving skills. The study involved thirty-one stu-
dents from Universitas Muhammadiyah Makassar. The results revealed that hyperme-
dia improved students' problem-solving skills and they were happy with using it in 
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physics learning. Further, [83] directed a study to reveal the impact of inquiry-based 
hypermedia on higher thinking skills among eleventh-grade students in physics. The 
study was based on a quasi-experimental method with dual design groups, including 
fifty-four students. The results revealed that hypermedia enhanced higher thinking 
skills as students had a positive response through learning using hypermedia. Also, [84] 
conducted a study in Nigeria to investigate the impact of hypermedia on the academic 
performance of high school students in chemistry. The research follows quasi-experi-
mental methods and found that hypermedia improves academic performance in chem-
istry and makes it more enjoyable. Further, [85] conducted qualitative research that 
studied the intervention of hypermedia based on VARK (visual, aural, read/write, and 
kinesthetic) learning styles in science education. It specified that taking into account 
pedagogy and differences in learning styles is very important to simplify students’ ac-
quisition of meaningful knowledge. In addition to that, the study by [12] revealed a 
positive impact of using hypermedia on the acquisition of scientific concepts among 
primary students in Jordan. Despite the importance of integrating robots and hyperme-
dia into teaching and learning processes, there is no previous study that investigated 
their impact on primary students’ intrinsic motivation towards learning science, this 
highlighted the need to conduct such a study, especially in an Arabian context. 

In light of the above literature review and theoretical framework, the conceptual 
framework of this research was formulated and displayed in Figure 1. This study hy-
pothesized that students’ intrinsic motivation to learn science could be enhanced using 
good instruction and practice (ie. employing robots with hypermedia) that supports stu-
dents’ basic psychological needs such as autonomy, relatedness, and competence. 

 
Fig. 1. Conceptual framework of the research 
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3 Methodology 

The study implemented the quasi-experimental approach with a design of dual 
groups. The study sample was comprised of fifty students from grade five in one of the 
private schools in Amman. Their age ranged from 10–11 years on average. They were 
all female students. The private school was purposefully selected concerning the avail-
ability of required equipment, such as Wi-Fi and a smartboard. The pilot sample is 
comprised of forty-five fifth-grade students from another private school located in Am-
man. After getting permission from the Jordanian Ministry of Education, the study was 
conducted in the 2019-2020 school year. 

The dependent variable of the study is student intrinsic motivation to learn science, 
while the independent variables are the instructional methods (traditional vs. LEGO 
WeDo 2.0 robotics and Hypermedia). The SPSS software was used to analyze the data 
and see how the instruction-based LEGO WeDo 2.0 robotics and Hypermedia affected 
students' motivation to learn science. 

Two classes were randomly assigned into experimental groups (n=25) studied using 
instruction-based LEGO WeDo 2.0 robotic and Hypermedia and a control group (n=25) 
studied using traditional instruction. The Motivation Towards Learning Science 
(MTLSS) was applied to the members of groups before and after instruction on the 
topic of force and motion. Both groups were taught by the same science teacher for 18 
hours over 2 months. 

The robot used in this study is the LEGO WeDo 2.0 robotic kit, which is a suitable 
type of educational robot for students who do not have any experience in robotics and 
programming. Students use WeDo 2.0 Software to program and control the robot, 
which is a visual way of coding appropriate for primary students that depend on drag-
ging icons and dropping them. The LEGO WeDo 2.0 robotic kit contains a Smart hub, 
a motor, a motion sensor, a tilt sensor, and 280 bricks. The robot activities used in this 
study were developed by [86]. It aligned with the science curriculum for the Ministry 
of education in Jordan. It was reviewed and approved by an expert as it was imple-
mented on a pilot sample. It's effective in acquiring scientific concepts [72]. Each ro-
botic activity contains worksheets, manuals, and reflection tasks. Besides this, the hy-
permedia used in this study is PHFSD∏, which was developed by [87] to teach the 
topic of force and motion to fifth-grade students. It was developed based on the science 
curriculum of the Ministry of Education in Jordan; PHFSD∏was designed according 
to the 6-D model. It has a very good quality [87] and is effective in acquiring scientific 
concepts [12]. It includes multi-content representations, non-linear control, as well as 
remedial and enrichment plans. Each lesson includes a set of instructional elements 
such as interactive presentations, instructional videos and games, a glossary, and as-
sessments as well as group-based activities. It includes all the necessary materials, such 
as remedial, enrichment, and prerequisite.  

Students who belong to the control group learn according to the traditional instruc-
tion method using science textbooks, paper-based worksheets, and science laboratory 
tools. They are learned in small groups during science class sessions. The science in-
structor used the smartboard for writing and presenting videos. While students who 
belong to an experimental group learn using the instruction-based LEGO WeDo 2.0 
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robotic and hypermedia, the students use PHFSD∏ nested within a science textbook. 
The instructor's role in the experimental group was restricted to facilitating the learning 
process through questioning, discussion, and help. The students were active and led the 
learning process, in which they can access PHFSD∏ at any time; they can use it outside 
the class sessions as well to recall their prerequisite knowledge, use enrichment mate-
rials, or practice. Students can use it according to their own learning pace. During class 
sessions, students learn in small groups, where each group has a LEGO WeDo 2.0 ro-
botic kit and a tablet to access the PHFSD∏. Students work cooperatively to design, 
build, and program the robot and solve the worksheets. 

3.1 Study instrument 

The IMTLSS was developed based on literature related to intrinsic motivation and 
relevant motivation toward science scales [88-93]. It consisted of 23 items that measure 
the construct of students’ intrinsic motivation toward learning science. It adopted the 
4-Likert scale and requires approximately 35 minutes to respond to its items. The mean 
values of IMTLSS scores ranged between 1.0 and 2.0, representing a low level of mo-
tivation to learn science, 2.01–3 representing a moderate level, and 3.01–4.0 represent-
ing a high level. 

The content validity of the IMTLSS was ensured by a panel of experts. The internal 
construction validity and reliability were also confirmed by administering the IMTLSS 
to a pilot sample of 45 primary students. Table 1 shows that the Pearson correlation 
coefficients (PCC) between each item and the total IMTLSS score ranged between 0.30 
and 0.82 and were all significant. These results prove the internal consistency of 
IMTLSS. Also, researchers confirmed the reliability of the scale using the test-retest 
method. The PCC between the test and retest of Cronbach’s alpha was 0.93. These 
values indicate that the IMTLSS is a reliable and valid scale. 

Table 1.  The Pearson correlation coefficients between each item and the total score of MTLSS 

Item PCC with a total score Item PCC with a total score 
1 0.60** 13 0.80** 
2 0.71** 14 0.82** 
3 0.56** 15 0.68** 
4 0.63** 16 0.64** 
5 0.78** 17 0.72** 
6 0.61** 18 0.60** 
7 0.36* 19 0.36* 
8 0.66** 20 0.65** 
9 0.60** 21 0.71** 
10 0.66** 22 0.73** 
11 0.53** 23 0.30* 
12 0.62**   
*: significant at p<0.05, **: significant at p<0.01. 

iJIM ‒ Vol. 17, No. 01, 2023 29



Paper—The Impact of Instruction-Based LEGO WeDo 2.0 Robotic and Hypermedia on Students’… 

3.2 Data analysis 

The research question was answered by extracting the descriptive statistics and per-
forming an ANCOVA test to inspect the impact of the instruction-based LEGO WeDo 
2.0 robotic and hypermedia on developing intrinsic motivation toward learning science. 
The researcher extracted the Eta square to find out the effect size of the instructional 
method. The statistical analysis was performed using the SPSS program. 

4 Results and discussion 

To answer the research question: RQ: Are there significant differences in the devel-
opment of intrinsic motivation towards learning science attributable to the instructional 
method instruction-based LEGO WeDo 2.0 robotic and Hypermedia vs. traditional) at 
the significance level (α < 0.05)? The descriptive statistic Means and Standard devia-
tions) of the study groups’ responses on IMTLSS before and after the instruction, were 
extracted, and then ANCOVA analysis was performed. The two study groups’ re-
sponses to IMTLSS before and after instruction are shown in Table 2. 

Table 2.  The descriptive statistics of Study Groups‘ Scores on MTLSS before and after the 
instruction 

After Instruction Before Instruction 
Group 

M ± SD M ± SD 
3.20 ± 0.24 2.9 ± 0.36 Experimental (n=25) 
2.86 ± 0.25 2.9 ± 0.26 Control (n=25) 

Note. M: mean, SD: Standard Deviations. 

The results presented in Table 2 indicate that the student’s intrinsic motivation levels 
for learning science for the two study groups before the instruction were similar, as the 
mean of the control group’s scores on the IMTLSS was similar to that of the experi-
mental group, which reached (2.9). The means of the IMTLSS scores for both groups 
after the instruction showed that there were apparent differences in the students' intrin-
sic motivation level, as the mean for the members of the experimental group that learned 
using LEGO WeDo 2.0 robotic and hypermedia instruction was (3.20), with a differ-
ence of (0.34) score in favor of the experimental group students. The ANCOVA method 
was used to determine whether the differences in mean values between the two groups 
are statistically significant at the level (α< 0.05). Also, the Eta square was extracted to 
know the effect size of the instructional method on developing intrinsic motivation to-
wards learning science. Table 3 shows the ANCOVA results. 
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Table 3.  ANCOVA analysis of Study Groups‘ Scores on IMTLSS after instruction 

Source of Variation Sum Square Df Mean Square F Sig (η2) 
Before Instruction 2.475 1 2.475 343.444 0.000 0.880 
Instructional Method 1.444 1 1.444 200.420 0.000 0.810 
Error 0.339 47 0.007       
Adjusted Total 4.236 49         
Note. Sig: significant, Df: degrees of freedom, F: F-test, and η2: Eta square. 

Table 3 shows that students' IMTLSS scores after instruction differ significantly (α 
< 0.05) between instructional methods (F = 200.420, P = 0.000), indicating that instruc-
tional methods influence students' intrinsic motivation to learn science. It was also clear 
from the data in Table 3 that there was an effect of the instructional methods on the 
intrinsic motivation towards learning science, as the Eta square amounted to (0.81), 
which indicates that 81% of the variation in the intrinsic motivation towards learning 
science among the study groups is attributable to the method of instruction. To find out 
which instructional methods were favored, the adjusted means of two study groups’ 
scores on IMTLSS after the instruction were extracted and appear in Table 4. 

Table 4.  Adjusted Means and Standard Errors of IMTLSS Scores after instruction 

Group AM SE 
Experimental  3.20 0.02 
Control 2.86 0.02 
Note. SE: Standard Error and AM: Adjusted Means. 

It was found that the adjusted mean of IMTLSS for students in the experimental 
group was (3.20), which is greater than the students in the control group who learned 
in the traditional method (2.86). It means that the experimental group’s students who 
learned using the LEGO WeDo 2.0 robotic and hypermedia kit had a higher level of 
motivation. This indicates that the use of LEGO WeDo 2.0 robotic and Hypermedia in 
science instruction has a positive impact on raising the level of students' intrinsic moti-
vation towards learning science. 

The researcher attributes this positive impact to a set of factors, most notably that 
the instruction-based LEGO WeDo 2.0 robotic and hypermedia provides an active tech-
nological learning environment that supports basic psychological needs (ie. autonomy, 
competent, relatedness) that stimulates students’ intrinsic motivation to learn science. 
First, the robot activities include experiences based on team and group work. These 
activities provide a cooperative working environment that satisfies students’ needs for 
relatedness, so they can communicate and interact with each other and with the envi-
ronment around them. Satisfaction of relatedness contributes to enhanced self-determi-
nation among students that improve students’ intrinsic motivation [33-34]. Addition-
ally, Hypermedia provides nonlinear navigation that provides the ability to move be-
tween the learning contents, allowing students to learn according to their abilities. For 
example, students can replay any part of the videos and instructional games until they 
master and understand the relevant content which supports their need for competence. 
Moreover, hypermedia provides multiple content representations that evoke visual and 
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audio channels that minimize their cognitive load and facilitate their learning [94]. Hy-
permedia also provides simulation for abstract physical concepts that help primary stu-
dents in their concrete operations stage to comprehend and learn the concepts effec-
tively [21,39]. The verbal reinforcement methods contained in the hypermedia ele-
ments, games, lessons, and computerized tests encourage students to continue the learn-
ing process and move forward with it, which contributes to enhancing their competence 
needs and then raising their intrinsic motivation to learn science. Moreover, hypermedia 
provides several options for control and opportunities to repeat the instructional ele-
ments, such as games, videos, exercises, and computerized tests, which contribute to 
raising their self-efficacy and competence in learning science, this helps make an indi-
vidual more intrinsically motivated [35-37].  

The hypermedia and robotic activities provide multiple opportunities for choice and 
flexibility that support the need for autonomy. Also, Hypermedia provides multiple 
content representations, alternative elements, additional links, and various methods of 
navigation and control that allow students to participate in the choice of representation 
of content that is consistent with their learning style and to choose the learning time. 
Students have the option to learn at the time and place they want, and we provide them 
with diversified content, which encourages them to engage in self-learning and supports 
their autonomy, which contributes to raising motivation, as it is one of an individual's 
basic psychological needs [35-37]. On the other hand, the robot activities provide stu-
dents with several options to choose their group and role, as well as to think freely about 
doing tasks, including designing, building, and programming the robot to find the opti-
mal solution. Freedom of choice motivates students to learn and keep trying until they 
reach their goals, and it also helps them learn how to learn on their own [95]. These 
factors support satisfying the basic psychological needs of the students which in turn 
makes them more intrinsically motivated. 

This finding is in line with the results of previous studies [65-70] that found the use 
of robots in learning science had a positive attitude among students, fueled motivation, 
and enhanced interest and scientific curiosity. Also, this result is consistent with the 
findings by [82-84] that revealed employing hypermedia in learning science had a pos-
itive impact where the students had a positive response through learning with hyperme-
dia, enjoyed learning, and became happy. So, the instruction-based robot and hyperme-
dia make it more motivated for primary school students to learn science. 

5 Conclusions 

The novelty of this study is that it is the first one that investigates the impact of using 
LEGO WeDo 2.0 robotic and hypermedia instruction in developing intrinsic motivation 
toward learning science. It has contributed to filling a gap in educational literature re-
lated to intrinsic motivation to learn science. The study was applied to fifty students 
from a grade five private school located in Jordan. The study implemented a quasi-
experimental design with dual groups. The control group learned the subject of force 
and motion using traditional instruction, whereas the students of the experimental group 
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learned the same topic using LEGO WeDo 2.0 robotic and PHFSD∏. The study's find-
ings proved the existence of a significant impact of using instruction-based LEGO 
WeDo 2.0 robotic and Hypermedia in developing the intrinsic motivation toward learn-
ing science.  

Employing an educational robot with hypermedia in science learning provided in-
credible educational benefits that combined the advantages of hypermedia and educa-
tional robots. It gave students a fun and active place to learn science by giving them 
many options for how they wanted to learn, taking into account their different learning 
styles and abilities, their independence in learning, and raising their autonomy and com-
petence. All of these things helped students meet their basic psychological needs, which 
made them intrinsically motivated to learn science.  

The study's limitations related to the study sample were first, the sample size was 50 
students from one private school. second, the sample of the study is comprised of fe-
male students only because most schools in Jordan separate male and female students 
according to the culture of Jordanian society. These limitations encourage researchers 
in the field of education to repeat the study on male students and to conduct further 
studies that examine the impact of using hypermedia and robots in developing intrinsic 
motivation toward learning science among other samples. 

The findings of the study encourage science teachers to employ LEGO WeDo 2.0 
robotic and Hypermedia to enhance students' intrinsic motivation. The results of the 
study also provide information for decision-makers in educational institutions that 
helps them make decisions related to the science curriculum and its instructional meth-
ods. 
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Abstract—Depression is one of the most common mental health disorders 
which affects thousands of lives worldwide. The variation of depressive symp-
toms among individuals makes it difficult to detect and diagnose early. Moreo-
ver, the diagnosing procedure relies heavily on human intervention, making it 
prone to mistakes. Previous research shows that smartphone sensor data corre-
lates to the users’ mental conditions. By applying machine learning algorithms 
to sensor data, the mental health status of a person can be predicted. However, 
traditional machine learning faces privacy challenges as it involves gathering 
patient data for training. Newly, federated learning has emerged as an effective 
solution for addressing the privacy issues of classical machine learning. In this 
study, we apply federated learning to predict depression severity using 
smartphone sensing capabilities. We develop a deep neural network model and 
measure its performance in centralized and federated learning settings. The re-
sults are quite promising, which validates the potential of federated learning as 
an alternative to traditional machine learning, with the added benefit of data 
privacy.  

Keywords—depression prediction, federated learning, mHealth, smartphone 
sensors, data security 

1 Introduction 

Depression is a mental health illness that adversely affects how people think, feel, 
and behave. It causes them feelings of sadness and loss of interest in their daily activi-
ties. Depression also leads to various emotional and physical difficulties. It decreases 
a person’s ability to function well at work [1] and at home [2]. These effects of de-
pression lead to high societal [3] and economic burdens [4]. There was a 25% in-
crease in depression and anxiety worldwide in the first year of the COVID-19 pan-
demic [5]. In 2018, the economic burden of depression for adults in the United States 
alone was $US 326.2 billion [6]. Even though depression is not curable [7], various 
treatments can minimize its adverse impacts. A recent study found that nearly 80% of 
people suffering from depression eventually respond well to treatment [8]. Early de-
tection of depression followed by treatment also allows for a better prognosis [9]. 

40 http://www.i-jim.org

https://doi.org/10.3991/ijim.v17i01.35131
mailto:nawrintabassum14@gmail.com


Paper—Depression Detection Through Smartphone Sensing: A Federated Learning Approach 

A possible solution for the timely detection of depression can be achieved through 
smartphones. Smartphones have various built-in sensors that allow us to collect and 
interpret information about the users' social interactions, physical movements, and 
daily activities [10], [11]. A study revealed that an average user spends 145 minutes 
on their smartphones daily [12]. Considering the time a user spends on the 
smartphone combined with the ability of the smartphone to collect information, it is 
possible to detect depression severity in a person. As stated in [13], there had been a 
79% increase in smartphone users in 2022 compared to 2016. This finding proves the 
scalability of using smartphones to detect depression severity in a person.  

Traditional methods of diagnosing depression require filling out relevant question-
naires, face-to-face interviews, and more, which are prone to human errors. An exam-
ple is when a doctor incorrectly judges a patient's mental state, as the symptoms 
shown by the patient are often inconsistent. Another source of error is that the patient 
fails to precisely recall how they have felt over a long period during self-reporting 
[14]. Apart from these scopes of errors, a considerable constraint that entails the tradi-
tional method is that it heavily relies on the people to initiate the treatment. However, 
a person undergoing depression feels hesitant to do so because they prefer being iso-
lated during that phase. So, the traditional methods of diagnosing depression are high-
ly unreliable. 

Numerous research studies [15] – [20] successfully detected depression severity in 
a person using data collected through smartphones. However, apart from [17], these 
studies have not addressed the users' data privacy concerns. These studies used tradi-
tional machine learning approaches, which centralize users' private data. Building a 
good machine learning model depends on the amount and quality of data fed to the 
model. As our study is related to a person's mental health, it is of utmost importance 
to train a model using rich and diverse data that will accurately predict depression 
severity in a person. However, users' preference for sharing their private data for 
mHealth purposes varies depending on the collected data and the benefit they are 
receiving [21]. So, data privacy concerns hinder building a suitable model in practical 
cases. Hence, we need to find a strategy through which we can train a machine learn-
ing model without making the users concerned regarding their data privacy.  

To overcome the data privacy gap, we used federated learning. Federated Learning 
(FL) is a privacy-preserving machine learning technique [22] that allows us to train a 
machine learning model without passing any raw data of the users to the central serv-
er. As the users' private data is never uploaded and can not be seen by the server, it 
resolves the data privacy concerns of the users. Another aim of our study is to com-
pare the performance of a model that was trained using federated learning and central-
ized machine learning approaches. Although the authors at [17] have used federated 
learning on mobile data to predict depression severity, they only performed a simula-
tion of federated learning using the TensorFlow Federated framework (TFF) [23]. The 
primary aim of our study is to fill this gap by showing a working demonstration of 
federated learning for mHealth purposes. We have developed an android application 
that will predict depression severity in a person using federated learning.  

In our study, we determined the depression severity in a person by using 9-question 
Patient Health Questionnaire (PHQ-9) [24], which we considered to be the ground 
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truth. The PHQ-9 is a diagnostic tool used to identify the presence and severity of 
depression in a person. A total of 145 individuals participated in our study and were 
asked to complete the PHQ-9 questionnaire. The participants installed an android 
application through which passive sensor data were collected. Data were collected at 
regular intervals and stored in a real-time database. Federated Learning is an approach 
where we do not need to centralize the users' data. However, in our case, we central-
ized the users' data which allowed us to pre-train the global model before deploying it 
to the android smartphones. The federated learning application was developed using 
the Deep Learning for Java (DL4J) framework [25]. Our implementation is unlike any 
other existing studies, as they were limited to only performing a simulation of feder-
ated learning using the TFF.  

The remaining paper is structured as follows: Section 2 contains the background 
study and relevant works. Section 3 gives an overview of data collection and data 
preprocessing. Section 4 contains the methodology of our study. Section 5 and  
Section 6 comprise the results and discussion respectively. Lastly, Section 7 con-
cludes the paper. 

2 Background 

This section describes the core tools and approaches of our research. We further 
present a discussion on relevant studies and their shortcomings. 

2.1 Artificial intelligence 

The replication of human intelligence by machines, particularly computer systems, 
is referred to as artificial intelligence (AI). To replicate intelligent human behavior by 
automated means, researchers studying AI set out to understand the formal processes 
that went into games like chess, language processing, and medical diagnosis [26]. 
Three cognitive abilities – learning, reasoning, and self-correction are the main topics 
of AI programming [27]. A wide range of distinct sorts of technologies includes AI, 
such as machine learning (ML) – the technology of getting a computer to act without 
programming.  

2.2 Machine learning 

Machine Learning (ML) works by using data and algorithms to simulate how hu-
mans learn and gradually increasing the system's accuracy in identifying a pattern in 
data. ML has many fundamental strategies, and we have used supervised learning in 
our study. Developing algorithms for supervised machine learning involves taking 
samples from the outside world to create general patterns and hypotheses that can be 
used to anticipate how future samples will turn out [28]. Building a model for allocat-
ing class labels in respect of predictor features is the objective of supervised learning. 
If the predictor features are known and the value of the class label is unknown, the 
model can be used to predict class labels for the corresponding data [29]. 
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2.3 Federated learning 

Federated learning (FL) is a new field of study in AI for learning on decentralized 
data and is a privacy-preserving distributed ML paradigm. Decentralized algorithms 
were initially conceived to compute the mean of data collected from numerous edge 
devices [30]. FL provides a privacy-preserving mechanism to effectively leverage 
those decentralized computing resources inside end devices to train ML models. In 
FL, a central server connects with numerous clients such as smartphones, smart 
watches, IoT devices, etc. Globally, there are billions of these devices, and their com-
bined computing power is much more than that of a sizable data center. As the availa-
bility of smartphones increases, the potential for FL increases as well. FL is a remark-
ably different ML approach that avoids collecting data in a centralized server. In tra-
ditional machine learning or deep learning (DL) pipelines, data are collected from 
numerous sources and kept in a central location, like data center. The traditional ML 
and DL models are trained from all the acquired data that are private and sensitive to 
the users. On the other hand, the users' sensitive data is safe in an FL setting. FL al-
lows us to train an ML model using the users' data without disclosing any personal 
information. FL trains machine learning models using local data that are present in 
local nodes without explicitly exchanging the data samples. 

Considering a standard FL network has three nodes and a single server. Here nodes 
are the smartphone devices having data and computational resources. Firstly, the 
server initializes a global model and sends it to the nodes. In some cases, the global 
model can be pre-trained using centralized data instead of random initialization. This 
global model is trained locally using each node's private data, and only the local up-
date of the model is sent to the central server. Finally, the central server aggregates 
the updated model weights received from the nodes to generate a better model with 
high accuracy. These steps repeat and return better results with each iteration [31]. 
Depression detection requires dealing with the privacy-sensitive data of users. For this 
reason, we chose the federated learning approach that maintains users' privacy. This 
approach also cuts server and computational costs by transmitting only model pa-
rameters to the central server. A visual representation of federated learning is shown 
in Figure 1.  
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Fig. 1. Working flow of federated learning 

2.4 Smartphone sensors, mHealth and PHQ-9 

Android smartphones come with built-in sensors [32] that measure different useful 
parameters of a phone. For example, the accelerometer and the gyroscope can meas-
ure the smartphone's acceleration and angular rotational velocity, respectively. The 
gravity sensor determines the device’s axes by interpreting the accelerometer and 
gyroscope data. Similarly, the magnetometer can detect the strength of the magnetic 
field. In our study, we used these four sensors to collect the data. Apart from these 
sensors, we also kept track of the battery level of the smartphones. The World Health 
Organization’s Global Observatory for eHealth (GOe) addresses mHealth (mobile 
health) as a medical and public health practice assisted by mobile devices [33]. 
mHealth apps provide increased access to healthcare services and enhanced interac-
tion with medical experts. The Patient Health Questionnaire (PHQ-9) is a measure 
used to test the presence and severity of depression and assess treatment response. 
The questions concern feeling down or depressed, sleeping difficulties, eating habits, 
self-perception, suicidal thoughts, etc. Each response group receives a score of 0, 1, 2, 
or 3 [34]. The overall score is computed by summing the results of the nine questions. 
Anyone scoring above the threshold on this scale should consult a doctor or a mental 
health practitioner [35]. 

2.5 Related works 

There exist various successful studies that have used the data collected from 
smartphones to detect the presence of depression in a person. Using the data collected 
from smartphones, the authors in [15] found that students who slept less and engaged 
in fewer and shorter conversations were more likely to be depressed. As stated in 
[36], the presence of depression is associated with low performance in language les-
sons. The authors at [37] used a different approach and found correlations similar to 
[15]. Instead of complete passive sensing using smartphones, they used active input 
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from users. This study also reported a strong correlation between depression severity 
in a person and voice diary sentiment. Although most studies used various sensors 
and required frequent user interaction, [19] and [20] used only GPS sensor data to 
predict depression severity in a person. Using the GPS sensor data and time, they 
derived numerous features like location variance, entropy, number of places visited by 
the user, and more. Data analysis of these derived features revealed some distinctive 
habits of people with different depression severity. Due to the rising concern of data 
privacy, the authors at [16] used less privacy-sensitive data like total daily mobile 
usage duration, the number of calls received, and more to predict depression severity 
in a person. Furthermore, this study revealed that including privacy-sensitive data like 
gender and age of the users' resulted in a better-performing machine learning model. 
This finding shows the importance of including privacy-sensitive data for mHealth 
purposes.  

Many studies on areas other than mHealth have used the federated learning ap-
proach. For example, the authors have used federated learning on smartphone data to 
perform human activity recognition in [38]. The authors at [39] have applied federat-
ed learning to image and audio data collected using webcams and microphones, re-
spectively, and predicted human emotion. Federated learning is also widely explored 
in the medical field. Data collected from patients are highly confidential, and in no 
circumstances can they be shared. However, to develop a good machine learning 
model, it is essential to train the model using data from various institutions. Federated 
learning makes it possible without centralizing the patients' privacy-sensitive data.  

Despite federated learning being used widely in other areas, it is primarily un-
tapped in mHealth. Apart from [17] and [40], very few studies on mHealth have used 
this privacy-preserving approach. Therefore, in our study, we have used the federated 
learning approach to fill the data privacy gap in the existing studies. Also, the men-
tioned studies are limited to using the TensorFlow Federated framework to perform 
only a federated learning simulation. These studies do not show any working demon-
stration or implementation of federated learning. So, it is not feasible to anticipate the 
performance of federated learning in practical cases from the findings of these studies. 
So, in our study, we have developed a federated learning application for android 
smartphones to predict the severity of depression in a person.  

3 Dataset 

This section contains a detailed description of how our data was collected and pre-
processed. 

3.1 Data collection 

We employed an android application developed by the authors at [41] to collect da-
ta. A group of students from the Computer Science and Engineering department at 
Ahsanullah University of Science and Technology was recruited for data collection. 
The interested volunteers were provided with a Google Form link that contained the 
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PHQ-9 questionnaire and a Google Drive link to download the app. Sensor data was 
collected from their smartphones for two weeks. The app was running in the device’s 
background, and readings from the accelerometer, gyroscope, gravity, and magne-
tometer sensors were taken once every five minutes. Then the data was uploaded and 
stored in a real-time database called Firebase. A total of 205 participants filled in the 
PHQ-9 questionnaire, of which only 145 downloaded the app. However, we accumu-
lated sufficient data from only 80 volunteers. Around 90% of them were aged be-
tween 21-25. Amongst them, 66.25% of the participants were male, and the remaining 
33.75% were female. So, the collected data was not from a diverse group. As shown 
in Figure 2, the dataset was also heavily imbalanced.  

 
Fig. 2. Data distribution of PHQ-label 

3.2 Data preprocessing 

The data collected from the participants were stored in Firebase in JSON format. 
The data was then parsed into excel format with custom python scripts. As part of the 
data cleaning steps, we first removed the samples that contained invalid or too many 
missing values. We also considered a sample invalid if all the values from a particular 
sensor were 0. For example, we excluded the sample if the gravity sensor had a value 
of 0 on the x, y, and z-axis. In the next step, we standardized all the numeric features. 
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4 Methodology 

In this section, we describe the methodology in detail. We further describe the 
working procedure of our federated learning app.  

4.1 Fully connected neural network 

A neural network has multiple hidden layers between input and output layers. Each 
layer is comprised of neurons connected to all the neurons in the next layer through a 
weighted link [42]. Using the input vector, each of these neurons applies a linear 
transformation through a weight matrix. This output then undergoes a non-linear 
transformation known as the activation function. The activation function determines 
whether the neuron should be activated or not. These steps are repeated for each neu-
ron, and this whole process is known as forward propagation. During the training 
period of the neural network, the actual output is known, which helps the neural net-
work to learn from the incorrect predictions it makes. The model's performance is 
evaluated based on the value calculated by the loss function. The loss function will 
show a higher number if the predictions are completely off. The backpropagation 
process then calculates the gradients for all the weights with respect to the loss func-
tion. Afterward, the optimizer uses the calculated gradient to adjust the neurons' 
weights. The amount of weight update is controlled by using a parameter known as 
the learning rate. If the value of the loss function diminishes as the neural network 
trains, it implies that the model's performance is improving. The neural network is 
trained using the same data many times. It is considered one epoch when the neural 
network is trained using the entire training data for one time. Within an epoch, the 
batch size is the number of training data samples the neural network trains on before 
the model weights are updated.  

In our centralized neural network, we have used two hidden layers. The layers con-
sisted of 500 and 1000 neurons, respectively. We chose Softmax and Relu activation 
functions for the output and hidden layers, respectively. Negative log-likelihood was 
used for calculating the loss. Finally, for adjusting the neural network weights, we 
chose the SGD optimizer, and the learning rate was set to 0.001. We trained the mod-
el for a total of 20 epochs, and the batch size we used was 8. 

4.2 Transfer learning 

The computation of a high number of parameters is necessary for training a neural 
network with several layers, which raises computational expense and energy use. 
Again, a significant quantity of data is required for training a large neural network. 
Sensor data collected in real-time for on-device training is quite limited and can not 
contribute significantly to training a complete deep model. The notion of transfer 
learning can be utilized to resolve this issue. Transfer learning uses a pre-trained 
model that has been trained on a big dataset, eliminating the need to train the model 
from scratch [43]. The pre-trained model's first few layers are fixed, and the remain-
ing layers are fine-tuned for the specific task with the limited training data. So, we 
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trained a model using the data we acquired and used this model as the global model 
on the edge devices instead of applying random initial weights. Then local training is 
performed, and parameters are updated only for the last layer of the model. Transfer 
learning is ideal for mobile scenarios since it allows for the reduction of the training 
cost, an improvement in training speed, and a decrease in energy consumption. 

4.3 Federated learning app 

The application was built using Android Studio version 2021.2.1. To develop this 
app, we considered some frameworks such as TensorFlow Federated (TFF) [23], 
PySyft [44], and Deep Learning for Java (DL4J) [25]. Most of these frameworks lack 
the components required for the actual implementation of FL. In TFF and PySyft, data 
must be distributed from a central location rather than being directly collected from 
the edge devices for training. So, they mainly focus on performing a simulation and 
do not provide any client-server communication environment. In this study, our aim 
was to utilize real sensor data from smartphones and execute a client-server imple-
mentation of FL. So, we chose Deep Learning for Java (DL4J) as the framework for 
developing our android application (Figure 3). DL4J enables us to create and adjust a 
wide range of basic and complicated deep learning networks, as well as execute trans-
fer learning in mobile devices. It comes with ND4J, a linear algebra library that sim-
plifies mathematical and deep learning operations. In our work, we have employed 
version 1.0.0-beta4 of DL4J.  

    

Fig. 3. Snapshot of our federated learning application 

We selected five participants to train the local model on their devices. They re-
ceived the app through a Google Drive link and installed it on their smartphones. To 
run the application, Android version 8.0 or higher is required. The app collects data 
from smartphone sensors and determines the depression severity of a user based on 
the collected data. Before the local training is carried out, the global model is used to 
make predictions. When the local training is completed, the prediction is performed 
based on the local model, providing the user with a more personalized result. Through 
the user's initiative to label the data, a new training dataset is stored in the device, and 
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then local training is performed. A batch size of 8 and an SGD optimizer with a learn-
ing rate of 0.001 are used as the hyperparameters. Local training is limited to one 
epoch to minimize the computational load on edge devices. To ensure data security, 
the local dataset is automatically deleted from the device after local training. 

The communication method is implemented using Firebase. We have used Fire-
base cloud storage version 19.2.0 and Firebase real-time database version 19.4.0. The 
global weights saved in the Firebase are downloaded to the edge devices for local 
training. After the local training, the updated weights are uploaded back to Firebase. 
Then, FedAVG [45] is performed using Java to aggregate the local updates. FedAVG 
is an optimization technique that computes the average value of the local weights 
obtained from clients. Finally, the aggregated model is sent back to Firebase as the 
new global model. The communications are carried out for five rounds in this study, 
with five clients participating in each round. The complete client-server communica-
tion process is shown in Figure 4. 

 
Fig. 4. Client-server communication architecture 

5 Results 

The findings of our experiment are described in this section. Before federated 
training, a centralized neural network was trained based on smartphone sensor data, 
and then prediction was performed on the test set. 20% of the data was utilized for 
testing, while 80% was used for training. To evaluate the model, we used accuracy, 
precision, recall, and F1-score as the performance metrics. Accuracy can be defined 
as how frequently the classifier makes the correct prediction. The ratio of samples that 
are accurately classified as positive to all the samples that are classified or misclassi-
fied as positive is known as precision. On the other hand, recall is the proportion of 
correctly categorized positive samples to all positive samples. F1-score is the harmon-
ic mean of recall and precision. The model’s performance was measured by accuracy, 
precision, recall, and F1-score using the test data after 20 epochs of training. The 
accuracy of the model was 0.68, and the precision, recall, and F1-score were 0.70, 
0.48, and 0.52, respectively. 
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Local training was performed on five android devices through the app. Since 
smartphone sensors generate data at a relatively high frequency, gathering training 
data of a constant size is challenging. Hence, the training data size was different for 
the clients in our experiment. Each client used the same label in their respective train-
ing rounds to represent that each client had a particular level of depression severity. 
The performance of FL was evaluated using our test data. The accuracy, precision, 
recall, and F1 score of the global model were 0.65, 0.69, 0.46, and 0.47, respectively, 
after five training rounds. Table 1 presents the states of the global model after each 
round. FL showed some decline in performance due to the imbalanced and skewed 
dataset. However, the performance of FL was almost the same as that of centralized 
machine learning. The confusion matrixes of centralized machine learning and feder-
ated learning are presented in Table 2 and Table 3. 

 
 

Table 1.  Performance of the global model after each round 

Performance 
Metrics Round1 Round2 Round3 Round4 Round5 

Accuracy 0.6854 0.6792 0.6661 0.6576 0.6517 
Precision 0.6899 0.7146 0.7224 0.7110 0.6978 
Recall 0.4844 0.4821 0.4793 0.4731 0.4665 
F1-Score 0.5215 0.5139 0.5056 0.4914 0.4759 

Table 2.  Confusion matrix for the global model before federated training 

 
Predicted 

None Mild Moderate Moderately 
Severe  Severe 

A
ctual 

None 413 152 136 0 1 
Mild 55 1258 257 2 0 

Moderate 75 374 946 7 3 
Moderately  

Severe 7 58 23 33  0 

Severe 8 43 29 0 7 

Table 3.  Confusion matrix for the global model after federated training 

 
Predicted 

None Mild Moderate Moderately 
Severe  Severe 

A
ctual 

None 541 31 128 0 2 
Mild 218 894 460 0 0 

Moderate 192 136 1073 1 3 
Moderately  

Severe 43 28 32 18  0 

Severe 22 20 38 0 7 
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6 Discussion 

6.1 Challenges of data collection 

Data centralization is not required in real federated learning as model training takes 
place in edge devices. However, we gathered data from research participants for train-
ing a centralized deep learning model. Around 44% population dropped out of the 
data collection phase. They might have stopped contributing to the study out of con-
cern for their data privacy. Again, the sensor data collector app needed to run contin-
uously in the mobile background for data collection. Some participants might have 
forgotten to run the app, resulting in a high participant drop rate. We also asked the 
participants to fill up the PHQ-9 to acquire the ground truth of our study. Although 
the resulting score from this survey is self-reported, it is clinically tested and widely 
used for depression monitoring. It should be noted that instead of measuring the pres-
ence of depressive symptoms continuously, we assessed it once using PHQ-9. It is 
unlikely that the symptoms would change radically over the two weeks of the study. 

6.2 Data representation 

The sensor data derived from smartphones correspond to the motion and position 
of a person. Previous studies have shown that smartphone sensor data has a high po-
tential for correctly predicting depression severity [15], [20]. Another key factor in 
determining the degree of depression is demographic data, such as age and gender 
[16], [18]. We collected the participants' age and gender information during the data 
collection phase. However, only gender was used as the demographic factor in the 
current study. Most of the participants were between the ages of 21 and 25, indicating 
that the data was not truly representative of all age groups. So, we decided to exclude 
the age of the participants from this study. Nonetheless, the results are positive, sug-
gesting that combining only gender information with sensor data can assist in diag-
nosing depression. Only android users were the subject of our study, given that sensor 
data was collected from android smartphones, and an android app was developed to 
implement federated learning. 

6.3 Advantages of pre-trained model 

The centrally trained model was used as a pre-trained model for on-device training 
with local data. Federated learning involves refining a global model with local data to 
update the global model without sending data to the server. A pre-trained model elim-
inates the necessity of starting the training from scratch and results in fast conver-
gence. In our experiment, we fixed the neural network's first three layers and only 
trained the last layer in the edge devices. Using the knowledge gained from the pre-
trained model, the local training was performed in less time with reduced battery 
consumption. 
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6.4 Effectiveness of FL to detect depression 

Our main goal was to test the usability of the federated learning technique to pre-
dict the severity of depression. We achieved an accuracy of 65% using this technique. 
We also compared FL with traditional ML and showed that we can preserve user data 
privacy by compromising accuracy to an acceptable extent. Another objective of our 
study was to demonstrate the feasibility of using this approach so that it might be used 
in other domains where data privacy is a concern. Several past research studies per-
formed depression detection using mobile data, but barely any of them solved the data 
privacy problem. Our study resolved this issue and obtained a well-performing feder-
ated model. 

6.5 Prospects of the app 

We have developed the application only for demonstration purposes of federated 
learning. Currently, it needs manual labeling of depression severity. The app is devel-
oped as a prototype, so it requires proper updates before launching publicly i.e., the 
interface needs more development to make it user-friendly. This app can be integrated 
into different health apps that take user movement data to detect various health issues. 
This can also open huge opportunities to make the application commercial and apply 
federated learning in other health areas. Depression is a very sensitive matter, so it is 
suggested to take a clinical test before coming to any conclusion. Still, the result of 
the app can be considered for primary detection.  

6.6 Limitations 

A significant limitation of our work is that we did not create any server to aggre-
gate local updates from users. Instead, we used a real-time database to simulate the 
communication method. Another constraint includes not being able to collect data 
continuously from the passive sensors, as we faced limitations in resources. So, we 
took readings from the sensors once every five minutes. If the collected data were 
continuous, we could have applied Convolutional Neural Network (CNN) or Long 
Short-Term Memory (LSTM) to detect mobility patterns of the participants. CNN and 
LSTM are excellent at detecting patterns in time series data. If the data were continu-
ous, it would open the possibility of developing a pre-trained model that could per-
form better in detecting depression severity. Another limitation of our study is that we 
could not find a correlation between raw sensor data and depression severity. Previous 
studies show it is possible to find a correlation between derived sensor data [19], [20] 
and depression severity. Due to resource constraints, we were only able to demon-
strate a working prototype using sensor data.  
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7 Conclusion 

The societal and economic burden of depression is increasing day by day. Early de-
tection and follow-up by treatment can drastically reduce these impacts of depression. 
Previous studies have shown how smartphones can be a feasible option for detecting 
the presence of depression in a person. However, these existing studies had to central-
ize users' privacy-sensitive data, which raised concern among users that their private 
data might get exploited. So, in practical scenarios, users might not be willing to use 
methods that access their private data directly. Considering this data privacy concern, 
we developed an android application that predicts depression severity in a person 
using the federated learning approach. In other words, this application allows us to 
train a machine learning model that detects the severity of depression in a person 
without centralizing users' privacy-sensitive data. A natural progression of our study 
would be to experiment with other smartphone data like call duration, application 
usage, text messages, etc., to identify the presence of depression. Our android applica-
tion can also be extended for other mHealth purposes like stress or anxiety detection.  
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Abstract—Nowadays, the educational policy, in many countries, promotes 
equal access for all students, including those with disabilities, to the general 
school, against all forms of social exclusion. Inclusion, in an innovative sense of 
the concept of diversity, focuses on the active participation and interaction of a 
heterogeneous student population in the general classroom. “E-inclusive” peda-
gogy refers to teachers’ decisions about the use of technology in the educational 
process with a view of compensating their developmental deficits and making 
functional use of their strengths. The aim of this paper is to propose tech tools 
and e-services for the access and active participation of students with sensory and 
motor disabilities in the educational procedures of the mainstream school and 
examine the role of teachers in realizing their inclusion / e-inclusion, as the main 
facilitators and modulators of the classroom settings to an open learning and de-
velopment student-centered ecosystem. The results showed that teachers who ac-
cept as equal members of the school community all their students and incorporate 
flexibly new technologies into their teaching strategies to meet their unique 
needs, providing them with authentic opportunities for interaction and learning, 
contribute catalytically to their academic and social achievements, preparing 
them for substantial employment and integration opportunities in community life. 

Keywords—inclusion / e-inclusion, new technologies, students with disabili-
ties, self-regulated learning, socio-emotional development 

1 Introduction 

Worldwide, one of the greatest challenges for education systems is providing equal 
educational opportunities to an increasingly heterogeneous student population, includ-
ing students with disabilities, who broaden the boundaries of traditional schooling [1]. 
The inclusive approach to education, starting from the USA and Italy, was established 
by the Universal Declaration of Salamanca (UNESCO, 1994), which promoted the right 
of all students to receive quality education, equally with their peers [2]. This school 
reconstruction process also includes the concept of social inclusion and recognition of 
the value of all children, regardless of their diversity or abilities [3]. 
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Although the heterogeneity initially concerned culture, language and socio-eco-
nomic level, it is then enlarging, also for students with disabilities and special educa-
tional needs, by creating an open education model, where the value of diversity is dif-
fused in the school culture and the curriculum, which according to the US “No Child 
Left Behind” Act (NCLB, 2001), is required to involve them in all mainstream school 
activities [1]. The inclusion of these students is legislated internationally, however it is 
perceived and implemented in a variety of ways, reflecting underlying differences in 
education policy, socio-economic and political conditions and cultural backgrounds.  

On the other hand, the development of effective inclusion practices, in the traditional 
classroom, requires a universal design with the cooperation of researchers, teachers, 
parents and students of the class, as well as the respective government policy, which 
must primarily invest in learning, providing the necessary educational resources and 
infrastructure, which will ensure them consistent access to information and knowledge 
[4]. Therefore, in order to achieve the inclusion, which aims at the empowerment and 
emancipation of students with disabilities [5], a new standard of education that respects 
the heterogeneity and a new model of educational services in the general classroom, is 
required, where the teachers invest in educational goals for all their students [6], by 
implementing beneficial teaching and pedagogical strategies, which incorporate the use 
of new technologies, based on individual differences. Teachers usually display more 
positive attitudes to the e-inclusive practices, when they are familiar with using tech-
nology and the classroom has access to technology equipment [7]. In addition, a cata-
lytic factor for meaningful inclusion is the appropriate regulation and adaptation of the 
learning environment and their willingness to use assistive and instructional technology 
in the educational activities, which bridges the digital gap between children of typical 
and atypical development [8]. Thus, by making appropriate planning for the use of the 
tech tools and e-services, students with physical (fine / gross motor) and sensory (vision 
/ hearing) disabilities, gain access to the provision of quality education, aiming to in-
crease and enhance their functionality, for their active engagement in cognitive re-
sources and social interaction experiences within the school environment, which lay the 
foundations for a sustainable future [7], [9], [10]. 

Hence, there is no doubt that the role of systematic training, either as initial teacher 
education (ITE) or as continuous professional development (CPD), for a deeper under-
standing of the substance and results of inclusion [2], but also for the effective imple-
mentation of the e-inclusive pedagogy, in the everyday life of the classroom, is consid-
ered crucial [11] [12]. 

2 Inclusion / E-Inclusion 

“Inclusion” is a multidimensional conceptual construct, which adopts the model of 
diversity as a natural state of the individual [13]. It is based on socio-cognitive theory 
and concerns the equal access and participation of all students, including those with 
disabilities, in the local school community [14].  

This concept has emerged in the 1990s, replacing the previous terms “incorporation” 
and “integration”, ending social discrimination and providing equal opportunities to all 
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children in the educational programs of mainstream schools, in terms of maximizing 
their potential, in important areas of human development. Therefore, inclusion, as a 
multifaceted process, means not just placing students with disabilities in the general 
classroom, but mainly the active participation in a wide range of activities of a coherent 
curriculum, providing them with a sense of social acceptance and allowing them to 
develop new academic skills and dynamic interactions, which promote their socializa-
tion and reinforce their cognitive development [15], [16]. Therefore, this new approach, 
through the radical restructuring of educational structures, focuses on the social and 
environmental characteristics of educational settings [17]. 

“E-inclusive” pedagogy is a sub-field of inclusive education and includes the deci-
sions of the teaching staff, which reflect their beliefs and attitudes towards diversity 
and the functional incorporation of ICTs in educational processes and activities, as tools 
to remove digital inequality, with the support of which the inclusion is essentially im-
plemented in a holistic way. The digital divide in education, which according to Miller 
(2007) should be considered as an inability to make digital decisions of access, learning, 
motivation and skills, with a negative impact on every area of human development [11] 
is a result of: a. the lack of sufficient digital resources that motivate teachers to imple-
ment innovative educational strategies b. the inadequacy of their knowledge for the 
effective use of technology in order to differentiate their teaching and c. the absence of 
the students’ physical access to them [8].   

E-inclusive pedagogy involves adapting the content of the common curriculum, and 
personalizing it, so that it becomes meaningful for each student, but also the modifica-
tion of the inclusive classroom environment by introduction, on a consistent, non-dis-
ruptive basis, of educational technology tools and services, designed to compensate for 
the absence or deficient presence of some skills, allowing students with disabilities to 
become participants in authentic situations of self-regulated learning and development 
[4]. The level of commitment of the educational community to their use in teaching 
practices, differentiating flexibly the curriculum, is related to their perceptions as reli-
able learning and development skills tools and to their knowledge about their effective 
use in the educational procedure [11]. 

3 Bridging the digital gap for students with disabilities 

The critical role of technology is recognized, on a global scale, with the perspectives 
it provides, through a wide range of digital tools and e-services, integrated into a uni-
versally designed learning environment, to maximize the academic learning and social-
emotional development of all students, including those with disabilities, providing dif-
ferentiated ways of teaching and learning, aligned to the different functional require-
ments of each child, with a view to upgrading their quality of life indicators [9], [18]. 
Highlighting the functionality of technology in inclusive education, Abbott (2007) 
points out that a. provides access to learning b. supports educational process and prac-
tice opportunities and c. using it makes learning possible for all students [5]. 

According to the European Agency (2013a), the educational policy and legislation 
of each country must promote the digital access and inclusion of each student. In recent 
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decades, European education policy, in the context of Sustainable Development, has 
been steadily oriented towards facilitating the universal accessibility of children with 
disabilities in the Information Society, aiming to provide quality education and equal 
opportunities for lifelong learning, eliminating any inequality, with access to the suita-
ble technology tools, digital hardware and software, to support personalized learning 
and maximize each child’s potential. In this direction, Universal Design for Learning 
(UDL), which envisages the proactive design by the teacher of an open learning and 
development ecosystem, provides the supporting framework that allows the differenti-
ation of the curriculum, with an emphasis on the use of technology, as an integral part 
of educational strategies, which provides innovative and intuitive means of representing 
information, engaging and expressing students [9], [18]. Moreover, it also provides the 
possibility of adjustments, such as the accessibility settings in the computer operating 
systems of Apple, Macintosh and Microsoft Windows, which aim at flexible ap-
proaches to self-regulated learning by offering the educational material in digital for-
mat, [5] to maintain their effort and commitment to completing their assignments [18]. 

More specifically, the assistive technology for students with sensory and physical 
disabilities, provides medical-type aids, such as hearing amplifiers and devices that 
boost motor functionality, but also educational-type equipment, such as touch screens, 
alternative keyboards and mice, alternative and augmentative technology devices, 
speech-to-text devices, word processors, scanners and a wide range of digital applica-
tions and services [4], [5].  

For the suitable selection of the appropriate technological equipment, ease of use 
and transport, safety and reliability in its use, technical characteristics and adaptation 
to different environments must be taken into account. Above all, however, the support 
of their functional incorporation in carefully designed student-centered activities, 
guided by educational goals, their previous experiences and unique characteristics [4], 
[18], [19], [20]. At the same time, by providing students with the opportunity to partic-
ipate in the selection of the necessary tools and to reflect on their usefulness and the 
type of support provided, the cultivation of their self-awareness, regarding their capa-
bilities, is enhanced, increasing the prospects of a self-regulated learning [18]. The de-
termination and use of technological equipment must be individualized by assessing, 
on a regular basis, the changing needs of students [20]. It is vital, however, its integra-
tion as part of an interactive educational procedure, in the students’ daily schedule and 
the regularity of the classroom, while it is considered appropriate to model its correct 
use [19], as well as the establishment and implementation of rules and realistic perfor-
mance expectations [20]. In this planning, some models and projects can guide teachers, 
which provide them with strategy instructions for the proper use of resources, environ-
ment and technology and monitoring their impact on the progress of their students, such 
as SETT (Student, Environment, Task, Tool), MPT (Matching Person and Technology) 
[9], [20], WRITE (Writing Strategies for Instructional Technology in Education), 
GPAT (Georgia Project for Assistive Technology), TECH, TAM (Technology Ac-
ceptance Model) and TPACK (Technological Pedagogical Content Knowledge) [20].  

However, it is pointed out that the effective development of learning through tech-
nology must be based on the assessment of the children’s educational needs [21] and 
requires systematic planning at the level of the classroom and school unit [22]. In any 
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case, the use of technology should motivate these students to focus on their own unique 
abilities and become more efficient, in order to prepare themselves socially and profes-
sionally for the job market of the future [20]. Furthermore, the incorporation of digital 
tools and e-services in the educational process for the planning of teaching and learning 
activities, record keeping, student monitoring and assessment procedures, in order to 
surpass the barriers to their development, contributes to the acquisition of literacy, de-
cision-making and problem-solving skills. But mainly, aims at the cultivation of bal-
anced relationships with the other members of the classroom, so that they are dynami-
cally engaged in the interactive processes of a cooperative learning, which highlights 
the unique value of each student, increasing their self-esteem, acceptance by their peers 
and the sense of equal member of the classroom [9], [23], [24]. Thus, the use of digital 
resources in the inclusive classroom should not be an end in itself, but be used purpose-
fully, multiplying the opportunities to communicate information and knowledge, 
providing motivation and encouragement to students with disabilities to develop a sense 
of co-responsibility in their learning and promote a self-directed model of work [4], 
[18]. 

4 Students with physical (motor) disabilities 

To enter information, while performing a task on the computer, students with phys-
ical disabilities need an input device adapted to their reduced motor functionality, due 
to their difficulty with the size and position of the keys on common keyboards [22]. 

• “Intellikeys™” are alternative keyboards on which custom overlays are placed, con-
taining a portion of the keyboard or specialized graphics, depending on the nature of 
the user’s work. 

• “BAT Personal Keyboard” belongs to the category of chording keyboards, with 
fewer keys that must be pressed in combination to enter text, while in addition, they 
can be configured to display frequently used words. 

• “WinMini” and “MacMini” are miniature keyboards, easy to carry and require less 
finger movements on the keys. 

• “On-screen keyboards” have the above features, such as “Discover: Screen”, and the 
keystrokes are directed by a mouse or other clicking device [22]. 

• Input devices with virtual manipulatives, such as alternative keyboards and special-
ized mice, controlled with head pointers, eye-gaze systems, large buttons, switches 
and joysticks. 

• Keyboards computers, where the keys are controlled with a stick fitted to the child’s 
mouth or head, or computers where track balls, head trackers and touch screens re-
place the traditional mouse, and other keyboards with specially adapted key layouts 
for children where their functionality is limited in one of their hands [4], [9], [19], 
[22]. 

• “Touch screens”, where the computer monitor is overlaid with a touch sensitive grid, 
which presents the graphics and characters of the screen, while a touch of the screen 
is enough for the desired command of the user.  
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• Alternative input systems such as speech input and recognition systems, using spe-
cialized software and sound cards. With the speech recognition program (SR), stu-
dents enter into the computer written tasks or texts that they produce only with their 
voice - provided that the words are pronounced correctly and intelligibly [22]. 

• “Graph paper” and “Number Navigator” software help students with fine mobility 
limitations to perform arithmetic operations that require placing numbers in rows 
and columns. 

• The graphical interface of the “Graph Calc” calculator on Windows is indicated for 
students, who have difficulty using the common calculator [18], [21]. 

• Using a joystick on a common computer, equipped with audio cards and “Axe” soft-
ware (Harmonix Co.), they can explore music files or produce their own musical 
patterns [22]. 

• Children with severe motor deficits are provided with the emulation of a keyboard 
with a scanner and the input of Morse code, which operates with specialized switches 
that are controlled by the voluntary movement of a muscle of the head or mouth or 
knee. During scan input letters are scanned by lights and cursors and symbols appear 
on the computer screen or other external device. The users can take control of their 
computer as they speak letters or words using specific speech recognition (SR) soft-
ware. Word prediction and abbreviation extension software work are useful to text 
input and typing, while on-screen keyboards move the user to the next or previous 
page [4]. 

• For younger students with motor impairment and mild to severe learning disabilities, 
an innovative intuitive tabletop using a “tangible user interface” (TUI) has been de-
signed to develop an interactive game in a simple and friendly environment, allow-
ing them to understand physical objects while interacting with them. At the same 
time, however, it allows e-accessibility, as the activities performed, based on the 
educational objectives, which involve the students physically and cognitively, are 
transferred as commands to the screen of a connected computer, through the “Track-
mate” platform. Thus, the TUI interface, through physical manipulations that repre-
sent abstract concepts, interconnects the physical and digital worlds, as users moni-
tor the progress of their work. Additionally, cooperative learning is enhanced, as two 
children can work together on the computer, using their right or left hand. In the 
same direction is the interactive tabletop of the TUI interface, since many students 
can simultaneously move, monitor and interact sequentially, including students in 
wheelchairs [25]. 

5 Students with sensory disabilities 

Students with sensory disabilities face difficulties in typical receiving educational 
material, completing academic tasks, communicating and sometimes social marginali-
zation [22]. 

• Using the “Learning Ally Link” app, students with sensory disabilities get access to 
e-books and audiobooks of “The Learning Ally library” [18]. 
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• “Inastec” (Inclusive Assistive Technology) adaptive technology, based on the Inter-
net of Things (IoT), has been introduced into the educational procedures of the cur-
riculum of Argopuro Jember University of Technology, Indonesia, providing quality 
education, with positive results in task completion and supporting students with vis-
ual and hearing impairments in inclusive environments [26]. IoT refers to global 
communication networks connecting physical and virtual objects, which are identi-
fied through RFID radio frequencies and sensors, integrating modern technology 
with knowledge and leveraging artificial intelligence perspectives, in the context of 
inclusive practices, related to the organization of learning and providing the required 
resources for its implementation [27]. Inastec technology is based on programming 
languages algorithms and its operation uses the Internet in connection with a hard-
ware system. The algorithm application uses Google’s cloud platform as storage for 
communication services and the Raspberry Pi server to convert text to audio. Using 
a Raspberry Pi B+ equipped with a sound card, the text is played from the speakers 
of an RPI Monitor server to blind students. If the RPI Monitor is connected to a 
computer and LED projector, it converts audio to visual text for deaf students. In 
addition, teachers are provided with the possibility of remotely monitoring the pro-
gress of their students by connecting their smartphones or laptops to the Raspberry 
Pi server via Bluetooth [26]. 

5.1 Students with visually impaired / blind 

• Asstech (Assistive technology) offers quality learning tools and services that utilize 
the senses of touch and hearing, as they cannot have the typical access to printed or 
digital visual materials, in order to perceive and understand the learning objects. 
These include tangible objects, embossed images and the use of Braille [21]. 

• Common keyboards can be used with Braille labels on the keys or provide access to 
Braille input devices. Thus, the ordinary scanner, using “Optical Braille Recogni-
tion” (OBR) software, scans documents written in Braille, analyzes the dot pattern, 
translates the text and displays it on the computer screen. Renewable Braille displays 
translate computer screen text into this writing, which can then be printed with a 
Braille printer. OCR scanners scan a printed text and store it in digital form, which 
can, then, be read by a speech synthesizer or printed in Braille, using the appropriate 
Braille software and printer. Thus, they can independently have access to the educa-
tional materials - printed and digital - of the curriculum and successfully perform 
their homework [4]. 

• Speech output systems and “text-to-speech” (TTS) software, such as “Screen 
Reader”, “JAWS” and “Thunder”, are used to transcribe the text displayed on the 
monitor screen into sound, which is then provided audio by a recording device [21].  

• The “JAWS” (Job Access with Speech) software provides students with multiple 
possibilities to adjust the volume, tone, timbre of the voice, as well as the reading 
pace, while with the use of headphones neutralize sound distractions.  

• With “speech synthesis”, the text is read by the computer analyzing each word into 
its phonemes, helping in its identification and understanding of the text [4], [22]. 
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• “Talking books” give them recorded lessons on audio cassettes and operate as re-
cording study material, useful information or even entire lectures, as well as for au-
dio submission of their homework.  

• The “descriptive video service” (DVS) describes, automatically, verbally everything 
that appears on the computer screen, providing them with a complete “picture” of 
the knowledge offered [4], [22]. 

• The “VOCAROO” service offers the possibility of recording their voice for free 
[23]. 

• “Speech recognition” (SR) systems read the text on the computer’s screen. Then, 
scanners, with “Optical Character Reader” (OCR) software, digitally store the text 
on the computer so it can be printed in large font for students with low vision or 
entered into a word processor for editing or read using speech synthesis. 

•  For students with low vision there are large printed labels for keyboard keys, en-
larged symbols and graphics for the computer screen or printer, in order to edit a 
text, use email or other software. Using an anti-glare screen or adjusting its colors 
appropriately makes it easier for photosensitive children to read [4], [22]. 

5.2 Students with hearing and / or speech impairments  

Considering that their way of learning is very different and is provided through the 
sensory pathway of vision, user interfaces use information embedded in videos or in-
clude symbols with expressive pictures, photo albums, articulation diagrams, visual el-
ements for practicing or correcting speech and language acquisition. 

• The “Trobosan” application supports many educational activities, in the context of 
the learning process, while the “I-Chat” (I Can Hear and Talk) application is a lan-
guage acquisition and / or learning tool for the specific student population. 

•  For children with speech intelligibility problems, advanced “speech synthesizers” 
can replace their voices so they can be intelligible, giving them the opportunity to 
participate in classroom discussions [21]. 

• Particularly assistive for students with hearing impairment is a personal listening 
system, consisting of a wireless transmitter with a microphone worn by the speaker 
and a receiver with an earphone worn by the listener, so that the speaker’s voice is 
transmitted directly to the ear of the user, by eliminating environmental distractions 
[24]. 

•  Using the “text-telephones” application they can type and read the telephone con-
versations, while with the computerized speech recognition (SR) software, the com-
puter converts a spoken text into readable written text [4]. 

• Message switches, telephone amplifiers and image systems are still used for com-
munication needs [19]. 

• Older school-aged children are motivated by communication and manipulation 
through “virtual or real robots” in virtual or augmented reality [7]. 

• Programming languages such as “Logo” or the modern ‘Microsoft Visual Basic” are 
using for teaching basic artificial intelligence concepts to deaf students and contrib-
ute to their acquisition of problem-solving skills [22].  
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6 Discussion 

The change in the values and philosophy of education, which implies the transfor-
mation of the school ethos, constitutes the driving force for the implementation of the 
inclusion and wider social integration of students with disabilities, as equal members 
of the school community. But in order to change society’s attitude, teachers need to 
face diversity as a creative challenge [4] and the national political strategy to provide 
the required financial support and promote the equal distribution of open educational 
resources to exploit the potential of technology by all students [5]. Furthermore, it is 
necessary to update the deficit education model, which focuses on the developmental 
deficits of students, towards a holistic education culture, which focuses on the possibil-
ity, the cultivation of self-esteem, the understanding of each individual need, but also 
the coordinated cooperation of teachers to the universal design of the learning of all 
their students. However, even if social prejudices have receded, there are still inherent 
problems, which incite teacher skepticism and are related to the absence of new curric-
ula that promote the common goals of inclusive education and to the inadequacy of 
resources and planning time, of necessary technical know-how and their systematic 
training in technologies that are constantly evolving. 

On the other hand, the functional incorporation of new technologies in educational 
activities lays the foundations for a self-directed way of learning and forms an inclusive 
framework, which provides strong incentives for experiential learning, which has as a 
reference point the knowledge and experiences of the students’ daily life [27], activat-
ing thinking, promoting experimentation (trial-error) and the search for the acquisition 
of new knowledge and developing decision-making and problem-solving skills [20], 
[24]. As schools are becoming increasingly open, it is a challenge internationally, for 
educational policy makers, a more coordinated and participatory effort in the planning 
and implementation of teacher training programs, as the main contributors to the edu-
cational policy of equality, aiming to promote positive attitudes and initiatives for the 
realization of inclusion and the diffusion of good practices that promote e-accessibility, 
removing the digital inequality with the cooperation of all education professionals. 
More importantly, inclusive schools by modeling educational approaches to meet dif-
ferent needs, using technology as a bridge to the learning and development of all stu-
dents, can be the cornerstone for building a society without discrimination and exclu-
sion [4], [9].  

At the same time, it becomes noticeable, due to the enhanced technical know-how 
that the teachers acquire, they attempt to model the educational design, based on their 
new knowledge and practical experiences, providing an educational project of high 
standards for all their students [20], who learn to accept heterogeneity as the regularity 
of the classroom and develop digital literacy skills, which are among the basic skills of 
the 21st century, for their dynamic integration in an open, competitive and sustainable 
knowledge-based society [5]. This is in line with the findings of research that have 
proven the higher degree of diversity in the learning environment as an important factor 
that maximizes learning outcomes for all classroom members [28]. 

Finally, the incorporation of digital technologies, in education domain, is very pro-
ductive, successful and facilitates and improves the educational procedures via Mobiles 
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[29-34], various ICTs applications [35-63], AI & STEM [64-68], and games [69-72]. 
Additionally, various strategies and techniques can be incorporated in educational ap-
proaches via IoT and the combination of ICTs with theories and models of metacogni-
tion, mindfulness, meditation and emotional intelligence cultivation [73-99] as well as 
with environmental factors and nutrition [100- 103], accelerates and improves more 
over the educational practices and results.  

In this perspective, further research, observation and evaluation of the findings from 
the use of technology in inclusive classrooms, is needed, for the design and develop-
ment of more sophisticated tech tools and e-services, based on these theories and the 
emerging technologies. 

7 Conclusion 

To sum up, efforts for an education without restrictive divisions, where teachers with 
their attitudes and practices facilitate the integration of technology into the classroom 
routine, include progressive goals, physical, academic, and social inclusion of students 
with disabilities, with main purpose, the optimization of educational services provided 
and the willingness of all parties involved to cooperate, in order to successfully build a 
sustainable learning and development student-centered ecosystem. Within this open 
ecosystem, students with disabilities must be supported and encouraged to develop not 
only academic, but mostly, communication, information-seeking, decision-making, 
problem-solving skills to become potential digital content creators. The open access 
portal for children with developmental asynchronies to this interactive ecosystem is 
new technologies, which make even the most challenging educational goals achievable, 
transforming the ways of learning, in order to synchronize with their changing educa-
tional need and paving the way for the acquisition of functional life skills, through liv-
ing authentic learning experiences, which boost independence, self-esteem, self-regu-
lation, active participation, sociability and provide quality opportunities for achieve-
ment and self-realization of all students. 
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Abstract—E-learning became the main medium of education in the world for 
the past two years. COVID-19 virus has pushed all the universities and academic 
institutions to utilize and activate E-learning platforms and systems. The sudden 
and urgent transformation from the regular traditional learning system to E-learn-
ing system has involved many challenges and limitations. Therefore, the need to 
evaluate and enhance the current E-learning mechanism in Iraq became very ur-
gent and critical need. The target level was students at higher education institutes 
which include university students in Basra city. The data collected based on stu-
dents’ evaluation and opinions about E-learning based on their interaction and 
usage during two years under COVID-19 spread era. This research involved ap-
plying data mining techniques to sample dataset and utilizing the obtained results 
as feedback for a proposed model suggested by the authors to measure adaptabil-
ity. The proposed model is derived from the idea of the Technology Acceptance 
Model (TAM) with focus on the positivity as the main factor to measure adapta-
bility. The results of the research showed approximate adaptation level of 52% 
which is very close compared to the actual situation in real life which involve 
limitations and challenges faced by Iraqi students. 

Keywords—e-learning, computer aided learning, data mining, e-learning adap-
tation model, web based learning 

1 Introduction 

E-learning is a term used to define a method of teaching and learning based on tech-
nology [1]. E-learning is a digital form of delivering knowledge and lectures to stu-
dents. It is a distance based learning environment where students can get their 
knowledge anywhere and anytime. Furthermore, it employs the internet services as 
transmission medium to publish lectures and materials electronically [1]. It can take 
different modes and shapes as it could be synchronous or asynchronous learning envi-
ronment [2]. Asynchronies E-learning mode doesn’t require students/teachers be avail-
able at the same time to get/deliver knowledge [3]. While, synchronize E-learning mode 
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requires both students and teachers be available at specific time according to specific 
schedule to get and deliver the knowledge and lectures [3].  

E-learning is a term used to define a method of teaching and learning based on tech-
nology [1]. E-learning is a digital form of delivering knowledge and lectures to stu-
dents. It is a distance based learning environment where students can get their 
knowledge anywhere and anytime. Furthermore, it employs the internet services as 
transmission medium to publish lectures and materials electronically [1]. It can take 
different modes and shapes as it could be synchronous or asynchronous learning envi-
ronment [2]. Asynchronies E-learning mode doesn’t require students/teachers be avail-
able at the same time to get/deliver knowledge [3]. While, synchronize E-learning mode 
requires both students and teachers be available at specific time according to specific 
schedule to get and deliver the knowledge and lectures [3]. The advantages of E-learn-
ing include cost savings, flexibility of time and venue, and joyful learning experience 
[4]. On the other hand, the disadvantages of E-learning could involve interrupted inter-
net services, poor of IT skills and background, low quality of electrical power, and 
isolated learning environment [5]. 

In Iraq, E-learning was recently applied and become the main mode of learning in 
higher education due to the crisis of COVID-19 pandemic. The same situation applies 
to other countries worldwide such as India [6]. Before COVID-19 pandemic occurs, E-
learning was developing gradually in slow rate worldwide [7]. A significant change to 
online education has occurred during COVID-19 pandemic globally [8]. Higher educa-
tion in Iraq follows the regular classroom learning mode as the main education method. 
E-learning approach in Iraq was first applied on 2020 when COVID-19 pandemic took 
place and forced all the education institutes as well as most of the facilities to close and 
operate remotely. Therefore, it is considered as new experience for Iraqi student and 
teachers to go through and to experience during their lifetime. 

Applying E-learning in Iraq faced many challenges and limitations due to the poor 
of Information Technology (IT) infrastructure in Iraq. The poor IT infrastructure in-
cludes and not limited to low quality internet services, poor computer networks infra-
structure for high education institutes, low quality power services, and poor IT culture 
for both staff and students. The IT infrastructure for most of the universities is not es-
tablished. Providing the needed ICT infrastructure is the key point in the success of E-
learning [9]. The internet and power services are not stable and go through many cut 
off periods. In addition, most of the student and faculty doesn’t know how to use E-
learning applications.  

In Iraq, E-learning was recently applied and become the main mode of learning in 
higher education due to the crisis of COVID-19 pandemic. Higher education in Iraq 
follows the regular classroom learning mode as the main education method. E-learning 
approach in Iraq was first applied on 2020 when COVID-19 pandemic took place and 
forced all the education institutes as well as most of the facilities to close and operate 
remotely. Therefore, it is considered as new experience for Iraqi student and teachers 
to go through and to experience during their lifetime. 

Applying E-learning in Iraq faced many challenges and limitations due to the poor 
of Information Technology (IT) infrastructure in Iraq. The poor IT infrastructure in-
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cludes and not limited to low quality internet services, poor computer networks infra-
structure for high education institutes, low quality power services, and poor IT culture 
for both staff and students. The IT infrastructure for most of the universities are not 
established. The internet and power services are not stable and go through many cut off 
periods. In addition, most of the student and faculty doesn’t know how to use E-learning 
applications. Moreover, COVID-19 pandemic along with these limitations made the 
situation more complicated as curfew is applied which limits the movement of support 
staff in case of any support is needed. 

Therefore, this paper discusses and measures the adaptability level of students to-
wards E-learning after 2 years of applying it at the higher education institutes. It is the 
first paper to study the adaptability level towards E-learning in Iraq as new real educa-
tion experience. One of the most joy factors to determine the efficiency of learning 
system is to study and analyze students’ contentment [10]. The research done in this 
paper is based on data collected from students representing their opinions in E-learning. 
Data mining techniques are utilized to analyze this data in order to drive patterns and 
hidden knowledge that can help to measure students’ adaptability level. Furthermore, a 
proposed model called PUNM is suggested to measure students’ adaptability for E-
learning experience. 

Therefore, this paper discusses and measures the adaptability level of students to-
wards E-learning after 2 years of applying it at the higher education institutes. It is the 
first paper to study the adaptability level towards E-learning in Iraq as new real educa-
tion experience. The research done in this paper is based on data collected from students 
representing their opinions in E-learning. Data processing techniques are utilized to 
analyze this data in order to drive patterns and hidden knowledge that can help to meas-
ure students’ adaptability level. Furthermore, a proposed model called PUNM is sug-
gested to measure students’ adaptability for E-learning experience. 

2 Methodology 

2.1 Literature review 

The learning system in Iraq was forced to switch to E-learning form totally on the 
academic year of 2019-2020 due to the wide speared of Covid-19 virus. Most of the 
world facilities was shifted to electronic and online form of business due to the pan-
demic. Some universities switched back to remote learning and education system after 
short period of covid-19 infections [11]. 

E-learning was totally new experience for both academic staff and students in Iraq. 
The spread of Covid-19 continued during the following academic year of 2020-2021. 
Therefore, E-learning became the main out look of the higher education system in Iraq. 
There were many limitations, complications, and complains by both students and staff 
towards the utilization of E-learning system. Therefore, measuring the adaptability of 
students towards E-learning became an urgent need to understand their needs and to 
improve the current E-learning approach in Iraq. 
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The acceptance of E-learning was examined by Almajali [12]. The study focused on 
the relationship among different factors including Infrastructure for knowledge man-
agement, benefits of E-learning, and system usage complexity level. Almajali [12] fo-
cused on the Jordanian users at university level as scope of work and study. In addition, 
Almajali [12] utilized the technology acceptance model (TAM) to study E-learning ac-
ceptance in Jordan. They used 300 survey respondents from Jordan to analyze the data 
and was categorized according to gender and major. The study of Almajali [12] con-
cluded that cultural knowledge infrastructure factor didn’t affect the relationship be-
tween E-learning acceptance and usefulness factor. However, it found that the cultural 
knowledge infrastructure significantly affected the relationship between E-learning ac-
ceptance and ease of use factor [12]. 

According to Habes [13], the acceptance of E-learning was studied using sample of 
314 college students in Sahiwal, Pakistan [13]. Habes [13] categorized the data accord-
ing to gender, study year, and residence area. The study applied different types of anal-
ysis techniques including intercoder reliability analysis and univariate Pearson correla-
tion, Analysis of variance, and linear regression analysis. The study of Habes [13] found 
that there is a strong positive relationship between E-learning acceptance and students 
[13]. In addition, it concluded that E-learning has positive impact on students’ academic 
performance.  

On the other hand, Shazhad [14] studied the quality of E-learning systems by making 
comparison between respondents based on gender. Shazhad [14] study was applied to 
Malaysian University student’s both in undergraduate and postgraduate levels. The data 
collected was classified according to gender, age, experience level with E-learning, and 
graduate level. According to Shazhad [14], the majority of data collected was submitted 
by female students due to high enrollments of females in Malaysian universities. After, 
analyzing the collected data and performing the needed assessments based on gender 
groups, Shazhad [14] study resulted in positive relationships between E-learning portals 
and system quality and user satisfaction for female model. And found that information 
quality and system quality has positive impact on user satisfaction in male model [14].  

A recent research on E-learning acceptance in Indonesia carried out by Tussardi [15] 
which tested students’ acceptance towards CeLOE LMS in Telkom University. CeLOE 
LMS is the E-learning platform utilized by Telkom University staff and students. Tus-
sardi [15] has applied the Unified Theory of Acceptance and Use of Technology Model 
(UTAUT). The UTAUT model used to assess the level of acceptance of new technol-
ogy. Tussardi [15] collected the data through a survey designed used google forms. 
Furthermore, Tussardi [15] categorized the collected data according to age, gender, ex-
perience, and voluntariness of use. The results reached by Tussardi [15] is that the av-
erage students accepted the CeLOM LMS at Telkom University [15]. 

In this research, the data collected from Iraqi university students located in Basra 
city. Feedback received from 928 students represents the dataset. Students’ response 
towards E-learning was collected in terms of positivity, negativity, enjoyment of the 
system, evaluation of the whole new experience, and some other factors related to E-
learning platforms and digital devices. 

The method followed in this paper is based on new adaptability model suggested by 
the authors. The proposed model is derived from the Technology Acceptance Model 
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(TAM). TAM is a generic model to measure acceptance according to actual system 
usage [16]. It utilizes perceived usefulness and perceived ease of use as main factors to 
measure acceptance [16]. The proposed model in this paper consider positive, negativ-
ity, and perceived ease of use. The suggested model is specific to measure adaptability 
towards E-learning. The authors decided to call it PUNM model. This paper used the 
results of applying data processing techniques as input variables to the proposed model 
in order to measure the adaptability level of Iraqi students towards E-learning during 
covid-19 pandemic. 

2.2 Data mining techniques 

Data processing is one of the most valuable and useful tools used in computer sci-
ence applications [17]. It utilizes large volumes of data in order to extract useful 
knowledge and hidden patterns [18]. It uses large amount of data that stored in data-
bases, datacenters, and other data storage techniques [18]. 

Data processing can be employed in various fields such as machine learning, artifi-
cial intelligence, database technology, image and signal processing, high-performance 
computing, and data visualization [18]. Data processing phase is applied to clean and 
organize the dataset by correcting syntax errors, manipulation of missing values, and 
removal of outliers [17]. Finally, the clean and structured dataset can be analyzed and 
explored to identify relationships between target variables.  

The data analysis and exploration phase was applied to the collected data in order to 
get deep insight about the knowledge hidden in the dataset. Furthermore, it helps to 
discover patterns that can help to understand student’s orientation towards E-learning 
as first time experience. In addition, the results of this phase is used to measure the 
adaptability level of Iraqi students towards the new learning environment and the new 
experience of E-learning in Iraq. 

Data collection and pre-processing. The data processing approach in this research 
is based on data which collected from university students who attend universities in 
Basra city. The target was undergraduate students because they represent the large sam-
ple of students who exposed to the new technology of E-learning. The data collected 
using Google form populated with some questions that represents the data needed to be 
collected.  

The collected data includes student’s preferred learning style (LS) whether it is E-
learning, traditional, or blended style. It also includes the desired learning platform 
(LP), the preferred interactive learning platform(IP), the advantages of E-learning, the 
disadvantage of E-learning, the desired lectures style (Lec.S) which could be interactive 
lecture, recorded lecture with PPT slides, or PPT slides only. In addition, the collected 
attributes included the evaluation level of E-learning experience from student’s point 
of view (EE), the digital device used by students for E-learning (DD), and the enjoy-
ment level. The total response received was 928 records. 

Table 1 represents sample of data collected for this study. It shows the main factors 
used in this study besides other attributes collected as additional attributes which can 
be used in further studies about the evolving of E-learning in Iraq. The values of the 
data in Table 1 are abbreviated and they are explained in details in the results section. 
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For instance, LC refers to low cost, PI indicates poor interaction, and IL represents 
interactive lecture. 

Table 1.  Sample of the collected data 

Positivity Negativity Lectures Evaluation Device Enjoyment 
LC UGD PPT + RVL Average Smart Phone Yes 
OPE PI IL Poor Smart Phone No 
OPE UGD IL Average Smart Phone Yes 
ALR PI IL Average Smart Phone No 
ALR RISE PPT + RVL Poor Smart Phone No 
TVF LCW PPT + RVL Average Desktop Yes 

 
Data preprocessing and cleaning phase has been applied and considered during the 

design and implementation of the response collection form. The questions in the survey 
form were all designed as MC questions in order to avoid any noisy data such as missing 
values, syntax errors, and empty values. Therefore, time and efforts for data cleaning 
was saved proactively and embedded efficiently in data collecting phase. Figure 1 
shows a proof of the cleanness of the data. It represents student’s preference in terms 
of lecture style. The lecture style has three modes which include MS Power Point slides 
only, interactive lecture style, and MS Power Point slides plus previously recorded 
video lecture. The majority of Iraqi students desire the lectures to be posted on E-learn-
ing platform as recorded video lecture supported by MS Power Point slides as study 
material. 

 

Fig. 1. Proof of clean data – lecture style data 

The prefernce of Iraqi students regarding the learning system settings is displayed in 
Figure 2. The learning system factor invloved three modes of the education system. The 
first mode is the regular learning which refer to the traditional learning system based 
on attending lectures in the regular classroom at university. The second mode is E-
learning mode which is the new mode that was applied and implemented during 
COVID-19 spread period. The E-learning mode represnts the remote learning system 
which is utilize distance communications based on the internet and Information 
Technology applications. Blended learning is the third facotor which reprsents a 
mixture between E-learning and regular learning systems. Some of the courses in 
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blended learning are taught in the regular classroom while other ones are taught using 
E-learning applications and platforms. 

 
Fig. 2. Data of learning system preferences 

In addition, the digital device used by Iraqi students as main communication tool for 
E-learning is represented in Figure 3. It is important to understand and record which 
device is used by students in order to determine the capabilities and tools available for 
students to perform E-learning tasks and activities. Knowing the digital device utilized 
by students also useful to understand the limitations and challenges faced during E-
learning experience. The majority of students used their own smart phones to attend 
online lectures, submitting assignments, and sitting online quizzes and exams. 

 
Fig. 3. Data of digital devices 

Data analysis and exploration. In terms of learning environment and based on the 
first phase of data exploration and visualization, we found about 39% of students prefer 
the traditional (regular classroom) learning style, about 37% of students prefer the E-
learning style, and about 22% prefer the blended learning style which is a mix of regular 
and E-learning learning environment. In terms of learning platform, around 99% of 
students’ favor is Google Classroom. In addition, about 88% of students selected 
Google Meet, about 5% of students selected Zoom, about 5% of students picked FCC, 
and around 1% choose Microsoft team as their desired interactive lecture presenting 
platform. 
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In terms of positivity and negativity of E-learning based on Iraqi student’s opinion, 
about 47% of students were positive about the availability of recorded lecture anywhere 
and anytime. Moreover, about 23% of students were positive about the low cost of E-
learning, around 16% of students were optimistic regarding the flexibility of time and 
place of lectures provided by E-learning. Positively, around 13% of them desired the 
open book exams which became available for them as first experience because of ap-
plying E-learning. 

On the other hand, around 27% of students choose the lengthy computer based work 
as one of the disadvantages of E-learning, and its health consequences which affect 
them. Negatively, about 22% of them selected the poor practical experiment as another 
disadvantage. Moreover, around 22% of students choose the unfair distribution of 
grades due to online resources based plagiarism, and around 9% of them were negative 
about the availability of ready solutions for exams over the internet. The poor interac-
tion between students and teachers resulted by E-learning was among the disadvantages 
of E-learning and was selected by 17% of Iraqi students.  

Moreover, the Iraqi students use different types of electronic devices to perform E-
learning activities. About 72% of the Iraqi students use smart phones as electronic me-
dium to attend lectures and study E-learning materials. They use smart phones as the 
main device for all E-learning activities including homework submissions and exam 
attendance. And 16% of them use laptops which is more flexible and effective. In ad-
dition, 7% of them use tablets as their E-learning device, and 5% of them use desktop 
computers.  

Furthermore, students’ evaluation of the E-learning experience was distributed at 
poor, average, and excellent learning environment. Around 46% of them evaluated E-
learning as average learning environment, 34% of them thought of E-learning as poor 
learning approach, and 20% of them ranked it as excellent learning environment. On 
the other hand, 53% of them enjoyed the new experience of E-learning in Iraq, while 
the remaining 47% though it is not joy able as the traditional learning environment. 

Data exploration is the phase where data is deeply investigated in order to make it 
more understandable. The structure of data and relationship among various variables 
become very clear and discoverable during this phase. The organization and distribu-
tion of values and characteristics of the data become more noticeable and obvious dur-
ing data exploration [17].  

This paper utilizes Sieve diagram to explore the dataset. Sieve Diagram is graphical 
representation of frequencies in contiguous table [19]. It utilizes frequencies to outline 
the links between categorical variables [19]. In addition, it uses color to represent pos-
itive and negative deviation from independence. The Red color means negative devia-
tion while the Blue means positive deviation from independence. The results obtained 
is described in the results section.  

Moreover, Mosaic diagram is used to confirm the results obtained using Sieve dia-
gram calculations. Mosaic diagram is a graphical display which is used to display data 
from two or more variables to help recognize relationships between them [23]. Mosaic 
plot under Orange visual programming environment was utilized to achieve the re-
quired measurements in this study. 
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2.3 Measurement of adaptability level 

In this study, suggested a novel model for estimating E-learning adaptability level. 
The proposed model is based on the Technology Acceptance Model (TAM) idea with 
some modifications due to the limitations faced by E-learning in Iraq. The suggested 
model is specified only to measure student’s adaptability towards E-learning. It focuses 
on four major factors that affect students’ behavior towards E-learning.  

These factors include student’s evaluation of E-learning as new learning environ-
ment. The evaluation factor is rated according to poor, average, and excellent. The eval-
uation factor measures students’ interaction and engagement with E-learning under the 
special circumstance of low quality internet and power services. The second factor is 
student’s enjoyment level which helps to understand student’s benefit and comfort 
level. When students benefit from a system and feel comfortable about it then they must 
enjoy it.  

The third factor of this model is positivity which is derived from four sub-factors 
that measure the level of confidence and eagerness of students towards E-learning. Pos-
itivity reveals people’s favorable judgement of reality [20]. In addition, it reflects peo-
ples’ satisfaction in regard to experience or an event [20]. The sub factors of positivity 
include low cost, open books exam, availability of recorded lectures, and time and 
venue flexibility.  

The fourth factor is Negativity which measures students’ uncertainty and disap-
proval of E-learning. Negativity is measured depending on five sub-factors. These sub-
factors include poor interaction, unfair grade distribution, lengthy computer work, 
availability of ready solutions for exams, and poor practical experiment. Negativity is 
important factor to include in the suggested model because it reflects people’s disagree-
ment towards specific experience or system. 

The suggested approach to measure adaptability in this paper is based on the total of 
positivity gain. The reason behind utilizing positivity as the main factor to measure 
adaptability level of Iraqi students toward E-learning is that positivity has significant 
impact on student’s adaptation to school life [21]. In addition, empirical studies and 
researches showed that adaptation is rapid and surely complete in response to positive 
experiences [22].  

Therefore, this paper suggests that E-learning adaptability level is measured based 
on positivity total gain. Positivity and negativity total gain is calculated based on the 
results of calculating positive and negative effects by employing both Mosaic and Sieve 
diagrams. Sieve diagram exploration helps to differentiate positive and negative devi-
ations. Mosaic diagram is used to identify the relationships between variables and show 
the positive responses. Moreover, the standardized Pearson residual (SPR) is used as 
measurement of positive effects and negative effects based on its value. The value of 
SPR is used to determine the impact of each factor in terms of positivity or negativity. 
SPR positive value means the actual value was more than the expected one which indi-
cates positive impact. SPR negative value means the actual value was less than the 
expected one which indicate negativity. SPR is the difference between the observed 
response count and the actual response count [24] [25]. 
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Figure 4 shows the proposed model, and its component which represents the main 
factors used to estimate E-learning adaptation level. It also shows the sub factors of 
each main factor and the relationships between them. The perceived usefulness of E-
learning is estimated based on both students’ evaluation and enjoyment of the system. 
In addition, each of low cost, open book exams, time and venue flexibility, and the 
availability of recorded lectures represents the positive sub factors. Moreover, negativ-
ity sub factors were derived from the negative feedbacks about E-learning in Iraq. It 
included unfair grade distribution, poor interaction between students and teachers, poor 
hand on practical experiments, lengthy computer work, and the availability of ready 
solution on the internet.  

 
Fig. 4. The proposed model – PUNM 

3 Results and discussion 

The results reached in this paper is based on calculation of positivity effect of E-
learning by using Mosaic and Sieve diagrams in order to perform data exploration of 
the dataset. In addition, the standardized Pearson residual is used to validate the positive 
and negative impact of each factor. There were 34% negative feedback in regard to E-
learning evaluation, 20% average, and 46% excellent evaluation responses. Therefore, 
the total positive feedback of evaluation responses is 66%. The enjoyment of E-learning 
was implemented as 53% positive responses and 47% negative response. Hence, the 
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total positive impact form enjoyment factor was 53%. For the positivity factors and 
based on the data exploration process, 16% of positive effect of time and venue of lec-
tures factor (TVF), and 47% of positive feedback of the availability of recorded lectures 
factor (ARL). The other two factors which are the open book exams (OPE) and low 
cost (LC) were reported as negative factors according to Sieve Diagram and SPR. cal-
culations. Thereupon, the total positive effect of positivity factors was 63%.  

In terms of the negativity factor, the only positive effect on E-learning adaptation 
was lengthy computer work (LCW) with 24% effect ratio. The adaptation level is esti-
mated based on averaging the total effect of the four main factors and the result was 
approximately 52%. The achieved result is very close and accurate to the actual situa-
tion in real life. The following tables and Figurers illustrates the achieved results.  

The enjoyment factor exploration in regard to positive and negative impact is 
showed in Figure 5 which represents the results of Sieve diagram. The positive impact 
is represented in Blue with 53% level and 47% of negative impact which is represented 
in Red. 

 
Fig. 5. Positive and negative impact of the enjoyment factor 
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In addition, Sieve diagram for the evaluation factor is showed in Figure 6. The pos-
itive effect in terms of evaluation factor is represented in Blue, and it represents both 
the excellent and average evaluation. The level of positivity in terms of evaluation fac-
tor is 66% while the Red which represents the negative effect of evaluation factor is 
44%. 

 
Fig. 6. Positive and negative impact of the evaluation factor 

Moreover, the positive and negative outcome for the negativity sub factors are 
showed in Figure 7. It was negative outcome for the unfair grade distribution (UGD), 
ready internet exam solutions for exam (RISE), poor practical experiments (PPE), and 
poor interaction (PI) sub factors. While positive outcome is achieved for the lengthy 
computer based work (LCW) with 24% positive level. 
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Fig. 7. Positive and negative impact of the negativity factors 

The positivity factors and their related positive and negative results are showed in 
Figure 8. The sub factors of time and venue flexibility (TVF) and availability of rec-
orded lectures (ARL) recorded positive impact of 63%. On the other hand, the sub fac-
tors of open book exams (OPE) and low cost (LC) achieved negative impact of 47%.  
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Fig. 8. Positive and negative impact of the positivity factors 

Furthermore, the Mosaic diagram is used to validate the relationship between the 
factors presented in the proposed model PUNM. In addition, it is used to compute the 
standardized Pearson residual (SPR) in order to confirm the positive and negative effect 
of each sub-factor. Figure 9 represent the Mosaic diagram for the enjoyment factor with 
SPR value of 9.6.  
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Fig. 9. SPR of the enjoyment factor 

The Mosaic diagram for the evaluation factor is showed in Figure 10. The SPR value 
for the evaluation of E-learning is 11.9. It reflects excellent and average evaluation 
feedback of E-learning. 
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Fig. 10.  SPR of the evaluation factor 

The positivity and negativity impact of the negativity sub factors is validated using 
the Mosaic diagram in Figure 11. The UGD sub factor achieved SPR value of -3.5, the 
RISE recorded SPR value of -3.3, the value of SPR for the PPE was -0.8, the PI 
achieved SPR value of -0.5, and the SPR value of LCW sub factor was positive and 
equal to 6.1. 
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Fig. 11.  SPR of the negativity 

The Mosaic diagram showed in Figure 12 is for the positivity sub factors. Both ARL 
and TVF sub factors recorded positive SPR value of 2.0 and 0.9 respectively. While, 
the LC and OPE sub factors achieved negative SPR value of -1.6 and -2.5 respectively. 

90 http://www.i-jim.org



Paper—A Proposed Model for E-learning Adaptability Measurement During COVID-19 Pandemic… 

 
Fig. 12.  SPR of the positivity factors 

The values of SPR of each sub factor is combined in Table 2 to clearly recognize 
and distinguish the positive effect for each sub factor in order to calculate the overall 
positive impact contribution to find out the level of adaptation.  

Table 2.  SPR value for each factor 

Variable Factor SPR 

Positivity 

LC -1.6 
ARL 2.0 
OPE -2.5 
TVF 0.9 

Usefulness of Use 
Enjoyment 9.6 
Evaluation 11.9 

Negativity 

UGD -3.5 
RISE -3.3 
PPE -0.8 
PI -0.5 

LCW 6.1 
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Table 3 and Table 4 represent the percentage of contribution of each sub factor of 
the proposed model PUNM. The percentage is calculated based on the results of re-
sponses received and analyzed using data processing techniques described earlier. The 
distribution of the positive and negative impact of each sub factor in Table 3 and Table 
4 is based on the results obtained using data exploration by employing Sieve and Mo-
saic diagrams alongside with SPR values. 

Table 3.  Adaptaiton and Inadequacey level for each fator 

 Evalutation Enjoyment Positivty Negativity Level Gain 
Adaptability 
Level 66% 53% 63% 24% 51.5 % 

Inadequace 
Level 34% 47% 63% 76% 48.5% 

Table 4.  E-learning Adaptation level 

E-Learning Evaluation ( EE ) 
Poor Average Excellent E-learning Gain 
34% 20% 46% 66% 

E-learning Enjoyment 
Yes No E-learning Gain 
53% 47% 53% 

Positivty Factors 
TVF OPE LC ARL E-learning Gain 
16% 14% 23% 47% 47% 

Negativity Factors 
UGD RISE PPE PI LCW E-learning Gain 
22% 9% 23% 17% 24% 24% 

 
As a result, the final results achieved are shown in Table 4. It shows that the adapta-

tion level of Iraqi students towards E-learning during COVID-19 pandemic and based 
on the proposed model PUNM is almost 52%. 

4 Conclusion 

E-learning is the alternative learning and teaching system utilized by the Iraqi aca-
demic institutes to face the sudden and wide spread of COVID-19. It helped to reduce 
and mitigate the number of infections among students and staff during the past two 
academic years. In Iraq, the application of E-learning faced many challenges and limi-
tations which made the service provided of average quality. There is the issue of elec-
tricity cutoff which sometimes happens during online exams or during interactive lec-
tures. In addition, the poor IT infrastructure and low quality of internet services pro-
vided in the country caused E-learning to be affected negatively. Furthermore, the weak 

92 http://www.i-jim.org



Paper—A Proposed Model for E-learning Adaptability Measurement During COVID-19 Pandemic… 

technological background for most of the staff and students was another factor to co-
exist along the application of E-learning process in Iraq.  

Therefore, there is important and critical need to understand the current actual level 
of Iraqi students’ adaptation to the new education system (E-learning). A system that 
requires availability of electricity, high quality internet services, and good background 
in IT techniques and tools. Knowing the actual level of students’ adaptation helps to 
identify weak points of the applied system in order to find permanent solutions and 
improve the overall experience of E-learning. A powerful E-learning system means 
high quality academic throughput and achievements.  

This study helped to find out very approximate accurate results of the adaptation 
level of students after using and experience E-learning for two academic years in Iraq. 
The authors proposed new model to measure adaptability level. The new model is based 
on the general model used to measure technology acceptance (TAM). The suggested 
model is more specific to measure adaptability of students towards E-learning. There-
fore, it is E-learning specific model. The proposed model is called PUNM because it 
depends on three factors when measuring adaptability. The three main factors of the 
new proposed model are Positivity, Usefulness, and Negativity.  

The proposed model utilizes the applications of data processing techniques on sam-
ple dataset to measure adaptability. The target were colleges’ and universities’ students 
who are based in Basra city as sample dataset. The dataset size consisted of 928 record 
represents data collected based on students’ feelings and opinions. The data included 
students’ evaluation of E-learning, enjoyment, digital device used, positivity factors 
affected students, negativity factors, preferred classroom platform, and favorited inter-
active lecture platform. The dataset is analyzed and processed using Sieve and Mosaic 
diagrams in Orange visual programming environment which is used to calculate posi-
tivity versus negativity associated with each factor. Finally, the results obtained from 
data exploration is fed to the new proposed model to calculate the adaptability level. 
The output of the PUNM model showed that the current level of adaptation towards E-
learning in Iraq is nearly 52% based on students’ feedbacks. The results and the other 
data collected in this research can help to launch other researches which specify weak 
points that can be rectified to improve the adaptation level and enhance the overall 
experience of E-learning in Iraq.  
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Abstract—Information hiding one of the important field of security which 
provide secure level for the information. Achieving multi levels of security sys-
tem often researchers used cryptography side by side with steganography. Utiliz-
ing message digest algorithm to play the role of crypto which is extracted from 
secret created database. Message digest algorithm (MD5) used two times as one-
way function to provide data integrity. The implemented system evaluated based 
on peak signal to noise ratio (PSNR) metric and the best value reaches 62.46. the 
proposed system works in adaptive behavior due to the different use of images 
as well as the selected point could be used to generate the hash code as well. The 
implemented system reaches up to sufficient level of security through using both 
steganography and cryptography. 

Keywords—information hiding, hash function, message digest 5 (MD5), data-
base, stego-systems 

1 Introduction  

Information security become in need due to the increasing transferring for sensitive 
information through the internet. A lot of available works in the information security 
system trying to mix two or more levels of security that’s depends on the user demands 
and the importance of the information itself these levels can be achieved using ste-
ganography and cryptography as well [1-4]. In the cryptography algorithms the secrete 
message encrypted to achieve conditionality for the information the steganography used 
to hide the encrypted message in the appropriate cover this process one of a several 
ways to use steganography and cryptography. The general steganography models can 
show in the Figure 1. 
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Fig. 1. General stenographic model [5] 

Hash functions A hash function H is a transformation that takes a variable-size input 
m and returns a fixed-size string, which is called the hash value h (that is, h = H(m)) [6, 
7]. Hash functions with just this property have a variety of general computational uses, 
but when employed in (cryptography, steganography) the hash functions are usually 
chosen to have some additional properties. The basic properties of the hash function 
[6]: 

a) the input can be of any length,  
b) the output has a fixed length,  
c) H(x) is relatively easy to compute for any given x. 
d) H(x) is one-way,  
e) H(x) is collision-free. 

Hash functions used for many kinds of security areas the main role is to achieve the 
integrity. Hash function used [8] 

a) Used Alone 
• File integrity verification. 
• Public key fingerprint. 
• Password storage. 

b) Combined with encryption functions. 
c) Information hiding. 

In this paper message digest 5 (MD5) Hash function used for two times, first com-
bined with encryption and second achieve integrity verification. MD5 is an improved 
version of MD4. Although more complex than MD4, it is similar in design and also 
produces a 128-bit hash [9, 10]. While database created as secret database available in 
the sender and receiver side. 

The main loop of the MD5 algorithm can be shown with in Figure 2. 
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Fig. 2. MD5 main loop 

The main loop of the MD5 algorithm contains 4 round these lops continue for run-
ning 512-bit length of the message as required. The four variable copied into other var-
iables like (a copied A, and b copied B and so on). At each round the different operation 
applied in 16 times in such a way that each operation process nonlinear operation on 
variables a, b, c, and d. the functions can be applied at each operation. 

 denote the XOR, AND, OR, and NOT operations respectively. 
These functions are designed so that if the corresponding bits of X, Y, and Z are inde-
pendent and unbiased, then each bit of the result will also be independent and unbiased. 
The function F is the bitwise conditional: If X Then Y Else Z. The function H is the bit-
wise parity operator. One MD5 operation can illustrated using Figure 3. 

 
Fig. 3. One MD5 operation 
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Sample 10 of the created spider database images can be shown with the Figure 4. 
 

1 

    

2 

    

3 

  

  

Fig. 4. Spider database sample 

From the Figure 4 which contains set of samples of spider images it’s clear that each 
image of the spider has different direction as well as different size of the spiders. And 
thus, different directions with different size provide good possibility of variation to 
choose places in cover images, because such points will affect the MD5 output algo-
rithm. 

The proposed system in this paper evaluated using peak signal to noise ratio (PSNR). 
The PSNR value depend on the mean square error (MSE). The MSE value can compute 
using the Eq. (1) 

 𝑀𝑀𝑀𝑀𝑀𝑀 = 1
𝑀𝑀𝑀𝑀𝑀𝑀

∑ ∑ ∑ [(𝐼𝐼(𝑖𝑖,𝑗𝑗,𝑟𝑟) − 𝐼𝐼(𝑖𝑖,𝑗𝑗,𝑟𝑟)
′ )2]𝑀𝑀

𝑟𝑟=1
𝑀𝑀
𝑗𝑗=1

𝑀𝑀
𝑖𝑖=1  (1) 

Where, 𝑀𝑀𝑀𝑀𝑀𝑀 are the values of the RGB image. 𝐼𝐼(𝑖𝑖,𝑗𝑗,𝑟𝑟) represent the original image 
(cover image) and 𝐼𝐼(𝑖𝑖,𝑗𝑗,𝑟𝑟)

′  represent image after processing (stego image). When the 
value of MSE obtained the PSNR value calculated based on the Eq. (2) [11, 12]. 

 𝑃𝑃𝑀𝑀𝑀𝑀𝑃𝑃 = 10 log10(𝑀𝑀𝑀𝑀𝑀𝑀𝐼𝐼
2

𝑀𝑀𝑀𝑀𝑀𝑀
)  (2) 

The 𝑀𝑀𝑀𝑀𝑀𝑀𝐼𝐼 value represent the highest scale value in the image  
The database contains 150 images of different sizes each one of these images have 

index. Such data have to be available to start hiding and extracting secret messages in 
the designed implemented proposed system. The proposed system as security system 
could work not only in secure hide information in medical images [13-17], but also in 
homomorphic hiding side by side with database prototype [17-20]. 
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2 Proposed system  

There are two main algorithms proposed first for hiding and the second algorithm 
for extracting. The cover media used in this system is RGB image and the secret mes-
sage of text type. The following steps shows hiding algorithm:  

 
Proposed Hiding algorithm 
Input: plain text (𝑝𝑝), spider database (Sdp), cover image (RGB)  
Output: stego-object 
Process: 

1. Generate Hashes for the database using message digest algorithm.  

 Hdp = 𝑀𝑀𝐷𝐷5(𝑀𝑀𝑆𝑆𝑝𝑝) 
 (3) 

“𝐻𝐻𝑆𝑆𝑝𝑝 will be sent as secret key which is hidden at the end of the message” 

2. Select random picture from spider database (Sdp). 
3. Mapping the selected picture from the database on the center of the cover image to 

obtain the set of ends eight points 𝑀𝑀𝑝𝑝 = {𝑝𝑝1. .𝑝𝑝8} . 
4. Obtain hashes for set of eight points 𝑀𝑀𝑝𝑝. Where 

 𝐻𝐻𝑝𝑝 = 𝑀𝑀𝐷𝐷5�𝑀𝑀𝑝𝑝� (4) 

5. Encrypt the plain text based on the Eq. (5) and Eq. (6). 

 𝑐𝑐0 = 𝐻𝐻𝑝𝑝 ⊕ 𝑝𝑝 (5) 

 𝑐𝑐1 = 𝑐𝑐0  ⊕𝐻𝐻𝑆𝑆𝑝𝑝 (6) 

6. Calculate hiding starting point (𝐻𝐻𝑠𝑠𝑝𝑝) using the following process: 
I 𝐻𝐻𝑠𝑠𝑝𝑝 = 𝑀𝑀𝐷𝐷5(𝐻𝐻𝑚𝑚 + 𝑊𝑊𝑘𝑘). Such that 𝑊𝑊𝑘𝑘, 𝐻𝐻𝑀𝑀 represent the width and height of the 

cover image. 
II 𝐻𝐻𝑠𝑠𝑝𝑝 length will be 128 bits divided into two parts of 64-bit length.  
III apply X-or operation getting 64-bit. 
IV obtaining 16 bits by division and x-or operation is sequences of step II and IV. 
V The 16 bit will be divided into 8 bit each (X, Y) converted to decimal  

𝑊𝑊𝑛𝑛 = (𝑀𝑀 𝑚𝑚𝑚𝑚𝑆𝑆 𝑊𝑊𝑘𝑘 ) ,  
and 𝐻𝐻𝑛𝑛 = 𝑌𝑌 𝑚𝑚𝑚𝑚𝑆𝑆 𝐻𝐻𝑀𝑀 . 
The hiding starting point (𝐻𝐻𝑠𝑠𝑝𝑝) will be (𝑊𝑊𝑛𝑛, 𝐻𝐻𝑛𝑛). 

7. The hiding will be in the valid pixels range 𝑉𝑉𝑟𝑟 , 𝑉𝑉𝑟𝑟 = 𝑇𝑇𝑝𝑝 − 𝑀𝑀𝑝𝑝, such that 𝑇𝑇𝑝𝑝 represent 
the total number of pixels in the cover image. 

8. Hiding targeting 6th and 7th bits in the valid pixels range 𝑉𝑉𝑟𝑟. 

The proposed hiding algorithm in system can be represented with following 
flowchart as show in the Figure 5. 
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Fig. 5. The proposed hiding flowchart 

The end of the process of hiding will produce a stego-object which is represented by 
the cover image as well as encrypted plain text hidden inside. One of the important 
things have to be mentioned that the value of the hash code will be send as secret key 
such code generated from spider images database to add one more of security level for 
the proposed system. 

The receiver will get a stego-object and hash database will use them as input for the 
extraction algorithm and the aim for this algorithm is to get plain text (secret message) 
the extracting algorithm as follow: 

 
Proposed extracting algorithm  
Input: Stego-object, Hashes database Hdp 
Output: Plain text (𝑝𝑝). 
Processes  

1. Determine required database picture based on received Hdp. 
2. Mapping the selected picture from the database on the center of the Stego-object to 

obtain the set of ends eight points 𝑀𝑀𝑝𝑝 = {𝑝𝑝1. .𝑝𝑝8} . 
3. Obtain hashes for set of eight points 𝑀𝑀𝑝𝑝. Where 
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𝐻𝐻𝑝𝑝 = 𝑀𝑀𝐷𝐷5(𝑀𝑀𝑝𝑝). 
4. Obtain extracting starting point (𝐻𝐻𝑠𝑠𝑝𝑝) using the following process: 

I 𝐻𝐻𝑠𝑠𝑝𝑝 = 𝑀𝑀𝐷𝐷5(𝐻𝐻𝑚𝑚 + 𝑊𝑊𝑘𝑘). Such that 𝑊𝑊𝑘𝑘, 𝐻𝐻𝑀𝑀 represent the width and height of the 
Stego-object. 

II 𝐻𝐻𝑠𝑠𝑝𝑝 length will be 128 bit divided into two parts of 64-bit length.  
III apply X-or operation getting 64-bit. 
IV obtaining 16 bits by division and x-or operation is sequences of step II and IV. 
V The 16 bit will be divided into 8 bit each (X, Y) converted to decimal  

𝑊𝑊𝑛𝑛 = (𝑀𝑀 𝑚𝑚𝑚𝑚𝑆𝑆 𝑊𝑊𝑘𝑘 ) , and 𝐻𝐻𝑛𝑛 = 𝑌𝑌 𝑚𝑚𝑚𝑚𝑆𝑆 𝐻𝐻𝑀𝑀 . 
The extracting starting point (𝐻𝐻𝑠𝑠𝑝𝑝) will be (𝑊𝑊𝑛𝑛, 𝐻𝐻𝑛𝑛). 

5. The hiding will be in the valid pixels range 𝑉𝑉𝑟𝑟 , 𝑉𝑉𝑟𝑟 = 𝑇𝑇𝑝𝑝 − 𝑀𝑀𝑝𝑝, such that 𝑇𝑇𝑝𝑝 represent 
the total number of pixels in the Stego-object. 

6. Collecting 6th and 7th bits in the valid pixels range 𝑉𝑉𝑟𝑟 . To get 𝒄𝒄𝟏𝟏. While the last 128 
bit representing Hdp for checking.  

7. Decrypt the plain text based on the Eq. (7). And Eq. (8) 

 𝑝𝑝1 = 𝑐𝑐1  ⊕ Hdp (7) 

 p0 = Hp ⊕ p1 (8) 

Thus, p0 represent the plain text. 
The proposed extracting algorithm can be showed with following Figure 6. 
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Fig. 6. Proposed extracting flowchart 

Taking sample for secret message of two bytes (16 bits) to be hide in the cover image 
using the proposed hiding algorithm. After determining the starting points �𝐻𝐻𝑠𝑠𝑝𝑝� and 
valid range of the cover image ( 𝑉𝑉𝑟𝑟) the hiding process starting in the 6th and 7th bits as 
shown in the Figure 7. 
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Fig. 7. Hiding 16-bits secret message in 8 pixels 

The valid pixel range in the cover image shows with the orange-coloured Colum on 
the left side which represent only one band of the colour image of (RGB). On the other 
hand, the right side of the Figure 7 show the stego-image which contains the secret 
message with blue colour.  

3 Results and discussion 

The result of the proposed system measured based on PSNR metrics for the quality 
of the system. Table 1 shows the size of the cover image with the size of the secret 
images and the randomly selected the image as well as the generated hashes Md5 for 
the image while the finial column clearing the values of the PSNR for each run process 
in rows. 

Table 1.  Results evaluation based on PSNR metric 

 

Cover image size 
(pixels) 

Secret message size 
(kilobyte) 

Selected image 
(indexed) MD5 for image Peak signal to 

noise ratio (PSNR) 
128* 
128 1 18 8c95757bec1bc9d4795

342ecfb39887f 57.8 

256* 
256 2 9 5fcb74cd63e960be707

c45ec7c98a994 60.12 

300* 
300 3 5 2ae45841d10b816ab86

ff1d2772dc848 61.82 

512* 
512 4 23 bfe228f7c5ace87abc52

20d7b511a501 62.46 
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There are a lot of consequences have to be considered when achieving hiding process 
and one of the most important one is to take care of the subjective and objective metric 
to measure the efficiency of the proposed system. The PSNR is the common metric 
used I most of the paper to validate the hiding process that is obtained for the various 
run of the system with different size of cover images as well as different size of the 
secret messages and the minimum vale of PSNR is 57.8 to hide 1 K secret message 
inside 128*128 pixel cover image while maximum value of PSNR is 62.46 to hide 4K 
of secret message within 512*512 pixel cover image. 

4 Conclusion 

This kind of security system will be complex enough to protect may types of infor-
mation because of using database of images which is shared between sender and re-
ceiver as well. Utilizing of hash function MD5 which is generated to secure the selec-
tion of the image database. As advantages of using such system is to obtain 128 bit 
using MD5 on the eight points through mapping the images on the cove such bits used 
in the encryption process. The proposed system used mechanism for determine the 
starting point of the hiding based on the height and width of the cove image. The value 
of the PSNR shows system work well when the cover image size increased as well as 
the size of the secret message increased also.  

5 References 

[1] H. T. Elshoush, I. A. Ali, M. M. Mahmoud, and A. Altigani, "A Novel Approach to Infor-
mation Hiding Technique using ASCII Mapping Based Image Steganography," J. Inf. Hid-
ing Multim. Signal Process., vol. 12, no. 2, pp. 65-82, 2021. 

[2] H. Alrikabi, and H. Hazim "Enhanced Data Security of Communication System using Com-
bined Encryption and Steganography," International Journal of Interactive Mobile Technol-
ogies, vol. 15, no. 16, pp. 144-157, 2021. https://doi.org/10.3991/ijim.v15i16.24557  

[3] R. Bansal and N. Badal, "A novel approach for dual layer security of message using Ste-
ganography and Cryptography," Multimedia Tools and Applications, pp. 1-16, 2022. 
https://doi.org/10.1007/s11042-022-12084-y  

[4] I. A. Aljazaery, and M. R. Aziz, "Combination of hiding and encryption for data security," 
International Journal of Interactive Mobile Technologies, Article vol. 14, no. 9, pp. 34-47, 
2020, https://doi.org/10.3991/ijim.v14i09.14173  

[5] M. M. Sadek, A. S. Khalifa, and M. G. Mostafa, "Video steganography: a comprehensive 
review," Multimedia tools and applications, vol. 74, no. 17, pp. 7063-7094, 2015. 
https://doi.org/10.3991/ijim.v14i09.14173  

[6] H. Rajeswari, R. Yegireddi, and V. G. Rao, "Performance Analysis of Hash Algorithms and 
File Integrity," Hanumantu Rajeswari et al, International Journal of Computer Science and 
Information Technologies, vol. 5, no. 6, pp. 7376-7379, 2014. 

[7] A. H. M. Alaidi, R. a. M. Al_airaji, I. A. Aljazaery, and S. H. Abbood, "Dark Web Illegal 
Activities Crawling and Classifying Using Data Mining Techniques," International Journal 
of Interactive Mobile Technologies, vol. 16, no. 10, 2022. https://doi.org/10.3991/ijim. 
v16i10.30209  

iJIM ‒ Vol. 17, No. 01, 2023 105

https://doi.org/10.3991/ijim.v15i16.24557
https://doi.org/10.1007/s11042-022-12084-y
https://doi.org/10.3991/ijim.v14i09.14173
https://doi.org/10.3991/ijim.v14i09.14173
https://doi.org/10.3991/ijim.v16i10.30209
https://doi.org/10.3991/ijim.v16i10.30209


Paper—Adaptive Hiding Algorithm Based on Mapping Database 

[8] H. S. Abdulah, M. A. H. Al-Rawi, and D. N. Hammod, "Message Authentication Using New 
Hash Function," Al-Nahrain Journal of Science, vol. 19, no. 3, pp. 148-153, 2016. 
https://doi.org/10.22401/JNUS.19.3.20  

[9] A. F. Najib, E. H. Rachmawanto, C. A. Sari, K. Sarker, and N. Rijati, "A comparative study 
MD5 and SHA1 algorithms to encrypt REST API authentication on mobile-based applica-
tion," in 2019 International Conference on Information and Communications Technology 
(ICOIACT), 2019: IEEE, pp. 206-211.  

[10] N. Alseelawi, and H. T. Hazim, "A Novel Method of Multimodal Medical Image Fusion 
Based on Hybrid Approach of NSCT and DTCWT," iJOE, vol. 18, no. 03, p. 115, 2022. 
https://doi.org/10.3991/ijoe.v18i03.28011  

[11] D. R. I. M. Setiadi, "PSNR vs SSIM: imperceptibility quality assessment for image ste-
ganography," Multimedia Tools and Applications, vol. 80, no. 6, pp. 8423-8444, 2021. 
https://doi.org/10.1007/s11042-020-10035-z  

[12] H. T. Hazim, and H. Salim, "Secure Chaos of 5G Wireless Communication System Based 
on IOT Applications," International Journal of Online and Biomedical Engineering(iJOE), 
vol. 18, no. 12, pp. 89-102, 2022. https://doi.org/10.3991/ijoe.v18i12.33817  

[13] A. Gutub and F. Al-Shaarani, "Efficient implementation of multi-image secret hiding based 
on LSB and DWT steganography comparisons," Arabian Journal for Science and Engineer-
ing, vol. 45, no. 4, pp. 2631-2644, 2020. https://doi.org/10.1007/s13369-020-04413-w  

[14] B. A. Hameedi, M. M. Laftah, and A. A. Hattab, "Data Hiding in 3D-Medical Image," In-
ternational Journal of Online & Biomedical Engineering, vol. 18, no. 3, 2022. 
https://doi.org/10.1007/s13369-020-04413-w  

[15] N. A. H. Hala A. Naman, and M. L. Al-dabag, "Encryption System for Hiding Information 
Based on Internet of Things," International Journal of Interactive Mobile Technologies 
(iJIM), vol. 15, no. 2, 2021. https://doi.org/10.3991/ijim.v15i02.19869  

[16] M. K. Abdul-Hussein and H. Salim, "Evaluation of the Interference’s Impact of Cooperative 
Surveillance Systems Signals Processing for Healthcare," 2022. https://doi.org/10.3991/ 
ijim.v15i02.19869  

[17] A. H. M. Alaidi, A. S. Abdalrada, and F. T. Abed, "Analysis the Efficient Energy Prediction 
for 5G Wireless Communication Technologies," International Journal of Emerging Tech-
nologies in Learning (iJET), vol. 14, no. 08, pp. 23-37, 2019. https://doi.org/10.3991/ 
ijet.v14i08.10485  

[18] A. Kusyanti, N. Santoso, P. Ainunnazah, and L. Maulana, "The Implementation of zk-
SNARK HH Authentication on IoT Protocols," International Journal of Online & Biomed-
ical Engineering, vol. 18, no. 6, 2022. https://doi.org/10.3991/ijoe.v18i06.28893  

[19] I. A. Aljazaery, H. T. S. ALRikabi, and A. H. M. Alaidi, "Encryption of Color Image Based 
on DNA Strand and Exponential Factor," iJOE, vol. 18, no. 03, p. 101, 2022. https://doi.org/ 
10.3991/ijoe.v18i06.28893  

[20] S. H. Abbood, M. Rahim, and A. H. M. Alaidi, "DR-LL Gan: Diabetic Retinopathy lesions 
synthesis using Generative Adversarial Network," International journal of online and bio-
medical engineering, vol. 18, no. 3, pp. 151-163, 2022. https://doi.org/10.3991/ijoe.v18i03. 
28005  

6 Authors 

Ismael Abdul Sattar Jabbar is a Ph.D holder in computer science from Informatics 
Institute for postgraduate studies. He gets M.Sc. degree in computer science from Delhi 

106 http://www.i-jim.org

https://doi.org/10.22401/JNUS.19.3.20
https://doi.org/10.3991/ijoe.v18i03.28011
https://doi.org/10.1007/s11042-020-10035-z
https://doi.org/10.3991/ijoe.v18i12.33817
https://doi.org/10.1007/s13369-020-04413-w
https://doi.org/10.1007/s13369-020-04413-w
https://doi.org/10.3991/ijim.v15i02.19869
https://doi.org/10.3991/ijim.v15i02.19869
https://doi.org/10.3991/ijim.v15i02.19869
https://doi.org/10.3991/ijet.v14i08.10485
https://doi.org/10.3991/ijet.v14i08.10485
https://doi.org/10.3991/ijoe.v18i06.28893
https://doi.org/10.3991/ijoe.v18i06.28893
https://doi.org/10.3991/ijoe.v18i06.28893
https://doi.org/10.3991/ijoe.v18i03.28005
https://doi.org/10.3991/ijoe.v18i03.28005


Paper—Adaptive Hiding Algorithm Based on Mapping Database 

University, Faculty of Mathematical Sciences in 2012; B.Sc. degree in computer sci-
ence in 2006 from Al-Mustansiriyah University, Collage of Science. He has published 
more than 17 research papers in national or international journals and conferences with 
7 books in various fields in computer science (E-mail: ismaelabdul@uomustansiri-
yah.edu.iq). 

Shaimaa Hameed Shaker, Computer department, University of technology, 
 Baghdad, Iraq. 

Article submitted 2022-10-09. Resubmitted 2022-11-20. Final acceptance 2022-11-21. Final version pub-
lished as submitted by the authors. 

iJIM ‒ Vol. 17, No. 01, 2023 107

mailto:ismaelabdul@uomustansiriyah.edu.iq
mailto:ismaelabdul@uomustansiriyah.edu.iq


Paper—A Comprehensive Systematic Review of Neural Networks and Their Impact on the Detection of… 

A Comprehensive Systematic Review of Neural Networks 
and Their Impact on the Detection of Malicious Websites 

in Network Users 
https://doi.org/10.3991/ijim.v17i01.36371  

Javier Gamboa-Cruzado1(), Juan Briceño-Ochoa1, Marco Huaysara-Ancco1,  
Alberto Alva-Arévalo2, Caleb Ríos-Vargas2, Magaly Arangüena Yllanes3,  

Liset S. Rodriguez-Baca1 
1 Universidad Autónoma del Perú, Lima, Perú 

2 Universidad Nacional de San Martín, Tarapoto, Perú 
3 Universidad Nacional José María Arguedas, Apurímac, Perú 

jgamboa65@hotmail.com 

Abstract—The large branches of Machine Learning represent an immense 
support for the detection of malicious websites, they can predict whether a URL 
is malicious or benign, leaving aside the cyber attacks that can generate for net-
work users who are unaware of them. The objective of the research was to know 
the state of the art about Neural Networks and their impact for the Detection of 
malicious Websites in network users. For this purpose, a systematic literature 
review (SLR) was conducted from 2017 to 2021. The search identified 561 963 
papers from different sources such as Taylor & Francis Online, IEEE Xplore, 
ARDI, ScienceDirect, Wiley Online Library, ACM Digital Library and Microsoft 
Academic. Of the papers only 82 were considered based on exclusion criteria 
formulated by the author. As a result of the SLR, studies focused on machine 
learning (ML), where it recommends the use of algorithms to have a better and 
efficient prediction of malicious websites. For the researchers, this review pre-
sents a mapping of the findings on the most used machine learning techniques 
for malicious website detection, which are essential for a study because they in-
crease the accuracy of an algorithm. It also shows the main machine learning 
methodologies that are used in the research papers.  

Keywords—machine learning, neural network, web site detection, malicious 
web sites, algorithms, systematic literature review 

1 Introduction 

Nowadays, websites offer services of all kinds to network users, such as e-mail, so-
cial networks, online shopping, among others. These websites store users' confidential 
information. Fraudsters always try to steal users' confidential information by using mis-
leading URL text [41]. Researchers have been applying different types of algorithms 
for example Sequential Minimum Optimization (SMO), logistic regression and naive 
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bayes, decision tree, K nearest neighbors, among others. These algorithms achieve re-
liable and accurate results when detecting malicious websites [10]. In order to evaluate 
the performance of the models and algorithms, some experiments are carried out using 
a set of comparative data: accuracy and area under the receiver operating characteristic 
(ROC), receiver operating characteristic (ROC) and area under the curve (AUC) [41]. 
In this work, we identified the algorithms most commonly used by researchers from 
different studies with the aim of detecting malicious websites. 

In this SLR we obtained papers related to the topic, but not focused on the prediction 
of malicious websites with a comparative approach using neural networks. However, 
the papers reviewed propose algorithms for the prediction of these websites thus giving 
their effectiveness for this detection process.  

In the general study for the prediction process Sahingoz, Buber, Demir and Diri [45] 
propose to use two lists, Whitelist (whitelist) and Blacklist (blacklist), to classify legit-
imate and malicious websites. Whitelist-based website detection systems create safe 
and legitimate websites to provide the necessary information. Every website that is not 
on the whitelist is considered malicious. In the study of the prediction process there are 
a number of algorithms that give different results for different varieties of malicious 
websites. 

Authors Gandotra and Gupta [15] use machine learning algorithms SVM, Random 
Forest (RF), Neural Network, Logistic Regression and Naïve Bayes (NB); to differen-
tiate suspicious websites from benign ones. 

Authors P. Yang, Zhao and Z. Yang [47] argue that deep learning (Deep Learning) 
is a research direction of neural networks that can discover hidden information within 
complex data through level-by-level learning. CNN is an artificial deep feedback deep 
neural network. Compared with traditional back propagation neural networks, CNNs 
adopt a weight sharing network structure similar to that of a biological neural network, 
and its neurons are sparsely connected, which reduces the complexity of the network 
model and improves the training performance. 

According to Haider and Singh [1], phishing is a deception technique that aims to 
steal sensitive personal information such as passwords, credit cards, identity theft and 
other fraudulent activities by an individual or a group. Intruders can take this infor-
mation using phishing techniques (e.g., when a user enters their data on a phishing 
website, their data is stolen and they are then redirected to the original site).  

Al-Milli and Hammo [43] claim that convolutional neural network (CNN) is one of 
the most successful methods used recently in classification problems. CNN is used for 
complex classification problems. More specifically, CNN is used in the image pro-
cessing domain.  

The uniqueness of this research is the use of the Mendeley tool useful for the man-
agement of the papers, as well as the use of artificial intelligence for the generation of 
the bigrams, trigrams and bibliometric networks that show relevant information, as well 
as a comparison between the keywords in the reviewed papers. 

The main objective is to determine the current state of the art of worldwide experi-
mental research on Neural Networks and their influence on the Detection of Malicious 
Websites in network users. The structure of the paper is organized as follows; section 
II presents an interpretation of previous research and what the study aims to achieve. 
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Section III details the methodology to be used for the systematic literature review and 
this was developed according to Kitchenham and Charters [83]. Section IV shows the 
results of each question and also a comparison with a review paper. Section V finally 
gives conclusions and recommendations. 

2 Review methodology 

2.1 Review protocol 

This research followed the model and steps proposed by Kitchenham and Charters 
[83]; it covered the following: research questions, sources of information, identified 
studies, exclusion criteria, quality assessment, data extraction, and synthesis of findings 
(Figure 1). 

Research Problems 
and Objectives

Information Sources 
and Search Strategies Identified Studies

Exclusion CriteriaStudy SelectionQuality Assessment

Synthesis of the DataData Extraction 
Strategies

 
Fig. 1. RSL process  

2.2 Research problems and objectives 

For the SLR, research questions (RQs) were developed that are necessary for the 
data search, extraction and analysis strategy. Each research question has an objective, 
which are shown in Table 1. 

Table 1.  Research questions and objectives 

Research Question Objetive 
RQ1: What types of algorithms are being consid-
ered to detect malicious websites in web users? 

Identify the most considered types of algorithms for 
detecting malicious websites in network users 

RQ2: What machine learning methodologies are 
used to detect malicious websites?  

Report the machine learning methodologies that are 
used for malicious website detection 

RQ3: What are the criteria for measuring the over-
all effectiveness of neural networks with machine 
learning? 

Determine what are the criteria for measuring the 
overall effectiveness of neural networks with machine 

learning 
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RQ4: What are the most commonly used and rele-
vant keywords about neural networks and their in-
fluence on the process of detecting malicious web-
sites in network users?  

Determine which are the most used and relevant key-
words, on neural networks and their influence on the 

process of detecting malicious websites in network us-
ers. 

RQ5: What are the keywords that show co-occur-
rence in neural network research and their influ-
ence on the process of malicious website detection 
in network users?  

Detect which keywords present co-occurrence in neu-
ral network research and their influence on the process 

of detecting malicious websites in network users 

2.3 Information sources and search strategies 

Figure 2 shows the sources used in the search for research papers. 

 

Fig. 2. Sources of information 

For the search strategy of the studies, the thematic descriptors and their synonyms 
were identified (See Table 2). 

Table 2.  Search descriptors  

Descriptor Variable 
neural network / machine learning Independent 
website / URL detection Dependent 

 
For the search of the papers, equations were used for each source of information, as 

shown in Table 3. 
 
 
 

Taylor & Francis Online 

IEEE Xplore 

ARDI 

ScienceDirect 

Wiley Online Library 

ACM Digital Library 

Microsoft Academy 

Source 
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Table 3.  Information sources and search equations  

Source Search equation 
Taylor & Fran-
cis Online 

[[All: "neural network"] OR [All: "machine learning"]] AND [[All: "website detection"] 
OR [All: URL*]] 

IEEE Xplore  ("Neural network" OR "Machine Learning") AND ("website detection" OR URL*) 
ARDI  ("Neural network" OR "Machine Learning") AND (" website detection" OR URL*) 
Science Direct  ("neural network" OR "machine learning") AND (website detection OR URL OR URLS) 
Wiley Online 
Library  

""neural network" OR "machine learning"" anywhere and ""website detection" OR 
URL*" anywhere 

ACM Digital 
Library  

[[All: "neural network"] OR [All: "machine learning"]] AND [[All: website detection] 
OR [All: URL*]  

Microsoft Aca-
demic  ("Neural network" OR "Machine Learning") AND ( "website detection" OR "URL*") 

2.4 Identified studies 

The papers identified in each source are shown in Figure 3. 

 

Fig. 3. Number of relevant studies 

2.5 Exclusion criteria 

Al Some exclusion criteria (EC) were necessary for the filtering and selection of the 
papers: 
CE1.The papers are older than 5 years old 
CE2. The papers are not written in English 
CE3. The papers are not published in Conferences or Journals 
CE4. The papers are repeated 
CE5. The titles and keywords of the papers are not very appropriate 
CE6. There is not enough information to make the assessment 
CE7. The abstracts of the papers are not very relevant 

Número de 
Fuentes Relevantes 

(N=561 963) 

ACM Digital 
Library 
(n=516 310) 

Taylor & Francis 
Online 

(n=548) 

Microsoft 
Academic 
(3 274 128) 

ScienceDirect 
(n=14 786) 

ARDI 
(n=22 784) 

 

Wiley Online 
Library 

(n=6 260) 

IEEE Xplore 
(253) 
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2.6 Studio selection 

Initially, 561963 papers were obtained, based on the search performed using the key-
words relevant to the study.  

Then, a series of selection and filtering steps were applied, as shown in Figure 4. 

 
Fig. 4. PRISMA flow chart 
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2.7 Quality assessment 

An important phase in rigorously evaluating the final list of papers was the quality 
assessment criteria (QAs). These were applied to measure the quality of the research 
papers. Seven QAs were identified: 

QA1. Is the purpose of the research clearly explained?  
QA2. Are the research findings clearly explained?  
QA3. Is the paper well organized?  
QA4. Does the document include practical experiments? 
QA5. Are data collection and measurements adequately described? 
QA6. Are the results of the experiments performed clearly identified and reported?  
QA7. Is the document considered useful? 
 
In general, the use of these 7 QAs ensures that these findings could make a valuable 

contribution to the review. Each of the 7QAs was rated on a dichotomous scale. There-
fore, the research described in the papers is understandable and their results can be 
relied upon. Of the studies evaluated for quality assurance, the 82 papers have been 
retained. 

2.8 Strategies of data extraction  

For the final data extraction, the list of total papers was integrated in order to answer 
the research questions formulated. 

The information extracted from each paper included the following: ID of the paper, 
title of the paper, URL, source, year, country, number of pages, language, publication 
type, publication name, authors, affiliation, number of citations, abstract, keywords, 
sample size. The Mendeley desktop tool was used to perform the data extraction. 

2.9 Synthesis of the data 

The data collected for research questions RQ1-RQ5 were tabulated and presented as 
quantitative data that were used to develop a statistical comparison between the various 
solutions for each question, taking into account research conducted in the last 5 years. 

3 Results and discussion 

3.1 General description of studies 

Eighty-two papers were selected for the review, which were evaluated for their qual-
ity and the data extraction and analysis strategy was applied. Figure 5 shows the number 
of papers published per year. This indicates that the year in which the most papers were 
published was 2020. 
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Fig. 5. Papers by year 

Figure 6 details the number of papers by country, this shows that the country with 
the highest number of papers for the research was India as well as China. It can be seen 
that India and China are the countries that have a greater focus on the detection of ma-
licious websites with machine learning by the number of papers published and the coun-
tries that have less participation are Jordan and Slovenia. 

 
Fig. 6. Number of papers by country 

Figure 7 shows the papers by type of publication. As shown in the figure, a total of 
82 papers were found, of which 40% were published in Conferences and the remaining 
60% were published in Journals. 
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Fig. 7. Papers by publication type 

Figure 8 shows the most common words in the abstracts of the papers reviewed. It 
can be seen that the most used word was phishing, this was even the most common 
word in the keywords. This is followed by the words learning and detection. 

 
Fig. 8. Most recurrent words in the abstract 

3.2 Answers to research questions 

The following are the answers (results) for each of the RQs formulated, which were 
obtained after an exhaustive review of the 82 papers selected. 
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RQ1: What types of algorithms are being applied to detect malicious websites 
in network users? The results shown in Table 4 indicate which were the most used 
machine learning algorithms in the area of malicious website detection in network us-
ers. In this research 10 algorithms were considered, it is observed that the one with the 
highest percentage of references are neural networks with 23%, it can be said that it is 
the most popular in this area of malicious website detection, the second most applied 
type of algorithm was Super Vectore Machine with 19%. 

Table 4.  Machine learning algorithms 

ML algorithm Reference Qty. 
(%) 

Neural network [1][3][4][5][7][8][9][16][18][19][20][23][26][21] 
[22][28][34][44] [54] [57] [64][69][82] 

24 
(23) 

K-nearest neighbors [4][8][11][12][15][25][26][21][30] [35] 10 
(10) 

Decision tree [4][10][11][14][25][30][35] [44] [54] [65] 10 
(10) 

Logistic regression [7][10][11][21][30][35][47] [65] [77] 10 
(10) 

Random forest [4][8][10][11][15][25][30] 54][65] [69] 10 
(10) 

Naive Bayes [7][8][14][15][16][26][30]35][44][46][47][54][57] 
[62] 

14 
(14) 

Super Vector Machine [4][7][8][11][12][14][15][16][25][21][28][35][44] 
[46] [47][54] [57] [69] [77] 

19 
(19) 

Extreme machine learning 
(ELM) [21][79] 2 

(2) 

Ripper algorithm [60] 1 
(1) 

Cultural Algorithm [1] 1 
(1) 

 
According to authors Badawi and Jourdan [89], in their research question they refer 

what mechanisms are available to detect cybercriminal activities; it answers that the 
models that offer the best results are random forest with an accuracy of 99%, another 
algorithm model that also stands out in their answer is SVM with an accuracy of 97.9%. 

According to the authors Gheewala and Patel [86], neural networks are a widely used 
data mining algorithm for detecting malicious websites and it in turn depends on the 
proper selection of its features, such as model performance and the level of prediction 
accuracy of the algorithm. 

 
RQ2: What machine learning methodologies are used to detect malicious web-

sites? To answer the question the following machine learning methodologies in neural 
networks were considered: convolutional neural network and artificial neural network 
as the most considered in the research papers, this is because these methodologies offer 
better results in the area of malicious website detection, on the other hand convolutional 
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neural network was mentioned in many papers that have more than 5 citations (See 
Table 5). 

Table 5.  Machine learning methodologies 

ML Methodologie Reference Qty. 
(%) 

Convolutional Neural Network (CNN) [9][7][23][26][28][35][43][47][5][54][64][6
9][77][82] 

14 
(34) 

Deep Neural Network [10][23][41][46][47] [57][64] 7 
(17) 

Artificial Neural Network [1][3][4][11][16][18][19][20][21][22][34][4
4][49][54][57] 

15 
(36) 

Recurrent Neural Network [5][7][9][28][54][82] 5 
(13) 

 
From the point of view of authors Odeh, Keshta and Abdelfattah [85], they argue 

that convolutional neural networks and long short-term memory (LSTM), are widely 
used techniques for website phishing detection, but when both are used in a study both 
CNN and LSTM get better results. A clear example of this is that CNN learns from 
URL features and sends them to LSTM for final resolution. This approach motivates 
other researchers to design a model using a combination of deep learning models. 

 
RQ3: What are the criteria for measuring the overall effectiveness of neural 

networks with machine learning? To answer this question, the criteria for measuring 
the effectiveness of Machine Learning were taken into account. The most commonly 
used criteria are the ROC curve and AUC to determine the accuracy in the tests per-
formed statistically based on the machine learning algorithms proposed in the papers 
studied (See Table 6). 

Table 6.  Criteria for measuring ML effectiveness 

Criteria Reference Qty. 
(%) 

ROC CURVE [5][7][10][19][30][57] [69][82][2][3][9][36] 
[43] 

12 
(43) 

AUC [4][7][10][19][28][82] [2][3][36][41][43][51] 12 
(43) 

PCA [8][14][16] [9] 4 
(14) 

 
According to Dou, Khalil, Khreishah, Al-Fuqaha and Guizani [88], ROC curves can 

be used as comparisons between two or more models or techniques of algorithms thus 
giving greater efficiency in terms of the result, it is also possible to interpret that in the 
combination of these algorithms a result greater than 90% is achieved taking into ac-
count the characteristics given in the combination. 
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RQ4: What are the most frequently used and relevant keywords about neural 
networks and their influence on the process of detecting malicious websites in net-
work users? Figure 9 shows the keywords with more frequency in the papers, in first 
place is "machine learning", this word is repeated in 25 papers, in addition, this word 
was key when searching the papers and it is also the independent variable in Table 3. 
In second place is the keyword "phishing" with 17 repetitions, a very common word 
when searching for papers related to the detection of malicious websites in network 
users. 

 
Fig. 9. Keyword repetitions 

The authors Mondal, Maheshwari, Pai, and Biwalkar [87], identify "machine Learn-
ing" and "pishing" as very common keywords when searching for papers on malicious 
website detection. 

One can also display the most repeated words as a word cloud in Figure 10. 
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Fig. 10.  Cloud of most repeated keywords 

RQ5: What are the keywords that show co-occurrence in neural network re-
search and their influence on the process of malicious website detection in network 
users? In order to answer this RQ, a biometric network of keywords as they appear 
together in the reviewed research has been elaborated (see Figure 11). 

 
Fig. 11.  Keyword bibliometric network 
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In the bibliometric network it is possible to visualize the keywords most used by the 
authors together, as well as it can also be visualized that "phishing" and "machine learn-
ing" are together in 56 reviewed papers, also "phishing" and "url" are together in 11 
papers. Then it is deduced that the words have a relationship, the first one which is 
phishing and machine learning its relationship is problem-solution because nowadays 
machine learning method is used for prediction of malicious websites (phishing). The 
second relationship of phishing and url, its relationship is of similarity because phishing 
is a technique of deception, in this case it would be through a misleading url imperson-
ating someone close or a particular company in order to steal information. 

4 Conclusion 

This study has used the SRL methodology proposed by Kitchenham and Charters 
[83], whose purpose was to respond to the problems posed, so high quality papers that 
address the RQs formulated have been evaluated. As a result, 82 research papers have 
been identified, which answer the research questions. These papers were carefully se-
lected by applying exclusion criteria and had a quality assessment. It should be noted 
that the Mendeley tool was used, which was very helpful for the management of the 
papers analyzed. In the results section and its discussions, the 5 RQs formulated have 
been answered, using statistical graphs, tables and the novel bibliometric networks. 
These were very helpful in answering the research questions and a comparison has been 
made with many review papers. 

Therefore, future research should consider reviewing more recent publications on 
the process of detecting malicious websites. This will benefit to optimize the inquiry 
on the topic of malicious website detection process in order to be able to have a wider 
scope and depth on the topics of cybersecurity. 
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Abstract—This paper presents some initial insights into practical translation 
problems that can occur during agile localization. Although agile localization is 
not a novel approach to software localization, the range of possible translation 
problems and their causes and solutions have not yet been described. In order to 
write this paper, an ad hoc monolingual English corpus made up of user interface 
strings of one agile localized software product was used. The corpus was ana-
lyzed string by string, and various causes of translation problems, mostly relating 
to lacking context, were identified. The paper presents and discusses sample 
cases of these problems. This paper tries to show that while agile localization can 
be used as an alternative to traditional localization, the development team must 
be open to cooperation with the localization team in order for agile localization 
to be successfully implemented; otherwise, problems will occur. 

Keywords—localization, agile, context, fragmentation, internationalization, 
translation problems 

1 Introduction 

In order for software products to be sold abroad, they need to be adapted to the in-
tended target markets. This adaptation process is important since, due to globalization, 
a product can travel to different cultures in the blink of an eye. Well-adapted software 
can increase revenue and, of course, needs to have its intended original usability. 

Software developers have usually regarded localization as an afterthought, as it was 
generally carried out only after a product’s development. In such a classic waterfall 
workflow, the release date of a product depended on the translations and possibly re-
sulted in delays and missed deadlines. 

An alternative to the waterfall workflow is the agile workflow (or agile methodol-
ogy) which requires minimal documentation and preferably an on-site presence. The 
agile methodology quickly spread throughout the development industry and became 
broadly adapted to the extent that it influenced the process of software localization and 
created the concept of agile localization. 

The aim of this paper is to explore the challenges localizers face when they deal with 
agile localization. Given that there could be various translation problems in this process, 
the qualitative analysis mainly focuses on problems dealing with context issues and text 
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fragmentation since they can both be caused by the nature of the agile methodology 
reflected in agile localization. The purpose of the analysis is not to give quantitative 
data (e.g., how often a translation problem is present), as this can change with the ap-
plication. The aim is focused on the limitations of agile localization. 

In order to identify translation problems stemming from agile localization, an Eng-
lish monolingual corpus consisting of one application (a web-based software product) 
was analyzed. 

The empirical part of this paper will show that while many issues can be solved with 
some success depending on various factors, they nonetheless still constitute translation 
problems. In this sense, a translation problem is a problem regardless of whether it can 
be solved or not and regardless of the experience of the translator. 

This paper intends to show some of the translation problems that localizers face 
when they complete agile localization tasks. If these problems are not solved ade-
quately, they can cause localization and translation errors and may even pollute the 
translation memory that is used. The qualitative analysis provided here is an attempt to 
explore the possible problems of agile localization. 

Since this paper focuses on the novel concept of agile localization, Section 2 covers 
a brief literature review of the concept. Section 3 introduces the topic of agile method-
ology as it is understood in the field of software development. Section 4 describes lo-
calization before and after agile localization, focusing mainly on the process of agile 
localization and its benefits and shortcomings. Section 5 presents the methodology of 
the empirical study, and Section 6 presents the findings in the corpus. Lastly, Section 7 
presents the conclusions of the paper. 

2 Literature review 

The concept of agile localization seems to have been overlooked by academic writ-
ing, as there is not a lot of academic literature dealing with it. In fact, only Malte Ressin 
seems to have dealt with the problems of agile localization, albeit by looking at rela-
tionships between a development team and a localization team working on the same 
project. Ressin’s papers [1], [2] and [3] examine agile localization from a psychological 
standpoint, pointing at different goals, an understanding of each other’s subjects, and 
concepts of the quality of two involved teams. Ressin also completed a dissertation [4] 
on this matter. 

Authors like Esselink [5] or Roturier [6] deal with localization from a practical stand-
point, but they only mention agile localization very scarcely, and do not examine the 
topic in more detail. 

Another source of literature on agile localization, albeit not of an academic nature, 
is the plethora of informative blogposts by different translation and localization agen-
cies. Some recent ones include Pereverzevs [7], Phrase [8], and Trusava [9]. These 
blogposts have a common structure: the text first introduces agile localization and how 
it works; then it describes all the benefits of agile localization; then it briefly mentions 
some negatives, followed by tips on how to implement agile localization; and at last of 
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all finishes with an offer by the translation or localization agency to implement or help 
with localization. 

As can be seen from the lack of academic literature, agile localization is an over-
looked concept that is promoted mostly by the language services industry and has not 
yet been given much scholarly attention. This is why this paper seeks to shed some light 
on agile localization from an objective view on the subject rather than a sales-driven 
perspective. 

3 Agile methodology 

Agile methodology (agile software development) constitutes a group of software de-
velopment methodologies that are based on iterative and cross-functional team collab-
oration approaches [10], [11]; with the increasing use of SaaS platforms, software de-
velopers have acquired the chance to update software, fix bugs, and add new features 
almost in real time. Agile development basically breaks the development process into 
smaller iterations, so the requirements for a developed product change to a more flexi-
ble need that is based on the current need of the product and the development team. 

Agile software development can proceed according to several different frameworks 
and methodologies of software development (e.g., Lean, Kanban, Scrum, and Extreme 
Programming) which are all based on the central idea of agile development [12]; this 
idea is described by the Manifesto for Agile Software Development as “the Agile Man-
ifesto”. 

The Agile Manifesto [13] describes twelve basic principles of agile development that 
can be summarized as follows: individuals and face-to-face interactions are valued 
more than processes and tools; working software takes precedence over a lengthy and 
comprehensive documentation; customer collaboration is more important than contract 
negotiation; and fast responses to changes are more important than following a strict 
plan. 

Such fast-paced steps and just-in-time manufacturing leads to quick responses by the 
development team and to the already mentioned breaking up of a product into smaller 
parts, which in turn leads to faster smaller releases and adjustments to change. Such a 
process of fast-paced development does not take localization into account; it is a pro-
cess that takes time, requires context or documentation, and is often regarded as the last 
step before a product release. What then is the place of localization in agile develop-
ment? 

4 Localization before and after agile 

In order to better understand the “new” concept of agile localization, let us first take 
a look at the “old” or “traditional” form of localization. To make a distinction from 
agile localization (the “new” concept), the paper will use the term “waterfall 
localization” for the traditional way of software localization. 
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4.1 Waterfall localization 

There are two main approaches to traditional waterfall localization that are being 
used [7]: 

1. Post-release – localization of a product takes place after the release of a product. In 
other words, the localizer or the localization team starts to work on the translation 
after the final product has been delivered. This approach causes delays, as 
localization can take a lot of time. A company is therefore incapable of making a 
product release and loses revenue in the process as well. 

2. String freeze – during this approach, there is a period during the development process 
called “string freeze” when strings (i.e., lines of code) that need to be translated are 
locked and cannot be changed in any way. A string freeze can last several weeks, 
during which time the localizer or localization team works on a translation which is 
then sent to the developers before the release of a product. While a portion of the 
strings is frozen, developers can work on debugging other portions of the software; 
while the string freeze process saves time, developers must identify the modified 
string in the code manually. 

There is also the problem of two groups of professionals working separately [1] 
where the development teams do not always expect the impact of a new feature on 
localization; once this new feature gets to be localized (through either of the two 
mentioned methods), there is already a more advanced stage of development which 
may make any significant changes a difficult prospect.  

There are also tasks that can be automated by dedicated tools, e.g., software 
developers manually extracting source content from strings or databases, project 
managers e-mailing files for localization, and software developers cutting and pasting 
translated strings from a spreadsheet into a source file. 

The biggest issues of traditional waterfall localization are that it is time consuming, 
can cause delays, and requires a lot of manual work that today can be automated. But 
at what cost? 

4.2 Agile localization 

By contrast, in agile localization, “localization is not only an afterthought to software 
development” [1]; it is (or should be) integrated into the development process so that 
both processes operate simultaneously. This is usually done by a localization platform 
which automates the translation process. 

The process of agile localization can be broken up into the following steps (adapted 
from [8]): 

─ Choosing a localization management tool: a localization management tool is 
basically a CAT tool with access to API (application programming interface) and 
often also to an external cloud-based system where new strings are uploaded by the 
development team. Choosing a localization management tool should be one (if not 
the first) step in agile localization as the tool will be used throughout the whole 
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process, preferably by both teams (development and localization); it will contain a 
translation memory and a terminology database. The localization management tool 
basically represents a meeting point for the development and localization teams. 

─ Internationalisation: adapting a software product to different languages and locales. 
In other words, this is using programming mechanisms that change content (e.g., 
time and date formatting, currency, images, and texts) based on the selected locale. 

─ Locale file creation: internationalisation results in a set of resource files, usually with 
identifiers mapped to strings in the programming language. The strings in the 
resource files are then extracted and converted into a format the translators can work 
with, thus creating a locale file in the source language. 

─ File receipt and translation: the extracted and converted files are then forwarded 
(usually via a cloud-based platform) to the localization team and translated in a 
standard way (e.g., using a CAT tool, translation memory, terminology database, or 
machine translation). 

─ Review: the finished translation should undergo a review process. Since the whole 
process can take time, it is beneficial for the localization management tool to have 
an integrated review functionality. The review process should focus on standard 
translation properties like accuracy, consistency, and correctness, and it should also 
pay attention to the number of line breaks, HTML tags, and string length. Such 
checks can be automated depending on the tool that is used. 

─ Translation files integration: the translated files are then returned to the development 
team (usually via the same cloud-based platform) to be converted into the desired 
file format and then integrated into the code. 

─ Localization testing: after the translation file integration into the resource files of the 
target locale, the software product needs to be language tested. Some localization 
management tools provide an in-context preview system that can speed up the text 
or product adjustment process if there is a need for one. 

─ Publishing: once the language testing is finished and the target language version of 
the software product is complete, the localized software is published or released, 
thus concluding the process of agile localization. 

In order for agile localization to work, it needs to be integrated into the whole product 
development cycle – starting with the choice of a localization management tool – so 
that new texts can be translated simultaneously along with the product development. A 
process like this has its benefits and challenges when compared with the traditional 
waterfall localization workflow; the following subsections will deal with these. 

The benefits of agile localization. Agile product development has its benefits over 
the waterfall workflow. For instance, agile projects are more likely to be finished on 
time (65% compared to 40%), they tend to accomplish all goals (75% compared to 
56%), and companies adopting agile methodologies grow their revenue 37% faster [14]. 
These benefits are naturally reflected in agile localization as well. Some of them include 
(adapted from [9]): 

─ Faster time-to-market: since localization occurs at the same time as other software 
development activities, publishing occurs sooner and the process of continuous 
localization becomes a part of the continuous deployment process. Products get 
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deployed even when there are imperfections in localization as these can be fixed in 
future updates. 

─ Reduced costs for the developer: the localization team only translates new or updated 
strings, so the development company saves money. 

─ The time saved by the localizer: since only new or updated strings are worked on, 
the localization team saves time and can work on other projects as well. 

─ Easier mistake detection: as the translations are rapidly implemented during the 
release, potential errors are detected earlier and can be corrected in the next release. 

─ Less manual work: since the localization management tool communicates with the 
cloud-based repository, tasks like manual string extraction can be automated and 
happen automatically. 

─ Faster localization testing: as translated strings get deployed automatically, 
localization and language testing can begin sooner. 

The challenges of agile localization. The fast-paced processes of agile localization 
have several drawbacks as well (adapted from [9]): 

─ The importance of context: since precise documentation is not an important aspect 
of agile localization [13], translators can lose out on important context details. This 
is especially alarming when a new translator starts working on an already running 
project and they are not yet familiar with the product. The issue of lacking context 
can be remedied by using glossaries and product knowledge bases and adding 
comments that explain the placeholders and screenshots of the software product. 

─ Team interactions: the development and the localization teams need to communicate 
effectively. If the teams are working separately from each other, processes might not 
be synchronised or there may be synchronisation issues [1]. 

─ Time zones: when a software product gets localized into several languages around 
the globe, time zones will be an issue as these will inevitably slow down the agile 
process. If we consider a possible lack of context and the need to consult parts of the 
text, a simple project can take longer than expected. 

─ Text fragmentation: as only new or updated strings get translated and prepared for 
localization, the strings a translator sees in a CAT tool will not necessarily follow 
each other in a logical way; the source text might become fragmented. 

Summary. If speed is a central keyword in agile development or localization, agile 
localization can either speed the time-to-market up or slow it down depending on other 
aspects of the process. A functioning source of context, translation guidelines (e.g., a 
style guide or a glossary), good teamwork, and interactions between the development 
team and the localization team can speed up agile localization. If the localization 
process is followed up by localization and linguistic testing, the resulting localized 
software product can be of a high quality. 

The opposite can also be true – if the localization team lacks context or additional 
information, or if interactions between the development team and the localization team 
are missing, the resulting localized software product might contain some forms of error 
which might not be detected in the localization and linguistic testing before release. 
However, even in this case, agile methodology might prove useful as frequent updates 

134 http://www.i-jim.org



Paper—Possible Translation Problems, Their Causes, and Solutions in Agile Localization of Software 

and releases can contain fixes for errors in localization. On the other hand, fixes cost 
additional time that was spared in the first (successful) scenario. 

5 Methodology 

This is a qualitative and descriptive study based on a single monolingual English ad 
hoc corpus made up of strings of a web-based service applications which was agile 
localized. The corpus consists of 76,820 source words and 15,254 strings. 

The analyzed software product was chosen because it was developed with an agile 
methodology and has been agile localized. Due to signed non-disclosure agreements, 
the translation problems that will be used as examples in the following section will be 
anonymized in order for them to be able to be presented in the findings. Anonymization 
will take place if a source segment contains a term which would allow for the software 
product or client to be identified. If a source segment contains such a term, it will be 
swapped for a generic word with the same or similar meaning (e.g., a segment like “Run 
Linux” would be anonymized as “Run system”, and “Run Bluetooth” would be anony-
mized as “Run function”). 

The corpus was manually analyzed segment by segment. Since the aim of this paper 
was to observe a source text as translators do when they localize a product in order to 
identify potential problems, a CAT tool was used; the corpus was processed, and the 
segments were analyzed in the environment of the tool. 

The corpus was processed in the same CAT tool, in which the software product is 
agile localized. The CAT tool is called Smartling Translation Management System, 
which is a cloud-based tool. The tool follows regular industry segmentation practices 
and includes standard features (e.g., translation memory and terminology). 

In terms of the object of this research, only translation problems related to context 
have been selected. The following section describes the problems identified during the 
corpus analysis. 

The aim of the analysis is not to give a frequency with which each translation prob-
lem comes up in the corpus, as this can change depending on the software product. It is 
merely to show the possible limitations of agile localization of applications. 

6 Findings 

This section will present various examples of practical problems related to context 
issues that can arise during agile localization and discuss their causes and possible so-
lutions. Seven examples will be given. Each example will begin with example strings 
that will then be followed by an explanation of the problem, the possible cause and 
ways to remedy the given problem, so as to minimize the risk of producing an incorrect 
translation. 

Example 1: 
search box 
The first example is a string containing a collocation. Although the collocation is 

self-explanatory and probably also easy to translate, the problem is that the string begins 
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with a lower-case letter. In this case, the string can have several functions in the soft-
ware product: 

─ it can form a placeholder (the content of the string will be turned into a placeholder 
and will be inserted into various other strings at a later point): this is a problem for 
fusional languages, where the content of the string might need to undergo declen-
sion; however, once the placeholder content is translated in a grammatical case (the 
nominative would probably be standard), the same grammatical case will be used 
whenever the placeholder denoting this collocation is used. 

─ it can be part of a fragmented sentence: a sentence containing this collocation might 
have been split up into several strings during either step of agile development or 
localization. In this case, the translator needs to identify the rest of the sentence in 
the given project and translate accordingly. 

A string like this could be easily translated if the localizer had either visual context 
in the form of a preview (this would be helpful in the case of fragmentation) or a com-
ment by a developer explaining the purpose of the collocation (this would clarify 
whether the string will be used as a placeholder later). 

 
Example 2: 
Show Unsafe Content 
Show unsafe content 
This example contains two strings; although they follow each other here, they were 

separated by several other strings in the corpus. It might not be difficult to translate 
them, and a CAT tool would help with consistency since a translation memory would 
suggest a previous translation, but the different capitalization might create problems.  

The first string, due to all three words being written with capital first letters, might 
be a button, a title, or the name of a dialogue box. Depending on the target language, 
these UI elements might require different grammatical forms (e.g., a button might re-
quire an infinitive verb, whereas a title or a dialogue box name might require a verbal 
noun). 

The second string might be the beginning of a fragmented sentence or an option near 
a check box, again requiring different approaches depending on its position in the soft-
ware product. 

Visual or written context in the form of a picture or a comment would be helpful. 
The various grammatical forms used in different UI elements should be described in a 
style guide, but without more information a localizer would be unable to identify the 
correct element. The worst-case scenario in this case would be guessing, but this might 
result in a wrong or inconsistent translation and even the pollution of the translation 
memory. 

 
Example 3: 
Rewards has been turned off on this device by your administrator. 
In this case, the localizer needs to know what “Rewards” means as this could be a 

new function of the software product. Otherwise, the English sentence would contain a 
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grammatical error (correct: “Rewards have…”). Again, a simple comment from a de-
veloper would clarify this issue. If the string does not contain any comment, the local-
izer might think the sentence has a grammatical error and translate it accordingly, which 
in this case would result in an error. Problems like this highlight the importance of team 
work as well. Localizers should be a part of the development team, so that they are 
informed about new functions that will be added to a software product in the upcoming 
development. 

 
Example 4: 
Hide favorites button from toolbar 
Show Favorites Button in Toolbar 
This example contains two strings that did not follow each other in the corpus. Alt-

hough the strings are quite similar, the capitalization in the second string might be con-
fusing. Notice that the element “Favorites” will also be used in Example 7, where it 
was identified as a UI element. In this case, it can be confusing as to why the first string 
does not capitalize the name of the button. The second string might point to a title since 
all the words are capitalized. 

The problems in this example could be solved either by using comments from the 
developers or through a more careful approach by them, whereby they would only cap-
italize words that actually have to be capitalized (e.g., Favorites button). 

 
Example 5: 
Schedule 
This string containing a single word is a common problem in localization, and not 

only in agile localization. Without further context, the localizer does not know whether 
the word should be translated as a noun or a verb, or, should there be more synonyms 
in the target language, which synonym they should choose. 

The localizer could contact the development team, but due to the fast-paced nature 
of agile localization, an answer might not come in time before the deadline of the pro-
ject (e.g., due to different time zones). 

 
Example 6: 
our team if this issue persists. 
Try refreshing the page, and please 
Contact. 
This example contains three strings following each other in the corpus, and it repre-

sents an example of text fragmentation that occurs either during the export from code 
or during file processing in a CAT tool. 

The localizer can be confused by the string order. The strings appear to form a single 
sentence if reordered (“Try refreshing the page, and please Contact. our team if this 
issue persists.”) Although the sentence makes perfect sense and is probably easy to 
translate into the target language, the full stop at the end of the third string (“Contact.”) 
is confusing. The third segment might actually not be part of the sentence at all and 
could be a part of a different fragment, or the full stop might be a typo made by a 
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developer. The solution to this problem could be provided by communicating with the 
development team or being given some form of visual context. 

 
Example 7: 
Reading list items have moved under "Favorites" 
This example contains a UI element in quotation marks, which can be confusing 

since most other UI elements in the corpus were not inserted into quotation marks. This 
example could be a case of inconsistent labelling by the development team when one 
of the developers marks UI strings with quotation marks. Such inconsistency might be 
confusing, especially for new members of the localization team who are not familiar 
with the fact that while some UI strings are in quotation marks, they can be ignored. In 
this case, the developers should adopt a consistent labelling approach in order to not be 
ambiguous. 

6.1 When context fails, communication should follow 

Some of the problems stated above already touched upon the possible solution of 
communication with the developers. While having direct input from the development 
team would solve possible context issues, even this solution has its limitations. 

Firstly, it is still common practice for localization experts to not be part of develop-
ment teams. As a result, various internalization issues arise during development which 
then have an impact on the localization process [15]. Getting feedback from a localiza-
tion professional would benefit the development process and would help with internal-
ization issues (such as in Example 5). 

Secondly, interactions and communication between the two teams is problematic 
due to the possibility of both teams being in different time zones as well as due to the 
outsourcing of localization. Even if the localization team raises a query caused by am-
biguity, the query travels from one outsourcing company to another before reaching the 
developer; and then the answer has to travel back to the localization team. Such an 
exchange of information can take longer than a day, and with deadlines being strict and 
agile localization usually consisting of micro projects of no more than 500 words that 
need to be translated on the same day the project is received by the localization team, 
such team interactions or information transfer is simply not helpful.  

Possible solutions to this problem could be hiring an in-house localization team, lim-
iting the amount of outsourcing of a single project so that communication is more 
straightforward or investing adequate resources into localization and linguistic testing. 

Of course, the present author is aware that such solutions are not always feasible, 
especially when localizing into less widely spoken languages. Nonetheless, in order to 
overcome translation problems in agile localization, resolving possible context issues, 
adopting a more careful development approach, and streamlining communication be-
tween the two teams should be a central concern. 
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7 Conclusions 

Localization is stationed somewhere at the intersection between translation and tech-
nology [16], so it is no surprise that with the coming of new programming methodolo-
gies it would adapt and create new ways to bridge the gap between different locales, as 
in the case of agile localization following the lead of agile development. 

Agile development has its benefits: it is fast, releases happen often, developers work 
in teams, and bugs are fixed frequently. These benefits impact agile localization as well: 
there are daily projects with small word counts to translate; the strings are often missing 
comments or visual context; and if a localizer is not part of the development from the 
beginning, the lack of information (given that agile development lacks proper docu-
mentation) might leave results up to guesswork. 

As this paper has tried to show, agile localization has its drawbacks. If the issues 
with missing context and teamwork could be remedied, agile localization would surely 
improve the localization of various software products into other locales. But in order to 
remedy the shortcomings, localizers as well as developers need to understand the ways 
languages work and not see localization as just an afterthought. While it is true that 
developers and localizers live “in different worlds” [1], communication is key in order 
to bring a perfect product to market and minimize additional language-oriented fixes. 

It is now clear that companies need to think about localization from the very start of 
product development, and they need to provide adequate tools (e.g., visuals or textual 
information) for localization processes. This need is even stronger in agile localization. 
Although “agile is the new black” [17], if the end client or developer is not ready to 
fully adopt an agile localization approach (even if they use agile development) with all 
its peculiarities, it might be best to wait and prepare, because context, communication, 
and inclusion are key in agile localization. 
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Abstract—The progress in communication and information technology has 
contributed to the creation of the Internet of Thing (IoT). Internet of Things today 
plays a crucial role in tracking, documenting, storing, presentation and 
communication in variety of fields like healthcare, smart cities, engineering, and 
others. Using an IoT-based monitoring system, the critical parameters of health 
are tracked and data transmitted via network. Data will be accessed for the benefit 
of the patient's current condition. This research paper focused on remote 
monitoring of body temperature (DS18B20), heart rate and SPO2(MAX30100), 
additionally the position of patient can be obtained on demand using SIM7600E 
GSM and GNSS HAT (Hardware attached on top) Module. Raspberry Pi 4B used 
as microcontroller to gather data from health parameter sensors. The data from 
sensors transmitted into cloud storage through a network. The proposed system 
uses last version of IoT microcontroller and devices were used which 
significantly affected the precision and speed of the whole system. A GUI cross 
platform mobile application was developed for presenting real-time data to both 
doctors and patients. The system is beneficial for synchronous monitoring of 
patient’s health status hence allowing urgent medical decision by doctors at right 
time.  

Keywords—Internet of Things, healthcare, remote monitoring, SPO2, 
raspberry pi, GUI, real-time, DS18B20, MAX30100 

1 Introduction 

The internet has grown particularly as a result of its accessibility to everyone. The 
Internet of Things results in an electronic access control system that enables a user to 
do a variety of tasks more quickly, productively, and safely. IoT is a technological 
advancement that has the potential to improve people's lives by utilizing smart devices 
and smart sensors that communicate via the internet [1]. With the rapid progression of 
technology, each country now places a high priority on Internet of Things application. 
The concept of internet-of-things (IoT) is one of the next revolutionary developments 
in internet-based computing, and it is now having a positive effect in a wide range of 
application fields such as smart cities, healthcare, engineering, and others. [2]. Internet 
of Things (IoT) is the latest internet advancement, including the field of health care 
study. This remote healthcare monitoring has grown too fast with the use of wearable 
sensors and smartphones. IoT health screening aids in disease spread prevention as well 
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as accurate evaluation of health status, regardless location of the doctor furthermore it 
is facilitating continuous health condition monitoring. The Remote Healthcare 
Monitoring arrangement enables patients to be observed outside of traditional hospital 
environments (for example, at home), and increases access to human resources offices 
while lowering costs [3]. 

Health care providers can monitor patients' health status using a number of crucial 
health parameters. Due to major health problems, certain people with chronic diseases 
require continuous monitoring. These parameters include heart rate, blood pressure, 
body temperature, spo2, respiratory rate, ECG, and blood sugar. Most of these 
health parameters can now be tracked using electronic devices with precise sensors 
thanks to advancements in medical technology. These parameters can be tracked 
remotely due to developments in communication technology, particularly the internet, 
making IoT healthcare monitoring possible. 

There are several available microcontrollers for Internet of things choosing one of 
them depends on project requirement and specification, raspberry pi is one of the 
advanced popular microcontrollers used recently. The Raspberry Pi is a miniature 
pc that is used for simple computing and networking tasks. It is the primary component 
of the internet of things. It allows connectivity to the internet, allowing the automation 
system to be linked to a remote controlling device [4]. Regardless of the kind of 
microcontroller, there are numerous sensors for receiving signals from the outside 
world, such as health care monitoring sensors including body temperature sensors, heart 
rate sensors, pulse oximeter sensors, ECG sensors, blood pressure sensors, and so on. 
In addition to the sensors other hardware can be added for the microcontroller like 
GSM, GPS, GNSS and so on. The data from various sensors and hardware after 
processing by microcontroller should be transmitted to and stored in a cloud storage via 
a network. 

This research paper proposed an IoT system for monitoring health status of patients 
who are in need for continuous prolonged follow up and monitoring by their doctors. 
Raspberry Pi 4B microcontroller and python as programming language had been 
chosen for gathering data from sensors then processing and transmitting into cloud 
storage through a network. To store data, the MySQL database is employed as cloud 
storage. The three vital health parameters which are body temperature, heart rate and 
SPO2 are monitored in real-time through two sensors; body temperature sensor and 
oximeter sensor. Furthermore, the patient’s location determined by a 
GSM/GPRS/GNSS HAT module if necessary. The aforementioned HAT is also used 
to send SMS notification via a SIM card in case of abnormal health parameters.  

The system also comprised a cross-platform mobile application (i.e., Android and 
IOS compatible) for GUI to display real-time health parameters’ value, alerts and 
notifications for both patients and paramedics/doctors. The system hardware was 
configured in a wearable model. The proposed system provides both real-time data and 
history of health parameters for patients and doctors with sending notifications and 
alerts in necessary and emergency situations remotely. This allows making life saving 
decisions by doctors without need for physical presence in clinics and hospitals. 
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2 Literature survey 

The IoT-based Healthcare Monitoring System for War Soldiers by Gondaliaa, et al. 
in 2018, suggested a system that would enable the soldiers who are missing and 
wounded in the warfare to track the location in actual time and control their health. It 
helps to reduce time of the exertion of the army control unit to find and rescue [5]. 

The research paper of Durán-Vega et al. in 2019, proposed an IoT System for Remote 
Health Monitoring in Elderly Adults through a Wearable Device and Mobile 
Application. They employed a biometric bracelet connected to a mobile application, 
which offers real-time viewing of all the data collected by the sensors in the bracelet 
(pulse rate, blood oxygen saturation and Body temperature). Caretakers can use this 
information to make decisions regarding their patients' wellbeing. Their study describes 
the design and implementation of an IoT system for remote monitoring of elderly 
persons in nursing homes using a smartphone application and a wearable device. The 
creation of the prototype demonstrated that it is viable to carry out and implement the 
research project. Furthermore, it is low-cost and compatible with the IoT paradigm; the 
most essential features are: real-time monitoring of the general status of the patients 
[6]. 

A smart healthcare monitoring system designed by Naik & Sudarshan in 2019.Their 
IoT platform system based on the Raspberry Pi. The system used Wi-Fi network 
technologies to identify human body parameters like body temperature, blood 
pressure, heartbeat, accelerometer, ECG, respiration, and other data on server of the 
internet of things [7]. 

In their research paper Valsalan, et al. in 2020, suggested an IoT-based health 
tracking device with a mobile physiological screening mechanism that can 
continuously screen the patient’s temperature, heartbeat and other specific necessary 
parameters. They suggested a continuous monitoring and control instrument to screen 
the patient status and archive the patient data in a server using a wi-fi based module 
remote communication [3]. 

The research paper of D.Acharya & N.Patil in 2020, described IoT-based Health 
Care Monitoring Kit, the concept and deployment of an IoT-based smart doctor 
package for a vital medical situation that can provide robust access to IoT data to assist 
emergency health providers like Intensive Care Units. This system has developed to 
give the doctors the required history of patient health in real-time [8]. 

In 2020, Godi et al. published an article in which they presented the E-Healthcare 
Monitoring System (EHMS), an IoT technology platform that they combined with 
machine learning (ML) techniques to create an advanced automated system. The 
patient's data is collected by an IoT wearable sensor. The data obtained from a variety 
of health monitoring devices is fed into an E-Health care management system. After 
that, EHMS analyzes the health status by using machine learning techniques on raw 
data [9]. 

Sangeethalakshmi, et al. in 2021, published an article in which they presented a 
patient health monitoring system using IoT, the suggested system included of mobile 
application and GSM for continuous monitoring of patients remotely. Sensors include 
a data acquisition unit, a microcontroller (ESP32), and a software system. The system 
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continuously monitors, shows, and saves patients' temperature, heart rate, ECG, blood 
pressure, and SPO2, and the same information was sent to doctors [10]. 

3 System hardware component 

3.1 Microcontroller 

Raspberry pi 4B. The Raspberry Pi 4B is a single-board computer that features a 
64-bit quad-core ARM8 Broadcom BCM2711 1.5 GHz CPU, 4GB LPDDR4 RAM, an 
expandable MicroSD card and a standard 40-pin GPIO header. Raspberry Pi 4 comes 
with Gigabit Ethernet, along with onboard wireless networking and Bluetooth [11]. 
When combined with Wi-Fi and Internet connectivity, it is easy to set it up for remote 
communication, which makes the Raspberry Pi perfect choice for IoT applications. 
These were the reasons behind selecting raspberry pi microcontroller in this proposed 
system. 

3.2 Sensors 

Body temperature. The DS18B20 temperature sensor used to measure body 
temperature. The advanced features of the employed temperature sensor include a 1-
wire interface and a 64-bit serial stored in an on-board ROM. It runs on a 3.0v-5.5v 
power supply [12]. This sensor is quite precise, measuring the temperature within about 
0.05°C of the actual temperature. It can withstand temperatures as high as 125°C. 
Because this device contains an integrated analog to digital converter, unlike the other 
sensors for example TMP36, which is an analog device, DS18B20 is relatively easier 
to integrate with the Raspberry Pi. 

Pulse oximeter. The MAX30100 sensor selected in this proposed system for 
measuring blood oxygen level (SPO2) and pulse rate. The sensor has a pulse oximetry 
and heart rate monitor sensor. It includes two LEDs, one of which generates infrared 
light and the other red light. Only single infrared LED is required to determine the heart 
rate, and both LEDs are required to measure the oxygen content in the blood. When the 
heart beats, the oxygenated blood rises, and when the heart is at rest, the oxygenated 
blood drops. The period between the rise and drop of oxygenated blood can be used to 
determine the heart rate. Deoxygenated blood absorbs more infrared spectrum of light 
while passing more red spectrum of light, and oxygenated blood absorbs more red 
spectrum of light while passing more infrared spectrum of light. The absorption rates 
for both light sources detected by the sensor are saved in a buffer that may be retrieved 
using the I2C protocol through the Grove port. The GitHub raspberry pi MAX30100 
library is used to calculate the pulse rate and SpO2 levels from sensor input. The 
MAX30100's accuracy was compared to the commercial HR and SpO2 monitoring 
instrument General care®. the sensor output data's error rate and accuracy, resulting in 
a relatively low error value of 2.89% and an accuracy of 97.11% for the heart rate data. 
The data calibration of SpO2 also provides favorable results, with an error value of 
1.15% and a high accuracy rate of 98.84% [13] [14].  
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3.3 Hardware extension 

4G GSM, GPRS and GNSS HAT module. For efficient communication and 
tracking location, this HAT was attached to the raspberry pi microcontroller with the 
following features: 

• Enables LTE Cat-4 4G / 3G / 2G Communication & GNSS Positioning  
• Compatible With Raspberry Pi  
• Dial-Up on Windows/Linux 
• Communication protocols supported are TCP/UDP/FTP/FTPS/HTTP/HTTPS 
• Telephone Call & SMS Support 

Figure 1 shows all hardware components of the proposed system. 

 
Fig. 1. Raspberry Pi 4B with SIM7600E-H 4G GSM, GPRS and GNSS HAT module, 

DS18B20 body temperature sensor and MAX30100 pulse oximeter 

The Figure 2 shows the schematic of hardware healthcare monitoring system 
components used in this research paper. 
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Fig. 2. System hardware component schematics 

4 Software and programming language 

4.1 Python programming language 

Python programming language used for programming raspberry pi microcontroller 
to read sensors data and transmitting it to cloud storage and the library of sensors were 
written by python. Python could be used to construct cross-platform applications as 
well as Web, mobile, and scientific applications.: In general, the same Python program 
may be launched on Windows and Unix-like systems like Linux, BSD, and Mac OSX 
s [15]. 

4.2 Flutter and Dart 

Flutter is an open-source platform that leverages Dart as its programming language 
to create natively built and cross-platform applications from a single codebase. Flutter 
and Dart were both developed by Google. In this proposed system Flutter and Dart were 
used to create a cross-platform mobile application (i.e., Android and iOS compatible) 
for displaying real-time health parameter values, alerts, and notifications for both 
patients and paramedics/doctors. 
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4.3 MySQL 

MySQL is the world's most popular open-source database. Whether you are a rapidly 
developing online property, a technology ISV, or a huge company, MySQL can help 
you build high-performance, scalable database systems at a low cost. In this suggested 
system, MySQL was used as cloud storage to store data from various sensors and 
hardware after it has been processed by the microcontroller. The required information 
of the patient, doctors/paramedics and record of abnormal data also stored in database. 
The recorded data can be used to find the past information of the previous patient status. 

5 Proposed system and working method 

Important healthcare parameters remotely tracked in real-time and measured value 
presented to doctors and patients through a system-specific mobile application. The 
healthcare parameters are SPO2, heart rate and body temperature. The hardware 
configured by connecting sensors to the raspberry pi microcontroller. The 4G GSM, 
GPRS and GNSS HAT Module attached to the raspberry pi which was connected to 
the MySQL database via Wi-Fi. the raspberry pi and sensors programmed by python 
language for gathering, analyzing and transferring data. Each sensor was placed to 
specific defined location of patient’s body, as the temperature sensor placed to the skin 
and the pulse oximeter to the fingertip. after measuring health parameters, it will 
compare with its normal reference range then all values are presented to the mobile 
application, if there is any abnormal value i.e., any value below or above normal range, 
an emergency alert will send to doctors/paramedics and relative of the patients via SMS 
notification with patient’s position thus allowing doctors to make life-saving decisions 
without requiring patients to be present in clinics and hospitals. Figure 3 shows the 
flowchart of proposed system.  

iJIM ‒ Vol. 17, No. 01, 2023 147



Paper—Smart Healthcare Monitoring System Using IoT 

 
Fig. 3. IoT based smart healthcare monitoring system flow chart 

The reference ranges for the involved health parameters shown in Table 1. 
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Table 1.  Reference range of SPO2, heart rate and body temperature [16] [17] [18] 

Health Parameters Normal Reference range Note 
Spo2 95 % -100 % 90% - 94% Borderline 

Heart Rate 

(60 – 100) bpm 10 years and older - adults 
(70 – 190) bpm Neonate 
(80 – 160) bpm Infant (1 – 11) months  
(70 – 130) bpm Children (1 – 9) years  
(40 – 60) bpm Athletes 

Body Temperature 36.4 C – 37.6 C 11 years and adults below 65 
years  

6 Testing and results 

The hardware devices properly configured and all sensors connected to the raspberry 
pi microcontroller and a portable power bank used for power supply, The reference 
range for each health parameter was defined based on available medical resources, then 
after calibration of sensors data were done precisely. the data was successfully received 
from sensors by microcontroller, then transferred to the MySQL database server after 
processing and analysis. 

The proposed system was then tested on 30 persons (Rest State) in two groups; 
healthy individuals and patients in different age and both genders. The patients were 
chosen from an emergency hospital. The value of Spo2, heart rate and body temperature 
were shown in the system specific mobile application interface in real time as shown in 
Figure 4. In the case of an abnormal state for each parameter, when the value was below 
or above the normal reference range, the system will send an SMS alert to 
doctors/paramedics and the patient's relative, providing information about the abnormal 
health parameters and the patient's position for making appropriate decisions and taking 
necessary measures for proper management and saving patient’s life. The information 
about location of the patient facilitates the process of sending ambulance. 
Beside receiving alert notifications when a health parameter value was abnormal, 
clinicians can remotely monitor all recorded health parameters in real-time. Table 2 
displays the data obtained from seven individuals and the Figure 4 shows the picture of 
an individual during collecting health parameters data by the system. 

Table 2.  Recorded data for SPO2, heart rate, and body temperature 

# Spo2  Heart Rate  Body Temperature 
P1 99 % 81 Bmp 35.9 °C 
P2 96 % 107 Bmp 36.5 °C 
P3 95 % 98 Bmp 37.0 °C 
P4 96 % 82 Bmp 37.2 °C 
P5 98 % 79 Bmp 35.92 °C 
P6 95 % 86 Bmp 36.24 °C 
P7 94 % 67 Bmp 36.61 °C 
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Fig. 4. Testing of the proposed system 

7 Conclusion 

Developments in information and communication have brought about the advent of 
the Internet of Things (IoT). Internet of Things enables more physical sensors/devices 
to collect data via the internet and provides further methods of data connectivity. 
Nowadays IoT has affected every part of our life, including health care, smart city, 
transport, and many more. The health monitoring system was described in this research 
to offer sufficient patients' health status in real-time to the clinicians remotely. 
Monitoring the precise state of the patient in the absence of the doctor was developed 
for effective health purposes. The system collects patient information including Spo2, 
heart rate and body temperature, in addition to providing patient location information 
in emergency situation with SMS alert notification in case of presence abnormal health 
parameters value. The system also includes a cross platform mobile application as 
graphic user interface for both clinicians and patients. The physical presence of patients 
and clinicians may be avoided by implementing the suggested system in healthcare 
management, and the condition of patients with chronic diseases can be monitored 
remotely for effective intervention, allowing doctors to make life-saving decisions at 
the right time. 

8 Future work 

Adding more health parameters to the system based on patients need and doctors 
request like ECG, Blood Pressure, Respiratory Rate, Urine Output, Fetal Heart Rate 
and So on.  

Development of the system to include a decision making for aiding doctors and 
paramedics in the management of patients. 
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Abstract—The innovations brought by the digital age leave deep traces in 
the lives of individuals of all ages. With technological tools becoming an integral 
part of life, we are observing changes in the behaviors and reactions of 
individuals. Mobile technology pushes individuals to ease and drags them to 
loneliness in society. Individuals who withdraw into their shells are socializing 
on mobile platforms. The progress of science and technology from past to present 
has brought changes in society. Rapidly advancing technology shapes the lives 
of individuals in many areas. Digitalization has been efficient in the exposure of 
individuals to an insidious application of mobbing. In this context, the mobile 
world has come to the point that it threatens the living space of the individual 
with the content that is a design product it offers. In particular, the role of digital 
media in a way that interferes with every aspect of life has turned into digital 
despotism. In this study, which is considered a compilation, we used document 
analysis as a data collection tool. We obtained data by examining the documents 
related to the subject and handled it through descriptive analysis. In this context, 
while trying to examine the concept of "mobile mobbing", the other side of the 
digital world; we discussed digitalization, mobbing, digital violence, 
cyberbullying, digitalization, and its aspects on human life. As a result, we have 
reached a high relationship between mobile mobbing and its effect on 
individuals. Among these results, there are changes in their behaviors and habits, 
the digital world has turned into a covert mobbing tool, social media contents 
influence the attitudes of users through hidden messages, exerts pressure on their 
behavior by directing them, disturbing insults and threats, etc. are shared in 
communication styles, we have concluded that mobbing is experienced in a 
similar digital environment. In this context, we have listed suggestions and 
measures against mobile mobbing, with digital media users being more careful 
and conscious of techniques, respecting safe sharing with courtesy rules in their 
discourse and actions. 

Keywords—mobbing, technology, digitalization, mobile mobbing, cyber 
bullying, digital violence 
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1 Introduction 

Changes and developments in today's world have left various effects in all areas of 
life [1]. One of these changes and developments is digitalization. With the age of 
digitalization, many functions of individuals in society have altered. Karakas et al. 
(2009) defined the concept of digitalization as "substituting or renewing your existing 
resources with digital products to ensure the highest level of efficiency with the lowest 
level of physical effort". 

With the effect of digitalization, individuals can do most of the things they see in 
real life in the virtual environment. Within the scope of this subject, Sayar (2016) 
emphasized that virtuality and real life are intertwined by saying that "people can fight, 
talk, plan, gossip, exchange ideas, be friends and even fall in love". Due to today's world 
conditions, changes are seen in the habits of individuals with digitalization. With 
various applications, individuals have had many advantages such as getting an 
education, visiting museums, following the agenda, and communicating. In addition to 
these, people can create their content and share it with other individuals through blogs, 
podcasts, and various digital social communication tools [4]. These sharing contents 
can often turn into implicit coercion. 

The communication and interaction environment offered by the internet, which is an 
essential instrument of digitalization, pushes many fields such as education, economy, 
and trade to change [5]. While digital tools become widespread and virtual 
environments offer various opportunities to individuals, it brings many positive results; 
It also causes negative consequences. One of these negativities is the phenomenon of 
trust. It is difficult to establish trust with actions such as making eye contact or shaking 
hands in the digital environment [6]. Besides the problem of trust, digitalization can 
cause internet addiction, inefficient use of time, and communication disorder among 
individuals [5]. Additionally, people who are addicted to the digital age may experience 
emotional changes such as "irritability and unhappiness" when they cannot access the 
internet [7]. While such emotional changes completely influence the behavior of 
individuals, they turn into a mobbing perception. 

1.1 The aspect of digitalization reflected on life 

People use technology to meet their daily needs, and this pushes them to stick to 
digitalization [8]. The use of digital tools such as television, computer, and tablet in 
society is increasing day by day. Many people create social media accounts in virtual 
environments through various digital tools and spend a lot of time in these virtual 
environments [9]. Especially today's children enter digital platforms at an early age and 
spend most of their time on social media or game sites. Guvendi et al. (2019) express 
that "many games that reconstruct the children's world by digitizing them, while 
performing useful functions as a leisure time tool, to relieve fatigue and stress, can also 
make violence a normal behavior by containing elements of violence in their content". 
They drew attention to the effect of games on child psychology and the concept of 
mobbing, which is a version of violence. With the effect of digitalization, elderly 
individuals, just like other people, are sharing their every moment on social media. Of 
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course, these shares are a means of eliminating deprivation in the individual. For this 
reason, content that is an expression tool can transfer some risks to the other party. At 
this point, experiencing emotional changes, irritability or resentment can be seen in 
both young and old individuals. [11]. Seeing these moments through social media 
upsets them and causes some problems. 

Considering all the above: The rapid spread and advancement of technology has also 
led to change that surrounds the lives of people of all ages. In this context, Ryan & 
Jones (2016) stated that the use of the telephone and internet paved the way for the 
development of new technologies. Due to the widespread use of digital technology, 
"time, space, identity, self, communication, consumption, production processes, 
values" are not fixed but restructured with digitalization [13]. Behaviors that reflect the 
characteristics of digitalization lead to the formation and change of new behavior in a 
positive way as well as in a negative way [14]. At this orientation stage, digital media 
greatly changes the behavior of individuals by influencing them. Rapidly advancing 
technology has brought with it the transition to the digital age known as "Digitalism". 
At this age, it is possible to say that some interactions are depending on the contact 
habits, content, and duration of individuals. 

1.2 Mobbing 

The word mobbing as a form of action means psychological violence, siege, 
collective attack, inconvenience, or distress. Mobbing, which is named with the words 
"bullying, emotional harassment or intimidation" applied in the workplace in Turkish, 
is defined as malicious attempts to force a person to quit his/her business by using 
unjust accusation, defamation, humiliation, and direct or indirect violence through 
gossip. 

Mobbing exists at every stage of life, it should not be strange that it is also in digital 
media, which is a brand-new living space. At this point, it is not an exaggeration to 
argue that mobbing, which is produced by the purposeful and deliberate content of the 
digital world, causes increasing physical and emotional damage. It is possible to express 
this situation as the reflection of the results of multidimensional causality relations 
related to mobbing. Considering the mental disorders caused by people exposed to 
mobbing in general terms; "Many mental disorders may occur in connection with the 
way, duration and severity of mobbing. Boredom, anger, pessimism, sleep problems, 
depressive symptoms, anxiety symptoms, and behavioral problems can be seen. 
Adjustment disorders where depression, anxiety, and behavioral problems coexist, 
anxiety disorders such as depression, generalized anxiety, and panic disorder, 
somatoform disorders that express themselves with somatic symptoms (somatization, 
conversion, pain disorders), psychosomatic diseases in which psychological factors 
play a role in their emergence and course (skin diseases, hypertension, etc.) can be seen. 
In addition, as a kind of self-healing efforts such as alcohol, substance or drug can be 
turned into substance-use disorders. "Post-Traumatic Stress Disorder" is one of the 
most serious mental disorders that can occur due to experiences that threaten the 
physical integrity of the individual, it leaves him helpless and creates a sense of horror. 
The quality of being chronic, disrupting functionality, and creating disability are much 
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higher in those that occur because of traumas (such as torture, rape, war trauma) that 
are deliberately created by human hands. As a trauma deliberately created by human 
hands, "intimidation" draws attention as a remarkable and contemporary form of trauma 
for PTSD." [15]. 

1.3 Digital mobbing 

Digital mobbing refers to situations that we can also call cyberbullying and that 
disturb and upset people through digital channels, concepts of privacy, etc. According 
to this definition, most of the attacks made through digital media that threaten and put 
at risk are expressed within the scope of mobbing. 

Under normal conditions, the concept of mobbing refers to the stressful situations 
that disturb the individual related to the working climate in a workplace, usually 
towards the superior from the top. With the spread of the digital age in digital mobbing, 
it has started to become a threat tool by sharing personal words or visuals on mail, chat 
rooms, Facebook, or other social media since the 2000s. On the other hand, the content 
of the digital channels created can turn into an imposition or despotism, accompanied 
by the jargon or presentation tools they use on the target group. 

This situation started with people staying at home during the COVID-19 process and 
accelerated with the intense use of screens as a communication channel. This situation 
has become even more common with people's intense follow-up of digital channels. As 
a result, it shows itself as a habit-based, indispensable thing for people in today's 
conditions. Digital bullying or digital harassment is not just something that happens in 
office environments or working climates but can also manifest itself in full or part-time 
home office work or distance learning environments, what we call hybrid work 
environments. 

Although at the beginning of the pandemic period, the comfort of not going to the 
workplace and staying away from the stress of traffic seemed like an advantage, then 
we started to experience the disadvantages and negative aspects of this situation. One 
of the reasons for this is that the greatest advantage of humanity is related to the lifestyle 
that is maintained in real life dynamics. While meetings held with remote online 
applications in the home environment negatively affected the work-life balance, the 
efforts of individuals to talk over the phone in the name of so-called communication, 
unlimited and abundantly, turned into a habit and addiction after a certain period. This 
type of addiction can be expressed as digital life addiction, but it also brings a mobbing 
practice within itself. 

In this study, the current situation will be examined with various views on "digital 
mobbing" as the other face of digitalization. 

2 Method 

In this section, the design of the research, the quantity of the study group, the 
characteristics of the data collection tool used in the research, and how to get and 
analyze the data are given. 
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2.1 Research pattern 

The research will be shaped according to the document analysis method. In this 
context, digitalization and digital mobbing concepts will be discussed and explained 
and the relationship between them will be examined. 

2.2 Model of the research 

In this study, we preferred a compilation model to examine the relationship between 
digital psychology and value perception. We scanned the domestic and foreign 
literature on the subject. We discussed the interaction between concepts, accompanied 
by the information we obtained by examining various articles and theses. 

2.3 Data collection 

In this study, we preferred the document analysis method for data collection. 
"Providing data by analyzing written documents containing information about facts and 
events related to the subject examined within the scope of the research" is known as 
document analysis [16]. Document analysis is used to scan oral or written records about 
the past [17]. In this research, we have benefited from journals, theses, articles, various 
web pages, and reports related to the subject. 

2.4 Analysis of data 

In this research, we analyzed the information obtained as a result of document 
analysis through descriptive analysis. We preferred descriptive analysis, which aims to 
reflect our findings in an organized and interpreted way [18]. We examined and 
interpreted the information obtained from the documents and examined the current 
situation in the form of discussions and comparisons following the subject of the 
research. 

2.5 Digital technologies and its use 

When we look at the history of humanity, we can understand that there is no other 
time in which technology has progressed rapidly as in the last 30 years. Especially, 
information technologies provide the speed of this revolution. Technologies are easily 
accessible and have become available in every country via the internet, one of the most 
common of all, and is now indispensable for everyone [19].  

According to the January 2020 numbers, it is known that 4.54 billion individuals are 
internet users in the world and more than 5.9 billion people are active phone users. It is 
known that this data belonging to internet users increased by 7% compared to January 
2019; It was observed that there was a 2.4% increase in phone users compared to 
January 2019 [20]. In the light of these data, we can understand that technology is 
widely used in every field and is adopted by everyone today. These technologies, which 
develop very rapidly and become a part of our daily life without question, have become 
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indispensable. For example, the frequency of checking smartphones that we did not use 
in the early 90s is now 48 per day in Europe and 78 in Turkey. According to this result, 
users in Turkey control their mobile devices almost twice as much as users in Europe. 
According to the 'Global Mobile User Research' conducted by the consultancy company 
Deloitte with more than 53 thousand participants in 33 countries, mobile users in 
Turkey look at a mobile phone screen every 13 minutes on average [21]. 

As of 2020, the rate of internet usage in Turkey was 79.0% for individuals in the 16-
74 age group. This rate was 75.3% the previous year. When the internet usage rate is 
analyzed by gender; this rate was 84.7% for men and 73.3% for women. The percentage 
of households with internet access is 90.7%. This rate was 88.3% in the previous year 
[22] 

 
*  Households with internet access  Individuals using internet  Shop on the internet 

Fig. 1. Key indicators of household ICT use, 2009-2020 [22] 

According to the results of the "Household Information Technologies Usage 
Survey", the rate of households accessing the internet via broadband was 89.9%. The 
rate of households accessing the Internet via broadband was 89.9% in 2020. 
Accordingly, 50.8% of the households accessed the Internet with a fixed broadband 
connection (ADSL, cable Internet, fiber, etc.), while 86.9% of them accessing the 
Internet with a mobile broadband connection. The rate of households with broadband 
Internet access was 87.9% in the previous year [22]. 

Table 1.  Digital analysis data results (pandemic process and before) 
Comparative general commentary on and before the pandemic process [21] 

 Pandemic Process Before Pandemic Process 
Total number of participants 2.055 800 
Total number of dependents 615 104 
Dependency rate (%) 29,93 13,7 
Participant age range 22-44 22-44 
Way of contacting the participant Facebook (social media) Facebook (social media) 
Participant Türkiye  Türkiye  
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The total dependency rate of the pandemic (Covid-19) process is 29.93%, and an 
increase of about 116% is observed compared to before. The pre-coronavirus digital 
analysis data belong to a study 6 months ago, and there is a noticeable increase. 

There is a dependency on digital objects with a rate of approximately 30%. This 
dependency situation also appears as a loss of 30% in terms of workforce and quality 
of life. According to all these results, there are some potential risks in terms of healthy 
communication and productivity. 

 
Fig. 2. Distribution of usage period on the related digital media by gender variable [21] 

The duration of using television intensively by the women included in the sample is 
72.77%. On the other hand, 60% of men use television contact. 

In terms of minutes, while women spend a total of 109,155 minutes (95 minutes / 1 
hour and 35 minutes per person) during the day, men spend 91,080 minutes (99 minutes 
/ 1 hour and 39 minutes per person), while the theme of television stands out in digital 
media. 

According to the research data, Instagram comes to the fore in the second place. 
Women are in contact on Instagram for 90,150 minutes (79 minutes/1 hour and 19 
minutes per person), and men for 25,845 minutes (28 minutes per person/approximately 
half an hour). According to gender, women spend more time on Instagram [21]. 

2.6 The relationship between digital media and mobbing 

The innovations brought by the digital age leave deep traces in the lives of 
individuals of all ages. With technological tools becoming an integral part of life, we 
observe changes in the behaviors and reactions of individuals. Digital psychology 
pushes individuals to take it easy and drags them to loneliness in society. Individuals 
who withdraw into their shells in society are supposedly socializing on digital 
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platforms. It is possible to observe behavioral changes in individuals with the effect of 
digital psychology. As a result of observing behavioral changes, we see that social 
relations of individuals weaken, problems in the family occur, a feeling of alienation 
from other individuals occurs, and individuals who are introverted and live on their own 
are common in society [23]. 

Everyone has started to use the Internet and digital tools in many areas [24]. The 
widespread use of digital tools shows that digitalization has been made in many areas. 
With the use of digital tools such as computers, phones, and tablets, individuals have 
started to take more place on social platforms. 

At this point, it is possible to say that digital psychology affects the individual in 
every sense. Individuals who dedicate themselves to digitalization in all areas of life 
can lose their values and themselves. Yengin (2019) emphasized that with the 
widespread use of the internet, social media has become a habit in society. Damage or 
damage to individual-specific behaviors can lead to a change in the psychology of the 
person. In today's world, it can be said that there is a change not only in the behavior 
patterns of individuals but also in their value perceptions. 

When we look at some examples of mobbing applications made through digital 
channels: 

• Being exposed to false and false information, 
• Being insensitive to calls or visual messages, 
• Offending the other person by displaying passive or aggressive attitudes, 
• Forcing the other person to open the camera or forcing communication by extending 

the talk time, 
• Maintaining communication with obscene images or gossip in front of the camera, 
• Being forced to speak or being exposed to a meeting during non-working hours, 
• Sending e-mail contents or messages with verbal or isolating abusive language, 
• To sabotage the working climate by following or observing the employees through 

cameras or various applications in the workplace, 
• To sabotage communication by exaggerating or monitoring the information that 

needs to be shared, 
• Accidentally or knowingly gossip about someone else in a way that is reflected in 

the content of digital media or disclose the image, 
• To force likes on shares with colleagues and life partners or to make comments based 

on the number of likes, 
• Giving implicit messages or forcing follow-up by using various emojis or silent 

message channels, 
• To force a follow-up through content created in digital media or by being a member 

of a group, 
• Making accusations of insensitivity to the call records or threatening to cut off 

communication, 
• Presenting the content created by digital channels to followers through 

advertisements in the form of constant bullying, 
• Bringing advertisements or sections related to any content or promotion to the screen 

and forcing the individual to watch, 

160 http://www.i-jim.org



Paper—The Other Side of the Mobile World 

• Forcing the individual to distance himself from his real life with a new form of 
identity and isolation, 

• Subjecting people to content through psychological or emotional Blackmail, as well 
as trying to dominate the person, etc. 

When the individuals who are forced by the given mobbing patterns are examined, 
burnout syndrome and fatigue expressions are seen much more frequently, and mental 
and physical diseases may increase due to high levels of stress. 

The consequences of mobbing and violence caused by the unlimited use of 
computers and video games and not being exposed to any censorship are as follows: 

• Violent games keep children's arousal at the highest level. While these children's 
heart rhythms increased more due to adrenaline, it was observed that these children 
were more prone to violence after play. 

• Whether a child or an adult, violent and reflexive behavior develops negatively after 
encountering violent digital media. 

• Intense contact with violent digital media creates an anti-social phobia personality 
in the individual, restricting his interaction with his environment and resulting in 
social isolation. 

• The frequent handling of themes such as murder, terrorism, suicide, etc. in digital 
media transforms the tendency toward violence into a self-fulfilling prophecy by 
creating fear and anxiety in children and the effect of Murphy's law. 

• Children who take media heroes as role models tend to apply the behaviors they 
identify with their heroes at the slightest opportunity to their close friends. 

• Children who are heavily exposed to media violence perceive the world as a place 
to be feared and difficult to live in. 

• In parallel with the increase in violent behavior in children who are exposed to more 
chronic and long-term media violence, we see that they have made the slogan "don't 
die, kill" a character consciousness to survive in the future with depersonalization 
against violence. 

• In case of widespread and uncontrolled use of the Internet, bullying, sexual 
messages, contact with strangers, insecurity against strangers and passive 
personality, gambling, and meeting with harmful content may occur within the peer 
group. 

• In the pandemic process, a new form of mobbing has occurred on people with the 
"Digital certificate" application. The vaccination certificate is expressed as that it 
will strengthen the immune system against the disease, will include information 
showing whether the person has the Covid-19 vaccine, if so, where and which 
vaccine, information about the recovery of those who have had the disease, and the 
immune body level, and the Covid-19 test result. Restrictions such as additional 
testing or quarantine will not be applied to people who have received approved 
Covid-19 vaccines in the EU with a certificate and 2 weeks have passed since the 
last dose. Vaccination certificate will be valid in all EU countries, Iceland, 
Liechtenstein, Norway, and Switzerland [25]. 
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We see this digital certificate as the first stage of imposition of the new world order 
in the field of health. In the future, people will also experience vaccination certificates 
for other diseases. 

2.7 Cyberbullying and children in digital media 

We know that children need to be on social media to meet new people, make friends, 
spend their free time, communicate with their real friends in the virtual environment, 
wonder about what their friends are doing, and develop some attitudes and behaviors 
about what their friends are doing [26]. We can also infer that one of the reasons why 
children spend a lot of time in digital media is they are fond of digital media and games 
with the desire to take risks and the irresistible attraction of their desire, due to the 
passion for pleasure and excitement that occurs under the influence of adrenaline and 
dopamine hormones such as impulsive disorder and withdrawal syndrome [27]. Actions 
in which the serotonin hormone, which has become a habit based on the above 
statements, is exhibited intensely, evolve into self-violence. 

Cyberbullying is sending harmful, irritating, offensive messages over instant mail, 
messages and network connections on the internet over the phone or computer, posting 
a post or image, engaging in offensive behavior through threats and blackmail. It is the 
process of harming an individual or a group or a personality through digital objects in 
relational style, creating material and moral victimization, for people who are exposed 
to such behaviors with internet content and those who have suffered after this exposure 
[28]. 

Many studies have shown that children exposed to cyberbullying behaviors have a 
decline in academic life skills and serious failures in their social lives. Most of these 
students, experiencing alienation from school, being away from school, difficulty in 
focusing, and problems in their relationships, cause injuries behind their anxiety-ridden 
self, turn the school into a fighting arena with their other friends and turn into many 
hurtful aggression behaviors, including weapons [21]. There may be serious damage to 
the family life of people who are exposed to cyberbullying. In this respect, it can trigger 
family conflicts and other problems, as well as stress and depression related to anxiety 
disorder. 

We know that people who have the psychology of cyberbullying take advantage of 
the freedoms offered by the digital environment and exhibit attitudes such as imitation, 
disclosure, harassment, and defamation more easily. What these people think about 
themselves is they are inaccessible behind the screen [29]. On the other hand, 
cyberbullies take revenge on the people they have a problem with because they could 
say that they cannot say it face to face due to their gender, status, and lack of 
communication with people. In addition to all these, it can take on a character that 
evolves into digital bullying, with the possibility of hiding one's identity on social 
media, providing transportation, and being an unconscious internet user. Media 
companies have adopted an understanding of raising insecure and aggressive characters 
towards the future by creating traumas on children, especially with violent events 
shaped in visual media [21]. 
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Negative gains obtained through digital media feed the sense of violence in children 
and show itself first by applying the heaviest blow to their environment, then to their 
families, and then to themselves. We should never forget our children who had Blue 
Whale syndrome and committed suicide in the past, who were victims of PUBG and 
ended their lives by throwing themselves from the 15th floor. For this reason, murder 
scenes or images staged in digital media agitate the existing situation with storifying. 
Then, it can turn into a behavior pattern in the future with emotional damage to the 
limbic system.  

According to the principles outlined in Article 17 of the United Nations Convention 
on the Rights of the Child, "They encourage the development of appropriate guiding 
principles for the protection of the child against information and documents that may 
harm his or her well-being." This article provides the opportunity to take some 
measures and prevent the violence that can be applied to children or the murder of 
children. It is not the right approach for publishers to present content produced without 
taking into account the social values and traditions of the society in digital media, 
without paying attention to children, or to impose contradictory content on children to 
increase the rate of viewing or the number of clicks [21]. 

Perhaps the most important effect of digital media on children is the digital addiction 
situation, which is cyber cocaine. According to many studies conducted by Dilci 2019; 
children cannot develop healthy digital contact skills since they do not use digital 
objects healthily and appropriately, families are sufficiently conscious and incapable of 
digital media literacy, and teachers in the school environment cannot guide children in 
accordance with the requirements of the digital age. 

3 Conclusions 

We are facing the fastest digital cultural sociological change process in human 
history. The subject of this process is the human being. Human; is a bio-cultural-socio-
economic-psychological entity. A social being is born only in the social environment 
and shaped by the conditions of the environment. It abides by the superstructure rules 
such as religion, morality, and law, which are socially accepted values. It fulfills the 
duties assigned to it by society [30]. 

We should look at this process of change, for which we are not ready, from a wider 
perspective. As adults and children, we found ourselves in a digital age where we have 
not yet gained consciousness and are caught unprepared. The concept of the new 
normal, whatever there is about the past that we used to live in, has become accepted 
with its magic. While society is familiar with the change like a boiled frog day by day, 
the content perceived as negatively yesterday has become accepted by most of the 
society today. For example, the threshold of violence, aggression, and similar practices 
in traditional life has reached an acceptable point [31]. The media has turned systematic 
desensitization into a social change by raising the level of acceptability against social 
violence and aggression that it has used over time. Unfortunately, as a violence 
mechanism, the presentation tools of digital media increase its field of activity day by 
day. The size of media content that should normally be watched by adults increases the 
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culture of violence in children when watched by children. By serving mediatic violence 
through games via computers and the internet, the child's violent behavior, which is a 
product of life, has turned into a more concrete and interactive. Many studies on this 
subject show that children who have experience in violent cartoons hit each other, talk 
to each other with slang words, and imitate cartoon characters, displaying a hurtful and 
aggressive personality toward their other friends. The media's transmission of practices 
that will provoke and destroy the society, such as violence, in a more interesting style 
and narrative style, to make competitive content interesting, opens the door to the 
culture of fear. While this situation brings the concept of mediatic violence to the 
agenda, the media need to work on productions that have more positive and constructive 
educational content [21]. 

4 Suggestions 

In this section, we gave recommendations based on the data in the research. 
What are the recommendations against digital mobbing? 

• We must use digital channels in line with their purpose and a planned manner. 
• Children's games provide data on children's world, personalities, and value 

judgments. Considering the mental hacking and content impositions marketed 
through digital objects, we should not forget that we are facing a battle that needs to 
be considered once again. 

• The child's emotional life reaches some satisfaction through face-to-face play. In this 
respect, he formalizes the reflections of his own living space through play. In this 
way, they are emotionally relaxed. The relaxed individual will think healthier and 
shape their value judgments accordingly. Play is another factor that is effective in 
the socialization of the child. Environmental interaction is an important tool of 
socialization and can be gained through play. Through face-to-face and interactive 
games, the research proves the role of play in the treatment and has come to very 
definite conclusions. 

• After the self-control of an individual, his environment needs to take part to prevent 
digital mobbing on the individual's environment. 

• By defining the way and form of communication, families should create a social 
media culture and it should become a lived value. 

• We should check what content children are exposed to and whether there is any 
trauma or emotional violence in this direction. 

• It is necessary to have information about the socio-psychological-cultural structure 
of the close friend group of our child. 

• In case of mobbing, professionals should support people, 
• They should provide rehabilitation approaches according to the dose of emotional or 

physical violence, 
• Whether corporate employees are working from home or the office, especially the 

communication problems, should be addressed in the meeting agenda, in line with 
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the corporate culture. In this regard, institution officials should support employees 
with periodic surveys, anonymous feedback forms, and team-building activities. 

• Recently, we have frequently seen in social media posts that digital mobbing is done 
in online meetings and many people are exposed to it. For this, it is important to be 
sensitive about content sharing. For this reason, businesses should work diligently 
on the ethical scope of online meetings, especially with video. It should set a clear 
policy on communicating properly online. Employees should know how sanctions 
will be applied to unethical acts. 

• Another problem experienced in digital mobbing is that although corporate 
managers are sensitive to the issue, sometimes employees avoid reporting these 
problems and harassment to their relevant departments. Fear of losing a job during 
the pandemic period or thinking that the problem will get worse may be the reason 
why these problems are not brought to the agenda of the relevant department. 
According to experts, only ⅓ of employees exposed to digital mobbing report this 
problem to their department. To prevent this situation, the officials of the institution 
should organize individual meetings with the employees in addition to their 
observation at periods and, if necessary, make team changes to prevent the conflicts 
from reaching the level of harassment. 

• Lastly, it would be best to leave the job to justice and the legal process in mobbing 
issues that do not remain within the business. Experts say that in such cases, we 
should never be afraid and remain silent and use our legal rights in the best way 
possible. Regardlessly, public or private sector employees, you can call the ALO 
170 line 24/7 for mobbing complaints and information. 
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